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Abstract

Elliptic curve cryptosystems have become increasingly popular due to their efficiency
and the small size of the keys they use. Particularly, the anomalous curves introduced
by Koblitz allow a complex representation of the keys, denoted TNAF, that make the
computations over these curves more efficient. In this article, we propose an efficient
method for randomizing a 7TNAF to produce different equivalent representations of the
same key to the same complex base 7. We prove that the average Hamming density of
the resulting representations is 0.5. We identify the pattern of the TNAFs yielding the
maximum number of representations and the formula governing this number. We also
present deterministic methods to compute the average and the exact number of possible

representations of a TNAF.

1 Introduction

Elliptic curve cryptosystems (ECCs) have become increasingly popular due to the efficiency of
their computations and the small size of their keys compared to RSA and discrete logarithm-
based systems. They rely on the hardness of solving the discrete logarithm problem (DLP)
in the additive group of points on the elliptic curve E defined over a finite field F,. The core

and most costly operation in ECCs is the scalar multiplication, i.e., computing the point kP



where P is a point on the curve and k is an integer that is usually the secret. This operation
is basically performed using the binary algorithms [9], which are also called double-and-add
algorithms when used with additive groups. This operation can be performed more efficiently
on Koblitz curves than on other curves.

Koblitz curves [10] are elliptic curves defined over Fy. Their advantageous characteristic is
the Frobenius mapping which can be exploited to replace the point doubling operation with a
simple squaring of the point coordinates [16]. Hence, the point multiplication algorithm can
be executed in a much shorter time. This technique is generally not as efficient when using an
arbitrary endomorphism. In order to use this mapping efficiently, Solinas [16] has shown how to
represent the scalar k£ in a number system of base 7, where 7 is a complex number representing
the squaring map. His representation is characterized by being a non-adjacent form where no
two adjacent symbols are non-zero, in order to minimize the number of point additions. A
brief background on this representation is presented in Section 2. In Section 3, we present
our experimental results on an open problem proposed by Solinas. This problem questions the
uniform distribution of points resulting from multiplying a randomly chosen 7-adic NAF by an
input point.

In Section 4, we present an efficient algorithm that takes as input the 7-adic NAF (7NAF)
representation and produces a random 7-adic representation for the same scalar value. The
symbols of the randomized 7-adic representation are output one at a time from right to left
which allows the execution of the right-to-left scalar multiplication along with the randomization
algorithm without the need to store the new representation. The model of our algorithm has
enabled us to derive a number of interesting results with regard to 7-adic representations that
we present subsequently. The characteristics of TNAFs that have the maximum number of
representations and formulas describing that number are presented in Section 5. The average
Hamming density of the representations is derived in Section 6. Deterministic methods for
determining both the average and the exact number of representations of TNAFs of a certain

length are presented in Section 7. Finally, Section 8 contains the conclusion and future work.

2 Koblitz Curves and the 7-adic Representation

Koblitz curves [10]—originally named anomalous binary curves—are the curves E,, a € {0,1},
defined over FFq

E,:y"+ay=12"+ar* +1 (1)

E,(Fym) is the group of Fym-rational points on E,. Let p = (—1)'7% that is p € {—1,1}.



The order of the group is computed as
#HE,(Fom) =2m +1 -V, (2)
where {V},} is the Lucas sequence defined by
Vo=2, Vi=p and Vi =puVp—2V,y forh>1.

The value of m is chosen to be a prime number so that #E,(Fom) = f - r is very nearly
prime, that is r > 2 is prime and f = 3 — pu.

The main advantage of Koblitz curves when used in public-key cryptography is that scalar
multiplication of the points in the main subgroup, the group of order r, can be performed
without the use of point doubling operations. This is due to the following property. Since these
curves are defined over Fym, then if P = (z,y) is a point on E,, then the point (22,%?) is on
the curve, as well. That is the Frobenius (squaring, in this case) endomorphism 7 : E,(Fym) —
E,(Fom) defined by

(z,9) = (¢*,9%), OO

is well defined. It can also be verified by point addition on E, that
(a*,y") + 2(x,y) = p- (2%, 7).

Hence, the squaring map can be considered as a multiplication by the complex number 7
satisfying
4+ 2 = pr, (3)

that is

T—% (1 +V=T7).

The norm of 7 is 2. Thus, it is beneficial to represent the key k as an element of the ring Z[7],

1.€.,
k= Z KT (4)

for some [ where deg(k) <[ — 1 and this representation of k is said to be of length I. We can
therefore carry the scalar multiplication kP of a point P on E, more efficiently by replacing
the doubling operation in the double-and-add algorithm by the squaring map.

In [16], Solinas has shown how to represent k as in (4) in its 7-adic non adjacent form
(TNAF) where x; € {—1,0, 1} and k;kr;11 = 0 for i > 0—abusing the notation, we will refer to

k; as a signed bit or sbit. However, this results in [ =~ 2m. Therefore, he proposed a reduced
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T-adic non adjacent form (RTNAF) for k where k is reduced modulo § = (7™ — 1)/(7 — 1),
hence | = m + a. He has proven that in a 7TNAF representation the number of Os is % on

average. He also mentioned that 1 and -1 are equally likely on average.

3 T7NAFs of Length m + a and their Distribution

To obtain a key represented in a reduced TNAF, we can choose an integer k € [1,r — 1], and
apply Solinas’ method to produce its RTNAF. Alternatively, as Solinas suggests [16], we can
directly choose a TNAF of length m + a as follows: the first sbit is generated according to the
following probability distribution

0 Pr(0)=1/2
k=1 1 Pr(l)=1/4 (5)
T Pr() =1/4.

We follow each 1 or 1 with a 0, and after each 0 the subsequent sbit is generated according to
the distribution in (5).

This method can be verified as follows. We can consider the sequence of shits in a random
TNAF as a Markov chain of three states, namely 0, 1 and 1. We have the limiting probabilities
as follows [16]

T =2/3 and m =my=1/6. (6)

Also, from the properties of the NAF representation, we know that a 1 or a 1 must be followed

by a 0. Hence we have the following transition probabilities
Py=PFPy,=1 and P =Py=PFP,=PFP7=0. (7)
It remains to determine Fyy, Fy; and Fyp, which we can calculate by solving the equation
7P =, (8)

where 7 = (my m m7) and P is the transition matrix

POO POl POT
P=| 1 0 0 9)
1 0 o0

We obtain a unique solution to (8) which is
P00:1/2 and P()l:P[ﬁ:l/éL. (10)
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The sequence obtained by this method is selected from the set of all TNAFs of length
m + a. As stated by Solinas [16], their number is the integer closest to 2™ /3 whereas
the order of the main subgroup is r ~ 2™~2%2  That is the average number of sequences that,
when multiplied by a given point P, would lead to the same point in the main subgroup is
16/3. The deviation from this average is an open problem. We have calculated this deviation
experimentally for F; over small fields as follows.

We have generated all TNAFs of length m + a for small m. We have then reduced each of
them modulo §, and stored how many times each of the r lattice point A\g + A\;7 (A; € Z) in V,
which is the region spanned by the elements of Z[r]|/0Z[r], is mapped. The mean and standard
deviation of the distribution of the number of mappings for Ej(Fom) for small m are shown in
Table 1.

Table 1: The mean and standard deviation of the number of times the lattice points of the
region V were mapped by all TNAFs of length m + 1.

m 7 11 17 19 23
r 71 991 65587 262543 4196903
mean 1.803 5511 5.329 5.325 5.330
standard 0.721 0.734 0.523 0.502 0.482
deviation

As we can see from Table 1, the mean approaches % as m increases. Moreover, the deviation
is small and is decreasing starting from m = 11. Also, in our experiments the number of times

a lattice point was mapped was at most 8.

4 Randomizing the 7-adic Representation of an Integer

Now, having the key k& represented as a TNAF, we will present a randomization algorithm to
obtain a different 7-adic representation of the key. The technique used in this algorithm is
similar to the one used by Ha and Moon [6] to randomize the binary representation of the key.
The difference is in the state representation which is similar to the one used in [2]. We can
summarize the Ha-Moon algorithm in the following idea. A carry bit is initialized to 0 and the
input binary representation is scanned, one bit at a time, starting from the least significant
one. Whenever the sum of the current scanned bit and the carry is 0 (mod 2), the output sbit
is 0, otherwise, if the sum is 1, a random decision is drawn as to whether send a 1 or a -1 to
the output. In all cases the carry bit is updated properly. For example, if the current sum is 1

and the output is chosen to be -1, then 2 should be added to the remaining input bits, this is



ensured by setting the carry bit to 1.

Similarly, the underlying idea of our algorithm is as follows. The sbits of the input TNAF
are scanned starting from the least significant end. Whenever the scanned bit value, added
to the current carry sbit, is 1, a random decision is drawn based on which the current output
shit is determined. If the latter was chosen to be 1, no change occurs in the carry sbits and
the following sbit of the input as well as that of the carry are scanned. On the other hand, if
the output shit was chosen to be 1, this is equivalent to subtracting 2 from the current 7TNAF
and should be compensated by adding 2 back to it. For the curve Ey, 2 = —72 — 7 = (110),
and for the curve Ey, 2 = —72 + 7 = (110),. Hence, the addition of 2 to the remaining sbits
of the 7TNAF is handled by adding the 7-adic representation of 2 to the carry sbits. This idea
is captured in the following pseudocode where the subscript 7 is omitted since it is implied.
The length of the output representation, the prepending of three Os to the input as well as the
number of carry sbits needed will be explained in the subsequent discussion of the algorithm

implementation.

Algorithm 1. Randomization of the 7-adic representation

INPUT: k = (Kj-1,...,K1, ko) where k is a TNAF.

OutpuT: k' = (dj41,...,dp), a random 7-adic representation of k.
1. Prepend (kjyo,ki+1, /1) = (0,0,0) to k.
2. (eg,;,c1,,c0,) < (0,0,0). // carry sbits.
3. for ¢ from 0 to [ + 2 do

3.1 by «— ki +co,; i —r {0,1}. // ri is random bit
3.2 if (b; = 0) then

di < 0; (€2,415Clis1sC0q) — (0,¢2;,c1,)-
3.3 else if (b; = £2) then

dl' — O; (C2z‘+1>cli+1700¢+1) — (07C2i701i) + 2/7‘.
// for Ey, 2/7 = (11) and for Fy, 2/7 = (11).

3.4 else // bi = %1
3.4.1 if (r; = 0) then
di — bi; (€2,,1,C1,,15C0isy) < (0,2, ¢1,).
3.4.2 else

di — —bi; (Cgi+1,01i+1,00i+1) — (O,Cgi,cli) =+ bi * 2/7’.




As an illustration of the algorithm outcome, let & = (101), be the input 7NAF, then the
algorithm would output one of the following representations for the curve Ey: (101),, (11101),,
(11011),, (1111),. Note that the TNAF is a possible output if the input sbits are sent to the
output unchanged and the carry remains 0. Moreover, since the TNAF of an element of the
ring Z[7] is unique [16, Theorem 1], the other representations have adjacent non-zero sbits, i.e.,
are not TNAFs.

The algorithm can be implemented as a look-up table as in Table 2 for the curve F;. It
is also described as a nondeterministic finite automaton (NFA) as in Figure 1, serving the
analysis in Section 7.2. As mentioned above, the sbit sequence of the key is scanned from
the least significant end to the most significant end. The current state s; is the combination
of the current sbit x; and the carry sbits (ca, ¢1, ¢o,)-. Based on the next sbit x;,1 and the
random decision bit r;, the output shit d; and the next state s;,; are determined. Depending
on whether s is 1, 0 or 1 the first state Sy will be sy, S12 or sqy respectively where the carry
shits are initialized to 0. Note that only the states in Table 2 are reachable, that is, not all
combinations of the carry sbits occur in the algorithm. Moreover, by verifying the different
states of the algorithm, we can observe that only three carry shits are needed.

We will illustrate the calculation of the carry sbits and the state transitions using the
o = Cop =0 (Sp = s4). If

ro = 0, dy = ko = 1, the carry sbits do not change and the next state S; = s;5. Otherwise,

following example. Let k = (100101),. Then, ko = 1 and ¢y, = ¢;

dy = 1; to change the value of kg from 1 to 1, we should add (—2) to the remaining sbits of k. For
the curve By, —2 = 72—7 = (110),. This results in the carry sbits being co, = 0,¢1, = 1, ¢, = 1,
and the next state S; = s14.

The output sbit d; is determined by &; + ¢o,. If the latter is 0 or £2, then d; = 0, and the
carry sbits are adjusted accordingly, e.g., as in the states s; and s3 in Table 2. Otherwise, if
Ki + co, = %1, then if r; = 0, then d; = k; + ¢y, else d; = —(k; + ¢,) and a £+(11), is added
to (e, c1,)-. Note that the output d; is determined along with the next state S;;;. In other
words, when the algorithm is in state .5;, the last sbhit that was sent to the output is d;_;.

In Figure 1, the arrows are labeled with r;,1/d;. Solid arrows correspond to transitions
where r; is X, i.e., only one transition per value of k;, is possible. Dashed arrows correspond

to r; = 0 and dotted arrows correspond to r; = 1.



Table 2: State transition table for the randomized 7-adic representation

for the curve Ej.
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S@ Rq Cop  C1;  Co; | Riv1 T4 dz 621+1 Cli+1 COi+1 Serl
1 x 0 O 0 0 520
S13 0 0 O 1 1 0 1 0 0 0 Sy
1 1 1 0 1 1 So
0 0 1 0 0 0 S12
0 1 T O T 1 S10
1 0 1 O 0 0 820
1 1 T 0 T 1 S18
S14 0 0 1 T T 0 T 0 0 1 S5
T 1 1 0 1 0 57
0 0 T 0 O 1 S13
0 1 1 0 1 0 S15
1 0 T 0 0 1 S921
1 1 1 0 1 0 593
S15 o 0 1 0 1 0 0 0 1 S5
0 X 0 0 0 1 S13
1 0 0 0 1 S921
s |0 1 0 0] 1 x| o0 o 1 0 57
0 X 0 0 1 0 S15
1 X 0 0 1 0 S93
siy |1 0 1T 0] 0 0 1 0 0 1 s11
0 1 T 0 T 0 So
S18 1 0 T 1 0 X 0 0 T 0 Sg
S19 1 0 0 T 0 X 0 0 0 0 S12
S20 10 0 0 0 0 1 0 0 0 512
0 1 T 0 T 1 510
S91 1 0 0 1 0 X 0 0 T 1 510
S99 1 0 1 1 0 X 0 0 0 1 S13
So3 10 1 0 0 0 1 0 0 1 S13
0 1 T T 0 S8

The algorithm keeps scanning the [ sbits of the input 7-adic NAF, starting from the least
significant end, moving from a state to another according to the look-up table. When the most
significant sbit x;_; is reached, the algorithm is in state S;_;, with the last output bit d;_».

To exit the algorithm from the state S;_i, the value of the current input sbit x;_; should

be added to the carry (co,_, ¢1,_, co,_, ) and sent to the output. We can see from Table 2 that,



for all states, the result of this addition cannot exceed three sbits. Hence, the output 7-adic
representation can be of length at most [ + 2. This exit step is equivalent to prepending at
most three Os to the TNAF and continuing the algorithm as before with all subsequent random
decisions r; = 0. The algorithm then stops when the state s;5 is reached, since in this state
Ki = Cy, = €1, = Cp, = 0. As with adding the carry to the current sbit, it can be verified from
Table 2 that the paths from all states to si5 are at most three transitions long. We will refer
to those paths as exit paths. However, from some states, there exist two exit paths that satisfy
this length restriction. For example, if S;_; = s4, then S; = s15 and d;_; = 1. Alternatively,
S; = 514, Sip1 = s13, and S0 = 519, With the respective output d;_; = 1, d; = 1, dipq = 1.
Other states that have two possible exit paths are s7, s1g, S11, S13, S14, S17 and Saq.

The same randomization technique can be applied to the 7-adic representation of integers
when the points are on the curve Fy. In this case, 2 = —72 — 7 = (110),, which will produce
different carry sbits than for the curve F;, and hence different states. Those states and the
transitions between them are listed in Table 3. For this curve, the states that have two possible
exit paths are ss, s4, Sg, S11, S13, S15, So9 and S99. We have included the representations of the
TNAFs of length 1 <[ < 4 on the curve Fy in Appendix A. As can be seen in this appendix, the
number of representations is not uniform among the 7NAFs, which is expected to be true for

any length [. Hence, it is not favorable to choose a key by choosing a random 7-adic expansion.

Table 3: State transition table for the randomized 7-adic representation

for the curve Ej.

Next
State Input | Output

state

S; Ry C2, C1; Cp; | Riv1 T4 d; C2i1 Cliy Coig Si—i—l
S1 T 0 T T 0 X 0 0 1 0 S14
89 1 0 1T 0| 0 O 1 0 0 1 S11
0 1 1 0 1 0 S14
S3 1 0 0 1 0 X 0 0 1 1 S15
54 1 0 0 0/ 0 © 1 0 0 0 512
0 1 1 0 1 1 S15
Sx T 0 0 1 0 X 0 0 0 0 S192
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0 1 1 1 0 0 Ss
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S; Ri Cop  C1; Cop | Rig1 T4 d; €211 Cliyn Coipa Serl
S16 0 1 0 0 1 X 0 0 1 0 S
0 X 0 0 1 0 S14
1 X 0 0 1 0 S99
S17 1 0 I 1| 0 «x 0 0 1 1 S11
518 1 0 1T 0 0 0 1 0 0 1 S11
0 1 T 1 0 0 S16
S19 1 0 0 T 0 X 0 0 0 0 S19
S90 1 0 0 0 0 1 0 0 0 S192
0 1 1 0 1 1 Sg
21 1 0 0 1] 0 x 0 0 1 1 So
S99 1 0 1 0 0 0 1 0 0 1 513
0 1 1 0 1 510
S93 1 0 1 1 0 X 0 0 1 0 S10

The Ha-Moon randomization algorithm [6] was proposed as a countermeasure to differential
power analysis (DPA) attacks on ECCs. The output of the algorithm was a random binary
signed-digit (BSD) representation of the input binary representation of the key. The resulting
BSD representation is then used by the binary algorithm [9, Section 4.6.3] allowing negative
digits. Later on, it was shown in [4, 13], that this randomization method does not serve its
purpose since the number of intermediate points possibly computed at any iteration of the
binary algorithm is only two. Guessing the value of an intermediate point is at the core of a
conventional DPA attack. The reason behind this limited number of intermediate points is that
the following relation always hold for some key k = (k,_1,...,ko)2 with BSD representation
K = (k... k)2, where k/ € {—1,0,1}

j—1 j—1
> k2= K2 42, (11)
=0 =0

for any 0 < j < n, where ¢; € {0,1} is the carry bit in the Ha-Moon algorithm. The carry takes
only one of two values, and so does the intermediate point computed by the binary algorithm
using the BSD representation of the key.

Similar arguments apply to the 7-adic representation. However, from Tables 2 and 3, we
can see that the carry sbits can take one of 9 possible values. Hence, the adequacy of this

randomization method as a DPA countermeasure depends on the application and the life length
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of the key. It is interesting to study the probability of occurrence of a certain intermediate value
of the representation in relation to the sbits values of the original 7-NAF similar to the study
presented by [4] on the BSD representation. It is also interesting to investigate the number of
carry patterns that would result if the input is the shortest T-adic representation of an element
of Z[r] [17]. Note that in this case, the number of carry sbits may be more than 3 and it is not

guaranteed that the number of states is finite.

5 7TNAF with the Maximum Number of Representations

Let k be a TNAF of length [ sbits, possibly having 0(s) as the leading sbit(s), and let ¥(k, 1)
be the number of T-adic representations of k. Note that those representations are of length at
most [ + 2 as in Section 4. In the following, we will focus our discussion on “positive” TNAFs,
i.e., those having k;_1 = ko = ... = k; = 0 and k;_1; = 1 for some 0 < ¢ < [. Since —k is
obtained from k by interchanging the 1s with the 1s, in the same way, the representations of —k
can be obtained from those of k, hence, J(k,l) = U(—k,[). Let kpa.y be the TNAF of length {
that has the maximum number of representations among other TNAF's of the same length (cf.
Table 8 in Appendix A). Also, let a(k,!’) be the number of representations of a TNAF k that
are of length at most I’ shits. According to these definitions, for any 7NAF k£ of length up to
[, we have
Ok, 1) = alk, 1+ 2) < I (kmazi, ).

For example, from Table 7, we have a((101),,2) = 1, ((101),,3) = 2,...,a((101),,6) =7 <
9((101),,4) = 8.

Now we state the following theorem.

Theorem 1 Let | > 1 and w = [51]. Forl odd,

maxl _ 7_2w+z w 1—i 27, (12)

For [ even,
w

Fmaat = »_(=1)" 777 (13)
And for any TNAF k of length up to | + 3, -

alk,l+2) < I (kmazi. ). (14)
Moreover, forl > 3,

ﬁ(kmax,b l) = ﬁ(kma:c,l—la [ — 1) + 19<kmax,l—2al - 2) (15)
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In order to prove the theorem, we will use the following lemmas.

Lemma 1 If k is divisible by ¢ then 9(k,1) =9 (ﬁ [ — e).

Te

Proof. Looking at Table 2 and Table 3, we find that random decisions are made at the states
where k; + ¢p, = £1. In this case, there are two possible transitions emerging from these
states, that is there are two possible paths that can be followed, each yielding a family of
representations where the sbit d; is either 1 or 1.

When the least significant sbit(s) is (are) 0, the algorithm enters state s;2 and does not exit
this state until the first 1 or 1 is encountered. Until then, there are no new representations
that are formed, and the least significant Os are sent to the output as they are. Any other
representation formed thereafter will have the same number of least significant Os as k.

In other words, if k is divisible by 7¢, so are its representations. That is, they will all have
e least significant 0s. Therefore, the possible representations for £ when represented in [ shits
will be the same representations for Tﬁ when represented in [ — e shits with e 0Os appended to

each of the latters. O

Lemma 2 If k is a TNAF of length | and k = (—=1)° (mod 1) where b € {0,1}, then the TNAF
of k+ (=1)° is of length at most | + 3.

Proof. To convert a number in a 7-adic form into a TNAF, we can use the transformations
given by Gordon [5] for the curve F;. The following transformations (and their negatives) are

the equivalent ones for the curve Ej.

T+1——7"—1 (11 — 101), (16)
7—1——7+1 (11 — 1001), (17)
2 =747 (2 — 1010) (18)

Now, consider the following cases for the least significant sbits of &k = 1 (mod 7) when 1 is
added, where the transformation (18) is used after the addition. Other cases are recursions
of the following ones. The subscript 7 was removed since it applies to all of the following
representations.
(...1001) + 1 = (...0010),
(...1001) + 1 = (...2010),

(...0101) + 1 = (...1110) = (...0010),  using (16)

(...10101) + 1 = (...11110) = (...01010), using -(17) (i.e., the negative of (17))
(...10101) + 1 = (...11710) = (...21010),  using -(17)
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(...100101) + 1 = (...101110) = (...111010) = (...001010), using -(17) and (16)
(...100101) + 1 = ...= (201010), using -(17) and (16).

When any of the transformations (16) to (18) is used, the resulting carry will either cancel an
existing shit, be added to a 0 or result in a 2 or -2. We can see from the above cases that the
absolute result of adding a carry to an sbit will not exceed 2. Thus, the resulting TNAF of

k + 1 is at most 3 sbits longer than k. The same argument applies to k = —1 (mod 7). 0

Lemma 3 For any TNAF k= (—1) (mod 7) of length I, where b € {0,1}, we have

0(k,1):0(M,Z—2) +a(w,l+l>,

2
where k + (—1)° is in T NAF representation.

Proof. We will consider here the case of k = 1 (mod 7) but the same arguments apply to
k = —1 (mod 7). Recall that ¥(k, 1) is the number of representations of k that are of length at
most [ + 2. Since k& mod 7 # 0, this is also true for the 7-adic representations of k. That is,
their least significant sbit (LSSB) will be either 1 or 1. For those representations that have 1
as the LSSB, if this 1 is replaced with 0, they will become representations of k£ — 1. Since £k is
a TNAF, then k — 1 is a 7TNAF divisible by 72. From Lemma 1, we know that the number of
representations of k — 1 is ¥(k — 1,1) =9 (%, [ — 2) and that those representations will have
their 2 LSSBs equal to 00. Therefore, they can all be used as representations of k& by replacing
the least significant 0 with 1.

On the other hand, for those representations that have 1 as their LSSB, if this 1 is replaced
with 0, they will become representations of k + 1. Since 2 = (110), for the curve E; and
2 = (110), for the curve Ej,, we can see that k+ 1 =0 (mod 7), hence all the representations
of k + 1 have 0 as their LSSB. Those representations that are of length [ + 2, with their least
significant 0 replaced with 1, are counted among the 9¥(k, ) representations of k and their num-

ber is a(k + 1,1+ 2) = a (51,1 + 1), where the equality follows from Lemma 1. O

The following lemmas are carried on Ej but there exist corresponding lemmas on Fj.

Lemma 4 For | odd and w = 51 if bk = 72 + SN (=12 then
Z;":_Ol(—l)w_%'zi+1 + (=1 is among the representations of k. In other words,

k—(=1)v k+(-1)w—! w—1 w—i,2i
(T )Y kt( T) _ zz‘:o (1) T2

Proof. Without loss of generality, let w be odd, then k= (101010 ... 1010 1),. When
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the least significant 1 is replaced by 1, 2 = (110), is added to k. Hence,

k=(1010T10...10
— (101070 ...21

=(10102T...010
—(10210T...010171),
=0T010T...010171),. 0

Lemma 5 For | even and w = |51 =L — 1, if k = Y7 ((=1)"7'7%, then 723 4 720l 4

2
ZZ?U:_Ol(—l)w_l_iTz”l + (=1)“"! is among the representations of k. In other words, w =

E+H(=1)" _ _2w+2 2w w—1 w—1—1i,.2i
B ot gy (1)t

Proof. Without loss of generality, let w be odd. Then, k is of the form (01010 ... 10 1),.
As before, the least significant 1 can be replaced by 1 and —2 = (110), added to k. Hence, we

obtain the following

= (I1010T...011
= (1010101 ...011),. 0

Lemma 6 Let k be TNAF of length | with k1 = 1 (1). Then, the representations of k that
are of length | + 2 will have djy1 = 1 (1), where d; are the sbits output from the algorithm as
in Table 3. Moreover, if di_1 = 1 in any of the representations of k, then the length of this

representation is | + 2.

Proof. Considering Table 3, when the most significant sbit x;_; = 1 is read, the algorithm
will be in one of the states s;7 to so3. Representations that are of length [ + 2 are resulting
from those states that have exit paths consisting of three transitions as single exit paths (s9;
and so3) or as alternate paths (sgp and sg5). It can be easily checked from the table that the
last output sbit in all such paths is 1. It can be also checked that d;_; = 1 occurs only on the
alternate exit paths from sgg and soo, hence the second part of the lemma is proved. The same

arguments applies for r;_; = 1. O
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Now we employ the previous lemmas to prove Theorem 1 by induction.
Proof of Theorem 1. From the algorithm using Table 3, we can verify the following (cf.
Tables 4 to 7 in Appendix A):

e J((1);,1) =2, those two representations are (1),, (111),. kpar1 = 1.

e J((1),,2) = 3, those representations are (1), (111),,(1011),. From Lemma 1, we have
19((10)7'72) = 19((1)7'7 1) = 2. SO, kmam,2 =1.

e J((101),,3) = 5. kpars = 101. The five representations are (101),, (11101)7, (11),,
(1111),, (10111),. The first two representations are the same representations of (100),
for | = 3, with 1 as the least significant sbit instead of 0. From Lemma 1, we have
9((100),,3) = ¥((1),,1) = 2. The remaining three representations are the same represen-
tations of (1), for [ = 2 shifted left by 7 with 1 added. Note that the representations of 1

are the negative of the representations of 1. Hence, 9((101),,3) = 9((1).,2) + 9((1)., 1).

e For [ = 1, we can see from Table 7 that for all TNAFs k of length up to [ + 3 = 4,
a(k,3) < I kmaza, 1).

We see that, in Theorem 1, (12) and (14) are true for [ = 1, (13) is true for [ = 2 and (15)
is true for [ = 3. Now assume that the theorem is true up to some length [ — 1.

From Lemma 1, kpazy = (—1)° (mod 7), for b € {0,1}. From Lemma 3, we know that

— (=1 b -1 b
D (kmaz; 1) :§<MJ_2) +Q<M7H_1) . (19)

T2 T

From Lemma 2, we know that b will be of length at most [ + 2 and, based on our

mam,l+(_1)b
assumption, for any 7TNAF k of length up to [ + 2, a(k,l + 1) < I(kmawi—1,1 — 1) is true.

Let [ be odd and & of length [ be equal to 72 + 3" ' (—1)*~1=7% where w = 5L, that is
k' = (—=1)*"! (mod 7). Then, we have —klf(;;)w_l = 7'2(“”1)—i—Z;TU:_OQ(—l)w’Q’iTQ" = Kmazi—2 (the
last equality follows from our assumption that (12) in Theorem 1 is true up to TNAFSs of length

k/+(_1)w—1
T

[ —1). Also, from Lemma 4, we have is equivalent to >0 (= 1) "7% = —kpapi 1.

Since a(—kmazi-1,1 +1) = H—kmazi-1, — 1) = I(kmazi—1,1 — 1), then both terms of (19) are
maximal and, hence, k' = k401, proving (12).

Now, let [ be even and &’ of length [ be equal to Y i ((—1)“"'7% where w = 5] = L — 1,

that is £’ = (—1)* (mod 7). Then, we have it el Z;”:’Ol(—l)w*I*%% = Kmazi—2. Also,

T

K (—1) . . -1 i 2
from Lemma 5, # is equivalent to 7292 4 720 4 S (= 1) = 2R

According to Lemma 6, the representations of k., ;-1 that are of length [ + 1 have their most
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significant term equal to —72¥ T2

. Therefore, all the representations of 72“*2 + k0,11 will be
of length at most [ + 1 and can be used as representations for &’ by shifting them to the left
by one sbit and adding to them (—1)“~'. Hence, a(7%" + kpazi—1, L + 1) = 9 (kmazs—1,1 — 1),
and k" = Kpqq, proving (13).

From the previous discussion and (19), we can see that (15) is true.

Now, it remains to prove (14), that is for all TNAFs k of length up to [ + 3,
a(k,l+2) < Hkmazy, ).

We have already assumed that for any TNAF k of length up to [+2, a(k,l+1) < I(knazi—1,1—
1) < 9(kmaxy, 1) is true, where the last inequality follows from (15). Now, let k£ be a TNAF of
length [+ 3. If k =0 (mod 7), from Lemma 1 we have,

a(k,l+2):a<é,l+1)
T

< I (kmazi—1,1 — 1), by assumption

< ﬁ(kma:c,l; l)

Otherwise, if k = (—1)° (mod 7), then some of the representations of k will have 1 as their
LSSB and the others will have 1. Without loss of generality, let b = 0. From Lemma 3, the
representations that end with 1 and are of length [+ 2, are those of % that are of length [ with
an appended 01. Hence, their number is « (%, l) < Y(kmazi—2,0 —2). On the other hand, the
representations of k that end with 1 and are of length [ 4 2 are those of @ that are of length

[+ 1 with an appended 1. Their number is a(%, I+1) < I(kmazi—1,1—1). Note that % and
kt1

T

are TNAFs of length [ + 1 and [ + 2, respectively. Hence, we have
k—1 k+1

Q(k7l+2> = CY( 2 7l) _'_Q(T’l—i_ 1)
S 19(kmaz,l72al - 2) + ﬁ(kmaa:,lfla [ — 1)
S 19(kmax,l7l)' 0

U(kmazi1, 1) as a Fibonacci Number

The Fibonacci numbers form a sequence defined by the following recurrence relation [11]
F0)=0, F(1)=1, FO)=F(Il-1)+F(l-2),1>1. (20)

The closed-form expression of Fibonacci numbers, which is known as Binet’s formula, is

e =(1—=yp)
F(l) = — (21)
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where

(22)

@ is known as the golden ratio.
From Theorem 1, we can see that the values of J(kyqy,1) for I > 1 form a Fibonacci

sequence, where from Tables 4 and 5, we have

I ka1, 1) = 2 = F(3),
I Eomar1,2) = 3 = F(4),

hence,

<pl+2 —(1- s0)l+2

V5

It is also important to notice that the recurrence relation of ¥(kyazy,() in Theorem 1 is

ﬁ(kma:v,h l) - F(l + 2) - (23>

identical to the recurrence we obtained for the maximum number of binary signed digit (BSD)
representations of an integer [3, Lemma 6]. Since the values of ¥(kpaz i, 1) for [ = 1,2 agree
with the values of 6(kpazn,n) for n = 1,2, respectively, in the BSD system, then the formula
we obtained for 0(kyqzn,n) is directly applicable to the T-adic representation system. That is,

for [ even, let m = %, then we have

m—3
19<kmax,l7 l) - 3m — (m — 1)3m72 —+ (Z Zl) 3m74
m—>5 i1 :1:17 i1 i
—(ZZ@)S’“G (ZZZ >3m8
i1=1142=1 i1=1ig=1i3=1

And for [ odd, with m = 2 , we have

ﬁ(k)max,la l) =2-3"— [3m—1 + 2(m _ 1)3m—2}

+ | (m—2)3"7 +2 <mZ z1> 3m—4]

i1=1

_ Cz_jh) 3" 42 (g;zz> 3m6] (25)
(g8 g

io=1143=1 i1=119=113=1
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From the latter expressions, ¥(kpqs, ) appears to be O(3L2]). However, a tighter bound is
obtained from (23) and is given by O(¢"), where the golden ratio ¢ ~ 1.618 < 3z.

On a related note, Equations (24) and (25) can be considered another solution for the
Fibonacci number F(n — 2) (cf. (23)). The first few terms of these formulas can then be used

as an approximation to a Fibonacci number where floating point arithmetic is not available.
Corollary 1 Kky,a., s unique among positive TNAFs of length up to l.

Proof. We will carry the proof by induction. We can see that this is true for [ = 1 and 2 from
Tables 4 and 5, respectively. Now we assume that it is true up to some length [ — 1.

We assume that ka2, = Kmaz, as defined by (12) and (13). We want to find a TNAFE,,4,, 1 #
Emazy 1 such that 9(kmassi) = 9(kmaz1). We know that kpee,, = (—1)° (mod 7) where
b€ {0,1} and that Zzeent G0 g then Eiasss = T kmari—z — (—1)" = ko i_2 +
(—=1)>7' = Eppaw, 1 — 2(—1)° where the first equality follows from Lemma 3 and assuming Kyaz ;-2
is unique, i.e., the only TNAFwith maximum number of representations among 7TNAFs of length
[—2.

Let I be odd, then kpa,; = 72% + S 0 (=1)“ 17172 4 (=1)*~2. According to Lemma 3
and Theorem 1, if OJ(M,Z + 1) = V(kmazi—1,0 — 1), then (kmazss) = V(kmaz,1)-

However,

w—1
kmamz,l + (_1)11)72 _ 7_2w 4 (_1)w717i7_2i 4 2(_1)w72
i=1
w—1
_7_2w+ ( 1)w717i7_2i+( 1)w727_2_'_( 7_2_7_)(_1)1072
=2
w—1

2

where the second equality follows from the fact 2 = —7° — 7 on the curve E,. Note that

_1\yw—2
M is actually a 7TNAF of length [ — 1 that is not equal to kjez —1. The same
argument applies to the curve £} where 2 = —72 + 7.

Now let I be even, then ke, = > o (—1)* 7% + (=1)*~!. We have (for the curve Ep)

kmamg,l + (_1)11)—1 _ Z(_l)w—iTQi + 2(_1)111—1'
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which is TNAF of length [ — 2. O

6 Average Hamming Density of the Representations

We assume that the TNAF k has been randomly chosen among all TNAF's of length m+a as was
suggested by Solinas [16]. Since the decision bit r; is also randomly chosen, the transition from
a state S; to the next state S;;1 does not depend on the previous states S;_1,S; 2,.... Thus,
this process is a finite Markov chain. Also it is irreducible, since every state is reachable from
every other state in a finite number of steps. And it is ergodic, as it has recurrent aperiodic
states’. Therefore, the limiting probabilities of all states can be calculated using (8).

We can write the transition matrix for the states of Table 2 as follows

H
Il
O O O O O O O O O O O O QOQuk OoORr O O O O O O O
O O O O O O O O O Ok O O O O o o o o o o oo
O O O O O O O O O O O O Qo O O O O O o o o
O O O OO OO OO ORI O O O O O O O o o o
O O O O O O O ORI O O O O O O O o o o o o o
O O O O O O O O OO O OO O O o o o o o o oo
O O O O O O ORI Ok O O O O O O O o o o o o o
N O O O O O O O O O O O O O o o o o o o o o o
O O O O O HNmeO O O O O Ok OO O O O O O O
O O N O O O O O Ok O O O O O O o o o o o o
S O O O O OO O O O O ORFENIFE O O O O O O N
O O ONRF = O O O O OWRRENREAFE O O O O© O HNe O O O
W= = O O O O O ONERE O O O O O OO O O O O O
O O O O O O O O O O O OO O O O O o= o o
O O O O O O O ORI O O O O O o EH O O O O O
O O O O O O O O OO O O O O o o o o o o o o ON
O O O O O O O O O O O O QOQuk OoORr O O O O O O O
O O O O O O O O O Ok O O O O O o o o o o o o
O O O O O O O O O O O O Qo O O O O O o O O
O O O O O O O O O ORI O O O O O O O o o o
O O O O O O O ORI O O O O O O O o o o o o o
O O O O O O O O O O 0O oo O o0 o o o oo oo
O O O O O O ORI OO O O O O O O o o o o o o

LA state is said to be recurrent if it will be revisited an infinite number of times in an infinite run of the
process. A state is said to be aperiodic if it has a period 1, where the period of a state is the greatest common

divisor of the number of times a chain, starting from that state, has a nonzero probability of returning to it.
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Let 7 = (19 ... m2) be the vector of limiting probabilities of the states of Table 2. We can

calculate the values in that vector by solving the following equations for Markov chains

nT =n,

22
Z n; = 1.
=0

(26)

This yields the following

<13 1 43 107 43 1 13 13 9 91 1
’r’: NS

99 1 91 9 13 13 1 43 107 43 1 13

2887 18" 11527 256 2304° 1152° 144" 2304 1152 2304 144’ 1152)'

The average Hamming density of the randomized representation can be obtained by sum-

ming the limiting probabilities of the states that have as output d; = 1 or 1.

Pr(di=1lord; =1)=mny+ns3 + 16+ 19 + M0 + Tz + 3 + M6 + Mo + 722
=0.5

Similarly, the transition matrix for the states of Table 3, which is for curve Ey, can be
formed. By solving (26) for the matrix obtained, the vector of limiting probabilities is found
to be

1 13 43 107 43 13 1 13 91

144’ 11527 2304° 11527 2304’ 1152° 144’ 2304’ 1152’
9 1 91 1 9 91 13 1 13 43 107 43 13 1

n = (

Hence, we have
Pr(di=1ord; =1) =m +n3+ 15+ ns + Mo + T2 + Ma + 17 + Mg + 121
=0.5

We can see that for both curves the average Hamming density for the randomized represen-

tation is 0.5.

7 Average and Exact Number of Representations

In this section, we first show how to obtain the average number of representations for a TNAF
of length [ by finding the total number of representations for all TNAFs of length [ and dividing
it by the number of those TNAFs. Then, we show how the exact number of representations for

a TNAF can also be found.
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7.1 Number of TNAFs of Length [

We first prove that the number of TNAFs of length [ is the integer closest to 2+2/3 as was
stated by Solinas [16]. That is, this number is

2l+2 -1 é )
g = Z 2% for [ even, (27)
i=0
and "
21+2 4 q = .
= 2% 41, for I odd. (28)
i=0

The number of non adjacent sequences of length [ is the number of ways of placing ¢ non-zero
symbols in [ 4+ 1 — ¢ possible positions, such that no two non-zero symbols are adjacent, where
0<:1< (%1 Each of the i nonzero symbols can be 1 or -1, yielding 2° choices for their values.

Hence, the number of sequences can be expressed as
[1/2] .
[+1—13\
> () (29
i=0 !
Now we will prove by induction that (29) is equivalent to (27) and (28). It can be easily

verified that this is the case for [ = 0 and 1. Now assume that it is true up to some [ =t — 1

where ¢ is even. We will use the following identity [§]

()= (2)+0) 0

for any real number a and integer e, where by definition

(a) —0 fore<0. (31)

e

If a is an integer,

<Z> —0 fore>a. (32)

We have
t/2 , t/2 ‘ t/2 :
t+1—13\ _, t—a\ t—1a\ .
2" = 2 2°. 33
(T n () () )
The second term of (33) evaluates to
Z (t—1)+1—4\_, 2F'+1
(U2 (39
i

=0
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by using (28).
As for the first term of (33), let j = ¢ — 1. Note that the first term of the summation is 0

from (31). Hence, the summation becomes

t/2 5241

SRR 22(” K

t—2

2t —1
=2
2o
2t+1 -9
= 35
3 ) ( )
using (27) and (32).
The sum of (35) and (34) yields
t/2 _ +2
Z(Hl. Z>2i:2 L (36)
P i 3
The proof can be similarly carried for ¢ odd. O

One of the reviewers has suggested the following alternative and simpler proof. Let N; be
the number of TNAFSs of length [. Then N; = 3 and N, = 5. Now, suppose [ > 3. Every length
[ TNAF can be obtained uniquely as (u)0, where (u) is a length [ — 1 7NAF, or as (u)01 or
(u)01, where (u) is a length [ — 2 TNAF. Hence, N; = 2N;_5 + N;_; from which the formula for

N follows immediately.

7.2 Number of Possible Representations for All TNAF's of Length [

In the following, we will consider the representations of TNAFs on the curve F;, though the
procedure we followed applies to those on the curve E,. The states of the algorithm in Ta-
ble 2, together with an initial state sy form a nondeterministic finite automaton (NFA) I' with
alphabet {1,0,1} as illustrated in Figure 1. Three directed edges labeled 1, 0 and 1 begin at
so and end at sy, s1o and sgg, respectively. The final state of ' is s12. T" accepts the language
described by the regular expression (£[1/1)(0/01]01)*(000). This regular expression represents
non-adjacent forms when scanned from the least significant end. Three zeros are prepended in
order to ensure that the final state sq5 is reached for any input NAF string as was explained in

Section 4.
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Figure 1: NFA corresponding to Table 2



Since an NFA is a directed graph, it can be described by an adjacency matriz M = (m;;)
for 0 < 4,7 < 23, such that m,; = 1 if there is a directed edge from vertex 7 to vertex j in I'
and 0 otherwise. The number of directed paths of length [ from vertex i to vertex j is the 7j-th
entry of the matrix M!.

We can also define an adjacency matrix for each input symbol. For example, M, has a 1 in
the 7j-th entry if there is a directed edge labeled 0 from vertex 7 to vertex j. Note that since in
the automaton considered, starting at some vertex 7, there is only one edge labeled with just
one of the input symbols that ends at state j, for 0 < 4,5 < 23, and there are no edges labeled

with the empty string e, we have
M = M7+ My + M.

Therefore, in order to find all possible paths in I' for input NAF strings of length [ with
three prepended 0Os, we compute
MM (37)
and retrieve its (0,12)th entry. By computing this entry for the different values of [ recom-
mended by NIST [12] (163, 233, 283, 409, 571) using MAPLE, we have deduced that it is the
integer closest to 1.304812 - 3. The latter along with (27) and (28) gives the average number
of representations of a TNAF of length [ € {163,233,283,409,571} as the integer closest to
0.9786 (2)".
The matrix multiplication in (37) can be performed by MAPLE in 0.41 seconds for [ = 163
and in 0.83 seconds for [ = 571.

7.3 Exact Number of Representations for a TNAF

The use of adjacency matrices can also be extended to find the number of paths corresponding
to a specific input string. That is for a TNAF k = (k;_1, ..., K1, ko), the number of possible
representations is

MHOMM o Mm—lMg’ (38)

We have included the adjacency matrices for the automaton in Figure 1 in Appendix B.

8 Conclusion

In this article, we have introduced a new method of randomizing the 7-adic representation of

a key in ECCs using Koblitz curves. The input to the randomization algorithm is a 7TNAF of
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length [. The output of the algorithm is a random 7-adic sequence of the same value as the
input. The sbits of the resulting sequence are output one at a time from the least significant
to the most significant which allows the simultaneous execution of the scalar multiplication
operations. The length of the random representation is at most [ 4+ 2. We have proved that the
average Hamming density of all representations for all TNAFs of the same length is 0.5.

We have also presented the pattern of TNAFs with maximum number of representations
and the recurrence that governs the number of representations of such TNAFs and have, hence,
proved that it is a Fibonacci number and is O(¢"), where ¢ ~ 1.618 is the golden ratio [11].

By modeling our algorithm as a nondeterministic finite automaton and by using adjacency
matrices, we have presented a deterministic method to determine the average and the exact
number of representations of a TNAF, where the average number is very close to (%)l for
[ € {163,233,283,409,571}. It is interesting to note the similarity of the results obtained here
to those obtained for the BSD representation of integers [3].

Also of interest is to investigate how this randomization method and the associated prop-
erties of the representation can be carried to any complex radix with norm 2 or any arbitrary
norm. Note that this complex number should satisfy an equation such as (3), in order to be

able to recursively replace digits with a larger absolute value than those in the digit set with

the latter ones during the randomization procedure.
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Appendix

A Examples

Examples of Representations

The following tables present the different representations of the “positive” 7TNAFs on the curve

FEy and their number.

Table 4: Representations of “positive” 7TNAFs of length 1.

TNAF k | Representations | 9(k, 1)
0 0 1
1,

1 111 2

Table 5: Representations of “positive” TNAFs of length 2.

TNAF k | Representations | ¥(k,2)

0 0
1 1, 111, 1011 3
10 10, 1110 2

Table 6: Representations of “positive” TNAFs of length 3.

TNAF k | Representations I(k,3)
0 0 1
1 1, TI1, 11171, 101T 4
10 10, 1110, 10110 3
10T | 10T, TT10T, T1011, T1T1 4
100 100, 11100 2
101 | 101, 71101, T1, 1117, TOT1T | 5
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Table 7: Representations of “positive” TNAFs of length 4.

TNAF k | Representations I(k,4)
0 0 1
1 1, 11, 11111, 101111, 1011, 111011 6
10 10, 1110, 111110, 10110 4
101 | 101, 11101, 101101, 11011, 101011, 1111, 111111, 100111 8
100 100, 11100, 101100 3
101 | 101, 11101, 101701, 11, 1111, 111111, 10111 7

1010 | 1010, 111010, 110110, 11110 4
1001 | 1001, 111001, 1111, 111111, 10111, 11 6
1000 1000, 111000 2
1001 | 1001, 111001, 1111, 111111, 100111, 110011 6
1010 | 1010, 111010, 110, 11110, 101110 5

Examples of k4.

Table 8 presents kg and 9(Kpaz, () for 1 <1 <13.

Table 8: “Positive” 7TNAFs with maximum number of representations

[ kmax,l ﬂ(kma:r,ly l)
1 1 2
2 1 3
3 101 5
4 101 8
5 10101 13
6 10101 21
7 1010101 34
8 1010101 55
9 101010101 89
10 101010101 144
11 10101010101 233
12 10101010101 377
13 | 1010101010101 610
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B Nondeterministic Finite Automata, Directed Graphs

and Adjacency Matrices

A nondeterministic finite automaton (NFA) T'is a quintuple (Q, X, sq, F, ) [7], where

e () is a set of states,

e Y is the alphabet (set) of input symbols,

e sy € ( is the initial state,

e [7 C (@ is the set of final (or accepting) states,

e ):Q xX — P(Q) is the transition function, where P(Q) is the powerset of @, that is,

the set of all subsets of @ (including the empty set).

Let X be a string over the alphabet Y, and € be the empty string. I' accepts the string X
if there exist both a representation of X of the form xyzy... 2, z; € (X U{e}), and a sequence
of states sg, s1,...,5, 8; € @, meeting the following conditions:

e s( is the initial state,

e 5, €0(si_1,2;), for 1 <i <[ and

e 5, € F. [15, Section 1.2, pp.47-63]

An NFA can be represented by a directed graph where the vertices are the states of the set
@, and the directed edges are determined by the function §. That is, a directed edge exists
starting at vertex s; and ending at vertex s; iff s; € §(s;, x), for any x € ¥, and this edge will be
labeled as x. The concatenation of directed edges encountered when I is reading an accepted
string form a directed path.

To each directed graph, we can associate the adjacency matriz, M = (m;;) for 0 < i,7 < |Q],
such that m;; = 1 if there is a directed edge from vertex s; to vertex s; in I' and 0 otherwise.
From the definition of matrix multiplication and the concatenation of paths, the ["* power of
M, i.e., M" has the number of paths of length [ from vertex s; to vertex s; as its i entry.
This is obviously true for [ = 1. Next observe that any path of length [ from vertex s; to vertex
s; decomposes into the initial path of length [ — 1 starting at s; (to some intermediate vertex)
followed by a path of length 1 ending at s;, these paths are counted for all possible intermediate
vertices by the sum of the vector product of the i row of M'~! with the j column of M [1,
Lemma 2.5].

Moreover, to an NFA I', we can associate an adjacency matrix, M,,, for each input symbol
x; € 3, 1 <i < |¥|. Hence the number of directed paths possibly traversed when I' reads an
accepted string X = x175...2; can be found as the (0, f) entry of the product [14]

MlexQ e Ma:p
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for each f € F' possibly reached when x; was read.

The following are the adjacency matrices corresponding to the automaton in Figure 1.
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