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Abstract

In our previous work, we have designed, using a
network-based approach, and are currently deploying on
Purdue wireless Infrastructure, a Web service for location
discovery of 802.11-based mobile devices. This paper
presents a novel web-based application called Remote
Printing Service (RPS) which is entirely built on top of
our Location Discovery Service (LODS). RPS is not only
capable of locating the nearest printers but also allows
mobile users to print without having to install any printer
drivers. Most of the time users can print even without
having to download the file to the mobile device. We have
also designed a prototype for a network-based Personal
Paging system that provides active paging and active email
notification capability for mobile users. These value-added
wireless services contribute to the building and promotion
of an e-campus community.

Keywords: Location Discovery, Remote Printing, Personal
Paging, E-campus, Web Service.

1. Introduction

Location-based services have gained a lot of attention re-
cently and have become the basis for exciting new telecom-
munication services. These new services distinguish them-
selves from other network services by needing to know the
users’ geographical locations in the network. Cellular sys-
tems have the ability to locate particular users because they
have to be able to connect them to incoming calls, and this
makes the provision of location-based services in cellular
systems relatively easy. In a client-server paradigm like
the one usually used in a Wireless Local Area Network
(WLAN), there is no such need for locating users, as hosts

*This work has been supported in part by the 215! Century funded
Indiana Center for Wireless Communications and Networking.

usually initiate a connection as a client, and, unless the host
also wants to be a server, it will not be passively connected.
This limits a priori the need for a location discovery mech-
anism. Such a mechanism, however, would be needed to
create value-added applications based on location discovery
such as, for example, those mapping the current location of
a mobile device to the nearest points of interest such as the
nearest printer or vending machines.

In our previous work [13], we have presented a newly
designed Web Service called Location Discovery Service
(LODS) which allows users with 802.11-enabled wireless
devices to find their approximate locations within a cam-
pus. Based on the location of a user, applications can sug-
gest the nearest points of interest, e.g., printers, elevators,
vending machines, etc. LODS highly enhances the mobil-
ity of the hosts within a campus, and, more importantly,
it is easy to deploy and does not require large investment
in infrastructure. LODS is accessible directly via com-
mon Web browsers so virtually all mobile hosts can use
it without purchasing additional hardware (e.g., a GPS re-
ceiver) or software. Our solution is significantly different
from the existing mobile-device-based solutions ([2], [10])
which locate users by using an application installed on the
device to collect local information like signal strengths ob-
served by the wireless modem from different Access Points
(APs), and then perform triangulation either by sending the
collected information to a dedicated server and letting the
server process it, or by processing it locally in the mo-
bile device. These solutions face hardware- and software-
dependent problems, as wireless modems from different
vendors require different methods to obtain such informa-
tion, and the application for collecting signal strengths must
have different versions for different operating systems.

We believe that solutions, which are designed to take
advantage of the underlying wireless infrastructure config-
uration, will utilize the network better, and impose fewer
problems on the client end. Our solution is also scalable to
campus-wide networks and provides services to the user at
virtually no cost at the user end. Furthermore, our solution
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is hardware- and software-independent. We will revisit the
design of LODS and our network-based solutions in Section
4.

Purdue University has invested a lot in providing wire-
less access to her community to promote an e-campus envi-
ronment. Information Technology at Purdue (ITaP) of Pur-
due University is currently deploying a campus-wide wire-
less network, the Purdue Air Link (PAL), to make 802.11b
wireless network access broadly available throughout the
campus. Upon the completion of the project in May 2003,
over eighty buildings on the West Lafayette campus will
have wireless connectivity. Currently the system has about
150 APs over twenty-plus buildings. In order to provide
more value-added services to the e-campus community, we
are currently deploying a Web Service called the Remote
Printing Service (RPS), which works with LODS to allow
mobile users to print PS, PDF, HTML and most image for-
mats to the printer(s) located closest to the users. This is
especially useful in the case where the mobile user is away
from his office, e.g., in a different building, and wants to
get a hardcopy of some information on the web, minutes of
previous meetings, etc. The only requirement to use RPS is
to have a generic web browser set to use a dedicated proxy
server. There is no additional software or hardware installa-
tion required in the mobile device, not even printer drivers.
RPS also reduces the amount of data flow between mobile
hosts and the network (see later), which highly reduces the
power consumption of the mobile device. We will present
the details of RPS in Section 5.

Another location-based application we are currently pro-
totyping is a network-based Personal Paging system for
WLAN. Currently there are a lot of Instant Messaging (IM)
applications available on the market which can provide pag-
ing functionality, and most of them are IP-based, i.e., they
“locate” users by their IP addresses. However, for most
campus-wide wireless networks, Dynamic Host Configura-
tion Protocol (DHCP) is used to dynamically assign IP ad-
dresses to mobile hosts. As a result, IP address of a mobile
device may not be the same throughout the whole session.
In the PAL network setting (see Section 3), for which we de-
sign our solution, the campus is divided geographically into
different Virtual LANs (VLAN), and each user will obtain
a new IP address when it moves from one VLAN cover-
age to another. Therefore, locating users and finding them
simply based on their IP addresses is not feasible, unless
some connection re-establishment mechanisms between the
IM server and mobile devices are used to keep device-to-IP
relation updated, which will inevitably increase the power
consumption of the mobile device. We have created a pro-
totype which relies on the knowledge of the underlying net-
work infrastructure as we did for LODS, so that we are
allowed to take full advantage of the network and reduce
the amount of signaling needed to locate users. However,

our Personal Paging system does not directly use our LODS
service for reasons to be discussed later. This design, more-
over, can also handle the change of IP address problem men-
tioned above. Details about our Personal Paging system will
be discussed in Section 6.

This paper is organized as follows. Related work will be
reviewed in Section 2. We will describe the wireless infras-
tructure of PAL on which we based our design on in Section
3!. We will then revisit in Section 4 the design and deploy-
ment of LODS, which acts as a building block for some of
our location-based services. Remote Printing Service and
Personal Paging system will be discussed in details in Sec-
tion 5 and 6 respectively. We will conclude the paper and
provide directions for future development in Section 7.

2. Previous Work

Previous work on location management and mobility
([7], [16], and [19]) mainly considered telecommunication
networks settings, which have infrastructure in place to sup-
port passive connectivity, paging, and location-based ser-
vices. They have focused on passive connectivity for which
mobile devices, when idle, still have to listen to some con-
trol information, either periodically or using certain pol-
icy in case an incoming call arrives. Since in telecommu-
nication networks, the architecture and client connectivity
are fundamentally different from those in wireless LAN,
those schemes do not necessarily work well for a wireless
LAN setting. Our design differs from previous work in that
we deal with active connectivity, i.e., users actively trigger
LODS when they need it. This is why our Personal Paging
system cannot use LODS directly. However it reuses most
of the concepts developed during the design of LODS.

Hightower and Borriello [11] surveyed some radio fre-
quency (RF) and GPS based location systems, which pro-
vide active connectivity. These solutions require additional
RF components such as proprietary tag hardware and base
stations or a GPS module, together with driver software in-
stalled on the mobile and, in some cases, the network in-
frastructure. ActiveCampus project [10] and Ekahau [2] on
the other hand use signal strength experienced by the mo-
bile to determine a user’s position through the process of
triangulation. A software module developed specifically for
each particular operating system and a wireless modem in-
terface must be installed on the mobile before a user can
obtain such information. These systems provide solutions
that have the advantage of being network independent in
that they work on different wireless settings. However, both
these systems require the installation of extra modules to
the mobile host, which imposes extra costs on the users,
and face the problem of hardware and software dependence.

INote that we have presented in [13] a design of LODS over two dif-
ferent wireless infrastructure configurations.
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Finally, in the case of Ekahau, administrators need to do on-
site calibrations before the system can actually be put into
service.

The idea of Remote Printing on an 802.11-based wireless
domain uses a different concept. To the best of our knowl-
edge, there is no existing work on this topic. There is an In-
ternet Draft by Ryutov and Neuman [18] on the framework
for providing access control to remote application, includ-
ing printing, but authentication and security are their main
concerns. We believe that our solution, the Remote Printing
Service, on wireless campus-wide network is the first of its
kind to address such a specific need and we will present it
in Section 5.

There are many instant messaging (IM) software systems
available in the market, and each of them uses a different
protocol. ICQ [4] is a popular example of such IM software.
Jabber [6] is an attempt to unify all these IM systems so that
users only need to install one program to use the services
each of these IM applications provides. Instead of having a
direct peer-to-peer infrastructure like some IM applications
do, it uses an IP-based, client-server model approach. The
connection between the Jabber client and the server stays
on for the life of the client’s session, therefore the client
does not have to open any listening ports on the machine,
which might introduce security risks. Both ICQ and Jabber
are IP-based, so in a DHCP domain where the IP address
of a device could change from time to time, they will need
extra signaling to keep track of whether the connections are
alive. This can be achieved either by continuously prob-
ing the server, or by actively re-establishing a connection
once the original connection is lost (due to a change in the
IP address assigned to the device). In both cases, signifi-
cant power and bandwidth are wasted on signaling. We will
present our network-based solution for Personal Paging in
Section 6, where the amount of signaling is kept minimal.
Our solution also considers the fact that the IP address of a
device in a DHCP domain may not stay the same through-
out the session, and we will provide a solution for such sce-
nario.

3. Wireless infrastructure (PAL)

As we have mentioned in the previous sections, a so-
lution that is not aware of the underlying network config-
uration faces the problem of not being hardware and sys-
tem independent. In this section, we will present one of
the most popular settings for 802.11-based networks, which
we called the virtual private networks (VPN) setting. This
configuration consists of multiple VLANs under the same
administrative domain. It usually comprises thousands of
APs, and spans over a large geographical area. Purdue Air
Link (PAL) network is an example of such a configuration.
PAL is a campus-wide wireless network access service pro-

vided by ITaP (Information Technology at Purdue) at Pur-
due University, and the configuration of PAL is shown in
Figure 1.

In PAL network, users are assigned private IP addresses
through a DHCP server logically located inside the VPN,
and these private IP addresses are valid only in one VLAN
area. Once a device leaves a VLAN coverage (say cov-
erage A) to move to another VLAN coverage (say B), it
needs to get another private IP address reflecting that it is in
VLAN B and the old IP address of the mobile while it was
in VLAN A is released to be used by other mobile devices
under VLAN A coverage. PAL does not use IP masquerad-
ing or other similar techniques to provide Internet access to
users. Instead, a VPN box (Figure 1) is put at the edge of the
VPN to provide a private-to-real IP mapping. All the traffic
that runs across the VPN and is destined to the Purdue In-
tranet or the Internet will pass through the VPN box, and all
the IP packet headers will be modified by the VPN box to
provide real-to-private IP mapping (the reverse for the traf-
fic sent to mobile devices). It is also scalable since adding
new VLANs will not increase the local traffic on the exist-
ing VLANSs. Note that users must provide a Purdue account
username and password to the system before the VPN box
performs any mapping services for them. The system will
check this username/password pair with the user authenti-
cation server located in the Purdue Intranet, and once the
user is authenticated, the VPN box will perform the private-
to-real IP mapping and the reverse mapping throughout the
session.

User
Authentication

SW
| Server

wl VPN Purdue
w
al Router Box Intranet
TUUVLANBT g
""""""""""""""""" )
DHCP Server

AP
AP

v SW

PAL VPN

Figure 1. PAL Wireless VPN Configuration
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4. Location Discovery Service: a Web Service
4.1. Concept of the service

The Location Discovery Service we designed and imple-
mented is a Web Service consisting of a location discovery
engine and an API for accessing the service. Upon either
a direct request from the user or indirectly through the call
to a location-based service, the location discovery engine
will determine which access point (AP) the user’s mobile
device is currently connected to, and return the ID of the
AP as an estimation of the mobile’s position. The entity
that requested the LODS service can then make use of the
returned ID to provide the location-based service through a
database mapping the positions of the APs to say, the posi-
tion of the printers. The number and the positioning of the
APs determine the preciseness of the locating process and
in our networks, each AP is responsible for a thirty- to fifty-
foot radius area, so LODS provides a good estimation of the
location of the mobile device considering that our primary
objective is to use LODS to suggest neighboring resources
like printers, elevators, etc. to the mobile user.

Most APs are designed and configured to be transparent
bridges and operate at the link level. In that case, an AP only
knows the MAC addresses (and not the IP addresses) of the
clients that it is associated with. However, as a Web service,
LODS services communicate with clients or other location-
based services at the application level using IP addresses
and MAC addresses are generally not available. Thus, we
are trying to create an [P-to-AP mapping (i.e., the Web Ser-
vice provides the IP address of the device to locate and
LODS returns the ID of the associated AP), and this map-
ping cannot be obtained directly. In fact, the LODS engine
must be able to convert an IP address to the corresponding
MAC address, and then find the AP that is associated with
this MAC address (see Figure 2). The readers should notice
that the IP-to-MAC mapping and the MAC-to-IP mapping
could be obtained by different methods.

These mappings are usually available.
Notice that it may require a different
method to obtain the reverse mapping.

Device
MAC address

Device
IP address

IP-to-Access Point ID
mapping (and the reverse)
cannot be obtained directly.

These mappings can
be obtained through
LODS engine.

Access
Point ID

Figure 2. Relationship between IP address,
MAC address and Access Point ID in LODS

4.2. Our network-based solution

In our previous work [13], we have compared three dif-
ferent approaches to obtain the ID of the AP with which a
mobile user is currently associated. We concluded that the
RADIUS approach, is the most suitable one for our campus-
based network and it is the one we are currently deploying.

In a network where a RADIUS server [17] is deployed,
each time a device tries to associate with a new AP, an au-
thentication process starts in which the MAC address of the
device is sent through Extensible Authentication Protocol
(EAP) [8] to the AP that sends it to the RADIUS server for
authentication. RADIUS server will reply with an ACCEPT
or REJECT message to the AP based on the information it
supplied. Note that the device has to go through the authen-
tication process again when it wants to associate with a new
AP. If the authentication process is successful, the follow-
ing information is kept in a log file in the RADIUS server:
the time at which the authentication request has been made,
the ID of the AP that has made the request, and the MAC
address of the device that was authenticated. By inspecting
the log file of the authentication (RADIUS) server, it is pos-
sible to determine to which AP a given device is currently
associated. Using this information, we can determine the
approximate location of the device. Figure 3 shows the use
of the RADIUS server as a mean to locate a mobile device.
Currently most APs have built-in support for RADIUS.

<Time 1> <MAC Addr #1> <AP #1>
<Time 2> <MAC Addr #1> <AP #2>

User Database

Log File of RADIUS

. Radius Authentication
Authentication Server

Server

RADIUS running between
authentication server and
Access Point

The device has to go
through the authentication
process again before it can
use the new AP

EAP runs on the link
between AP and device

Device with
MAC address #1

Disconnected from AP #1

Figure 3. The RADIUS approach

With a centralized RADIUS server, LODS can check the
log file of the server and easily determine the latest asso-
ciation between the mobile and APs. However, ITaP, the
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unit that administers PAL, decided not to have a central-
ized RADIUS and EAP service to check for authenticated
MAC addresses. Instead, mobiles with any MAC addresses
are allowed to talk to all the APs without blocking, but the
user must have a Purdue account and needs to supply lo-
gin information (as mentioned in Section 3) before getting
a real-to-private (and a private-to-real) IP mapping from the
VPN box.

For the purpose of enhancing scalability, we dedicated
a “reduced” RADIUS server to one or more VLANS, de-
pending on the expected LODS load from the VLANs. A
reduced RADIUS server, which we re-named Location Col-
lector, consists of a RADIUS server program, which can be
run on a low-end Linux box. It does not need to perform au-
thentication as it is supposed to. Its only function is to log
the access requests to APs made by the mobile users in its
coverage and maintain the mappings of MAC addresses to
the most current associated APs. This is equivalent to void-
ing the RADIUS authentication processes by always return-
ing ACCEPT to the AP. It is important that the reliability of
the Location Collectors should not affect that of the PAL
network, so EAP should be configured to never block a mo-
dem even if it fails to get a RADIUS ACCEPT message.
With these Location Collectors, RADIUS traffic is limited
to each VLAN or group of VLANs and each Location Col-
lector will be responsible for the MAC-to-AP mapping in
its region. Now we have the components required to build a
scalable LODS system.

L]
VLAN #1
Location
Collector #1 Note: A Location Collector may manage
one or more VLANS, depending on their

sizes and expected traffic.

VPN
Box

Location
Collector #2

Location
Server

Purdue
Intranet

[]
VLAN #4

Location
Collector #3

Figure 4. Schematic of LODS for Scalable
VLAN Configuration

This scalable LODS works in the following way (Figure
4): When a user or a Web application requests service from
LODS, the IP address of the mobile initiating the LODS
request will be extracted from the message header of the
query. The Location Server will, based on the private IP
address of the mobile, determine which VLAN the mobile

device is in, thus which Location Collector to contact (there
is a straightforward mapping between a mobile device pri-
vate IP address and the VLAN it is in). As each Location
Collector contains only the MAC-to-AP mappings, LODS
needs to first figure out the MAC address of the device. This
can be done in two ways: First, the default gateway of each
VLAN will have the IP-to-MAC mapping of the mobile
since the APs are configured to be transparent bridges, so
LODS can make an SNMP query to the correct gateway to
get the MAC address corresponding to an IP address. This
is the most straightforward way to obtain IP-to-MAC map-
ping in the sense that there is no overhead except an SNMP
query and an SNMP reply messages, which are generated
on-demand.

Alternatively, it is also possible to make use of the log
of the DHCP server. The log file of the DHCP server con-
tains the assignment of IP addresses to MAC addresses, so
by studying the log file, the IP-to-MAC mapping can be
obtained. For more efficient response to queries, it is rec-
ommended that a database should be built which also parses
the log file in the background. The database can be imple-
mented in the same machine as the Location Server, so that
the query time and traffic will be minimal, and the only sig-
naling traffic introduced will be the one generated when the
log file is being updated. One advantage of this scheme over
querying the gateway is that with this database, not only the
IP-to-MAC mappings are available, but also the MAC-to-IP
mappings, which cannot be easily obtained by querying the
gateways since we do not know which gateway(s) to query.
The advantage of having the MAC-to-IP mappings is that
the network is now able to provide 802.11-based paging ser-
vices and user tracking services, which we will describe in
the next section.

Once the Location Collector obtains the MAC address
of the mobile from either the gateway or the DHCP log, it
will return the ID of the AP to which the mobile device is
currently associated back to the requesting entity.

This design solves the scalability problem in that it takes
full advantage of the modular architecture of the VLAN
configuration. The downside of this design is that it re-
quires additional hardware (the Linux boxes) for the Loca-
tion Collectors (i.e., the RADIUS servers). One such server
will need to be installed in every group of VLANs. The
Cistron RADIUS server [1] is using a free software which
has all the features needed. Since each Location Collec-
tor will only be responsible for the RADIUS traffic in its
own region, the wireless network could expand by introduc-
ing more VLANSs, and more Location Collectors thereafter,
without posing scalability problem to LODS. With network-
aware LODS deployed in the PAL network, it is possible for
mobile users in the Purdue community to enjoy location ser-
vice by using any mobile device with a generic browser. It is
also possible to build location-based applications on top of
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this new Web Service. We will introduce in the next section
a first innovative application of LODS, namely the Remote
Printing service that is currently being deployed on the PAL
network.

5. Remote Printing: A Case study of a success-
ful design and deployment

5.1. Description of the service

Remote Printing Service (RPS) is a project supported in
part by Hewlett Packard. It is a Web-based printing service
for PDAs and laptops that enable them to print virtually any
document that can be accessed through a Web browser (i.e.,
HTML, PS, PDF, and virtually all types of images) using
any printer connected to the network without downloading
the document. The advantages of this service are that there
is no need to install any printer driver in the mobile device;
that files for which there is no viewer installed in the PDA
can still be printed from a PDA; and the mobile devices
do not need to download, say, a huge postscript file, before
printing it. This last advantage reduces the consumption of
power and memory in the mobile device and is bandwidth
friendly for the wireless LAN. In our network-based solu-
tion each mobile user wanting to use the Remote Printing
Service is required to configure his browser to use a des-
ignated proxy server in order to receive this service. This
proxy server will look at every URL the user requests, and
if it has a PS, PDF, or any image suffix the system supports,
it will redirect the request to the Remote Printing page to-
gether with the original URL. In that page the mobile user
can choose whether to save/view the file or directly print it.
If the user chooses to print the file, he has to select which
printer to send it to, and then the Remote Printing Service
will download the file directly from the content providing
site, convert the file to a printable format, and print it to
the desired printer (See Figure 5). If the requested page is
an HTML document, the proxy will add a small piece of
code which generates a small box with a printing icon on
the upper left hand corner of the webpage (Figure 6). Users
can have the box removed by clicking the close” button
on the box. If the user decides to print that page, he would
just need to click the printing icon, and the proxy will redi-
rect the request to the Remote Printing page, again with the
URL of the page that the user is browsing. The user can
then choose which printer to use and the Remote Printing
Service will download, convert and print the HTML file in
a similar fashion as printing PS and PDF files.

Currently RPS supports TXT, PDF, PS, HTML, and vir-
tually all formats of pictures. It uses ImageMagick [5] to do
the image conversion, HTMLDOC [3] to do HTML con-
version, and Adobe Acrobat Reader to do PDF conversion.
The whole process from downloading to printing does not

3. After downloading the file,
the Remote Printing Server &
will convert the file into PS
format and print the file to "
the desired printer. g

2. Once the Remote Printing Server
receives the request, it will

Printer:1
download the file :

Printer 2

1. The user requests a print job
from the Remote Printing Server|

via a wireless connection. .
\/\

PDA Printer i
—

Control flow The printers are netw ork-

connected to the
Remote Printer Server

Data flow

Figure 5. Remote Printing Service

/3 purdue University-West Lafayette, Indiana - Microsoft Internet Explorer provided by Purdue University
| Fle Edt View Favorites Tools Help

5 - @2 A || address [&] bitpsjwwn purdue edu

|Links &7go.com  &]Lycos SestchEngine & Microsoft ] Yahoo!

| wBack -

x| & Print This Page T ol version

Figure 6. Screenshot of Remote Printing Ser-
vice

involve any signaling or data transfer between the mobile
device and the Remote Printing server.

The Remote Printing Service works well if the user
knows to which printer to print to. However, if the mobile
user wants to use the printer, which is the closest to him
right now, assuming that he is away from his own building,
he may not know where the closest printer is. This means
that without a location-based printing service, the user may
have to get his document printed to an unnecessarily distant
printer, even when a closer one is available. With LODS,
the remote printing service can know approximately where
the user is, and suggest printers that are closer to the user.
This is illustrated in Figure 7.

When Remote Printing is called by the user (directly
or indirectly through a redirecting proxy), the service will
know the IP address of the device. The Remote Printing
Service will then pass the IP address of the device to the
network-based LODS service discussed in the previous sec-
tion to determine which AP the device is currently using,
and the AP’s ID will be used to query a Location Database
which contains the AP-to-printer mappings and is located in
the same machine as the Remote Printing service. A list of
closest printers will be returned to the user and the user can
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LODS Server Remote Printing Server (RPS) Content server

E 2. RPS sends user's information to LODS

6. RPS download content and
print to desired printer

3. LODS returns the location information

1. User logon for the service
4. RPS return a list of nearby printers for

5. User select a desired printer
user 1o choose

Figure 7. Remote Printing Service using
LODS

choose a printer from the list. After the user selects the de-
sired printer, RPS will directly download the content from
the content provider and print to the selected printer.

6. Personal Paging System
6.1. Description of the service

Personal Paging System is a newly proposed system that
we have just prototyped and are planning to deploy onto
PAL in the near future. This system consists of a cross-
platform client application written in Python, and a paging
server. Users are required to install the client application
on their device and logon to the paging server before can
be paged. Currently in the prototyping and testing phase,
the functionalities provided by the client are limited. The
mobile device can actively receive pages, page and reply to
someone, and actively get notified if any emails for the user
have arrived. More features including “ignore list” of users,
chatting, and locating the people who paged you (in collab-
oration with LODS) will be included in the next version.

Our Personal Paging system differs from existing prod-
ucts in the sense that it is network-based. Unlike other IP-
based instant messaging system, our paging system fully
utilized the underlying network architecture, which makes
it more adaptable to the limitations existed on WLAN.

6.2. Limitations on WLAN

As mentioned earlier, tracking a mobile user is not a
compulsory requirement for WLAN. Unlike cellular net-
works, there is no unique, network-wide accessible ID like
the telephone number in WLAN that can be used to find
the user. Each modem has a unique MAC address, but this
form of ID is not accessible to hosts that are physically not
on the same network as the device. IP address could be a
solution, but in most DHCP based wireless network, the IP
address of the device could change during the session as it is

the case in PAL when a user moves from one VLAN to an-
other. For client applications running on the mobile device
which maintain a connection to the server during the life of
the application, the connection could be disconnected at any
time due to a change in IP addresses, and a re-establishment
is required. This eliminates IP-based products from being
effective and power-saving solutions.

6.3. Proposed Design

Our application uses a network-based approach. We
have decided to use the MAC address of the device as the
ID instead of the IP address, which means we have to de-
velop tools that are able to do translations between MAC ad-
dresses and up-to-date IP addresses, and vice versa. From
our design experience of LODS, this can be achieved by
making a query to the DHCP log file. The system works as
follows. When the client first establishes a connection with
the server, the server translates it’s the client IP address to a
MAC address and stores this address to its database. Now,
when a page request for a logon user arrives, the system
needs to know the latest IP address of that user in case it
has changed. It will make a query to the DHCP log file us-
ing the MAC address of the user as the index and find the
up-to-date IP address of the client. The server can then es-
tablish a connection with the client, and send the page.
Login and Logoff processes (Figure 8)

In order to use the Personal Paging System, a user must first
login to the paging server. On the paging server, a database
is used to provide authentication to users and store impor-
tant connection information about users that are currently
logged on. The database should have at least three fields, the
first two being the login name and password of the user, the
last field being the MAC address of the user when he logs
on. We choose to store MAC address instead of IP address
because in our WLAN configuration, when moving from
one VLAN to another, the IP address will change. When
the user wants to log on, the client application sends the
username and password to the paging server, and the server
will check this authentication against the database and if it
matches, the system will translate the IP address of the con-
nection into the MAC address and store it in the database.
The process to convert MAC address to IP address (and the
reverse) is done by making queries to the DHCP log file.
The server will also send a positive acknowledgement to the
client if login is successful or a negative acknowledgement
otherwise. This connection is not maintained throughout
the life of the client session. Instead, it is closed down im-
mediately after the server sends the acknowledgement. Our
client programs do not send any periodic probes to maintain
a constant connection with the server, so it is not possible
for the server to determine the client’s up-to-date [P address
based on his/her previous IP address. However, because the
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MAC address is unique, it will not be changed unless the
user changes a wireless modem, so storing the user’s MAC
address can give us a unique identification. When the client
is paged, the system can rely on the stored MAC address to
determine the up-to-date IP address of the client via SNMP

query.

2. Server verifies authentication,
if login successful, maps IP into
MAC address, and update MAC
address of the user in the database

1. User logs into
the paging service

3. Server returns
acknow ledgement.

Paging Server
(a) Logon

2. Server verifies authentication, if
successful, clear the MAC address
of the user in the database

1. User wishes
to logoff

3. Server returns
acknow ledgement.

Paging Server
(b) Logoff

Figure 8. Login and Logoff processes

When the user logs off, it connects to the server and
supplies its username and password. If the authentication
is successful, the server sets the MAC address field of the
user’s record in the database to empty and returns a posi-
tive acknowledgement. A negative acknowledgement is re-
turned otherwise.

Receiving page from general users (Figure 9)

Here we define “general users” to be those who choose not
to use the client program we provide to page our users. In
that case, the paging will be done by sending an email to
a specific email address. For example, if one of our regis-
tered users has the username johndoe, he will have an email
address johndoe @paging.ecn.purdue.edu to receive pages.
We assume that the paging message is contained in the sub-
ject of the email, and any content inside the body or any at-
tachments will be discarded. When a “paging email” arrives
to our system, the Mail Transport Agent (MTA) will pick it
up. We have configured the MTA to deliver the email to our
own delivery agent, which will extract only the From and

Subject information, construct a message containing this in-
formation, and page the recipient. Note that besides taking
out the pertinent information from the email, the delivery
agent can also do other actions on the email body. For ex-
ample, checking if the email is from a spam source, or trans-
lating the message into another language.

Paging Server

! 2. MTA picks up email, pass
i email to delivery agent

1.Desktop user
attempts to page
users via email

Y

Delivery Agent : V\/\

4. Delivery agent obtains =
MAC address of intended

recipient from database,

maps into IP address by making

query to DHCP log, and

email, con:
delivers the message

message

Figure 9. Receiving page from general users

After doing the processing on the email, the system

queries its database for the MAC address of the intended
recipient. If the recipient is logged on, we then obtain his
up-to-date IP address by querying the DHCP log. On the
client program, there is a process listening on a specific port
known to the server that only accepts connections originat-
ing from our server and rejects any other connections. The
server will contact the recipient at this specific port. If the
server failed to obtain the IP address of the user because the
user is offline, or the client fails to respond because of appli-
cation shutdown, the message is discarded and the sender of
the page is informed. If the connection is established suc-
cessfully, the server will start sending the message it con-
structed from the email it received, and then shuts down the
connection after the transmission. After the connection is
closed, the client program will display a notification (e.g. a
popup box) on the screen to notify the user.
Client-to-client paging (Figure 10)
In most Instant Messaging applications, client applications
usually contact another client directly to deliver messages,
but because our client application could be running on a
laptop or a PDA, we wish to reduce the complexity of the
client application. Therefore, client to client communica-
tion is done using the server as an intermediate agent. An
inter-client delivery agent will be listening on a specific port
running on the server to wait for paging requests from users.
When a user wishes to deliver a page to another user, the
client application from the sender side would contact the
inter-client delivery agent, and upon establishment of con-
nection, the application will authenticate itself and make
a request to send the message to the intended user. The
inter-client delivery agent will pass the message to the de-
livery agent mentioned above to deliver the message to the
intended recipient.
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& 1.Mobile user

attempts to page
users

© 2. Inter-client delivery agent
| receives request, passes message
i to delivery agent.

Inter-client
delivery agent

Delivery Agent

V;‘ A‘\\’

ge, obtains MAC address
ended recipient from
database, maps into IP address.
and delivers the message.

Figure 10. Client-to-client paging

7. Conclusion and Future Works

In this paper we have reviewed the Web Service we
deployed called the Location Discovery Service (LODS),
which serves as a building block for some of our location-
based applications. Remote Printing Service is currently
being deployed in the Purdue Air Link network. This ser-
vice reduces the data flow between mobile hosts and the
network, eliminates the need for installing printer drivers
in the mobile device, and suggests the printer nearest to
the user with the use of LODS. Personal Paging system is
a network-aware, non-IP-based paging system specifically
designed for WLAN. It takes full advantage of the underly-
ing network architecture and overcomes the limitations of
WLANS.

Providing these value-added services will promote an
exciting and interactive e-campus environment. Future
work includes providing more features for the Personal
Paging system, like “ignore list” of users, chatting, and
locating the people who paged you via LODS. Security of
the client application, which has listening ports, is another
issue on which we are currently working.
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