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First, the news…

▪ First 5 minutes we talk about something interesting and recent

▪ You will not be tested on the news part of lecture

▪ You may use news as an example on tests

▪ Why do this? 

1. Some students show up late for various good reasons

2. Reward students who show up on time

3. Important to see real world examples
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News…

Add a file to a GitHub 
comment 

It gets auto uploaded 
and given a URL 
within the GitHub 
project

Send link that looks 
like legit repo link, 
but actually is 
malicious
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AUTHENTICATION
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Security properties to ensure

Confidentiality No improper information gathering

Integrity Data has not been (maliciously) altered

Availability Data/services can be accessed as desired

Accountability Actions are traceable to those responsible

Authentication User or data origin accurately identifiable
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Authentication 

▪ Verifying a fact about an entity before allowing it/them to perform an action

▪ Entity could be a person or a computer or even an animal (think dog doors)

▪ Action can include viewing, reading, writing, or interacting in any way (see access control)

▪ Authentication should happen every time an action is taken and there is no way to 

be certain that the authenticated entity has not changed.

▪ Authentications do not have to be the same 

▪ Initial authentication can be:

▪ person -> computer

▪ person -> web server

▪ Followed by computer -> web server for future transactions 
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▪ Here I have logged into: 
https://outline.uwaterloo.ca

▪ The website set a cookie on login 

(csrftoken)

▪ My browser sends the token with 

each page change
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When you think of 
authentication you 
probably envision a 
password login like 
this one. 
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There are many forms of 
authentication

9
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Authentication factors (for humans)

▪ Something you know

▪ Password, mother’s maiden name, your address

▪ Something you have

▪ Student ID card, credit card chip, RSA key fob, 
Yubikey

▪ Something you are

▪ Fingerprints, voice tones, iris, typing patterns
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Also jokingly known as: 

▪ Something you can forget

▪ Password, mother’s maiden name, your address

▪ Something you can loose

▪ Student ID card, credit card chip, RSA key fob, 
Yubikey

▪ Something you cannot change

▪ Fingerprints, voice tones, iris, typing patterns
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Something you know
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Something you know

▪ Passwords 

▪ Birthdate

▪ Last ATM visited

▪ Last purchase made

▪ Where you lived in 2012

▪ Drivers license number

▪ SIN number

▪ Favorite song 

▪ Make and model of first car
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Something you have
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Physical keys

▪ Keys are one of the most common examples of 
something you have

▪ Each key contains a “code” in the form of 

notches on the key

▪ Having one allows you to open physical locks

▪ Single factor authentication
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RSA key fob

▪ When a button is pushed the fob prints 
out a number

▪ The number is generated securely 

using methods we will talk about later

▪ The number must be typed in along 

with a password

▪ Two factor authentication 
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Chip in a credit card
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▪ Similar to RSA fob, the chip generates 
a unique code

▪ The user 



Access to information sent to your phone number or email
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▪ Having access to something else can 
be proof of something you have

▪ Messages sent to your phone number

▪ Messages sent to your email

▪ Information in your bank account 
(how much was deposited) 



Your browser or computer may 
have things on your behalf
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A public/private digital key

▪ We will discuss these in more detail later in 
the course

▪ Simply: A public key can unlock what a 

private key locks, and vice versa

▪ A PGP key is something you have which 

authenticates you

▪ For example, if a file is encrypted using the 

key on the right only I can decrypt it using the 
matching private key which only I possess
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My public key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2

mQENBFHMcgABCAC9WrYDO6K2L3VHyi4eHN6suHLqMpJ+SO+IUTuLEVn
UzIoXAUXH
KozHejfV/9XoG8j933ZtszXKCog3aMESe0E0z6fNGfolvaCe5B4jwqoJt8NHwb5L
B2dnq0CplgXcN2GJxfEHHUaf27COSobCJxPMeshUh4ZHke+g6DatmiEtBpVp4
1Ot
1zgxdMQkgb2H2xw28RYfYkdDoueteIkOrFLrCy9ZF9KdMhA1eBH94KnwIQshdi
ZR
QYEX25+M8cKCb++Rc9H6an7EG9WHOFRW40UsY52OfveOyfQPzkkRto7u233
9hvH0
B/h+7xLM6FQbOUZQ9BD5w7IQHgYtXJVsUj0dABEBAAG0IkthbWkgVmFuaW
VhIDxr
dmFuaWVhQGluZi5lZC5hYy51az6JAT8EEwEIACkFAlYKYvECGyMFCQlmAYA
HCwkI
BwMCAQYVCAIJCgsEFgIDAQIeAQIXgAAKCRCTdsxl9/HZffG+CACShuKxje3Q
Aqew
GWh8K4gCdiY0xDqJwq3PHxmyhZmQeN/1a1KcOrIjI2b+Q75/5t+EgXOHpR0P
IxfG
lZ6zOEpf6A18iFXx3JgQZdwPD0jtBiWNpOyMeBGTgIvEYG3so2VueQoeXcq3db
Yp
5vstVxtD+TKHQ5CioIT75P2bzYq/XLT5aIbNQhQDPcTo0DgbRH+FvqsRXr7yea
ef
JaPnxX0+1L33t2QY9zctiGyebwrvHMrIPBJ2VYCDzQkJ7uQ5eFh4ZhsMgOmzL
QD4
YiGr5weIMFwAvxZOaRxEa9Vf48jiWvrxuJ8YfHWS0hEScNOcYC2P8q20lJwwE
26T
lpdtrwCqtB1LYW1pIFZhbmllYSA8a2FtaUB2YW5pZWEuY29tPokBQgQTAQIAL
AIb
IwUJCWYBgAcLCQgHAwIBBhUIAgkKCwQWAgMBAh4BAheABQJWCmMeAhk
BAAoJEJN2
zGX38dl9JJAIAIW0rxrlYsrmKS6CbW8MgTxxTDOXaCt1b7F0W0QZHskIUQhE
cE+a
XBYib1A5uHaatLfyjeXaD3qMEoZnQHoYMGE0GKu00wWsbhfoQzHPgwzRLkD
1i75M
BIbaww0KWoVB9e4AkMakXJCnF5BXeo6AHRL2v15V205DikVnlCRXocKtu8b7
LnkM
cLn7oLobr1de1uyKoNzbSnO/vpKDJp0/EY5yUeV9oIypZy/6wFQBehg1sXye6zn
O
9wb9uUsu9+/P8pz4JILMDSevjfT7zSRSl/YP3fOfZ6N4bc+KOdwPM7u5Iyoeu9z
h
pzibv3ge7VhH2xIWz8vYZ/2xT1345tWRRMOJAhwEEwECAAYFAlTnSpEACgkQ
jyxM
p99tBt2B8A/+OpIzOsQbQJB8yxti4I7PpD1weJDf3a81Vhm7JyXE/Xy66ypfdt3w
XmFRUuIrwezY1NebWNCRQHzQvRv/VJwjbTUx+Q3HsjIkKlHbE7iCiQXXtTRk
0Eny
2nudcjGI2v03C3B2JCucEw6esF1x79PI/lPv2+6tgUBKmDfOpsB2vbtqrHnmAYK
L
4lQBFH1YSJgnzwo2Jkh0hcHdF90Zem1eMeiDEeVkH63893N8Swk5fBKdTj+SK



DKIM
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▪ People are not the 
only ones who 

authenticate

▪ Servers also need to 
authenticate to each 
other

▪ One of the most 
visible is DKIM 

signatures in email



DKIM
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▪ Problem: Spam

▪ Solution:

1. Sending email 

server signs the 
email using a 
private key

2. Receiving email 
server checks the 
key to authenticate 
the sending server
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Something you are
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Something you are

▪ A property about the person (or device) 

▪ Fingerprints

▪ Iris scan 

▪ Voice recognition

▪ Facial recognition

▪ The way you move your mouse
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Fingerprint readers

▪ Fingerprints are nearly unique so they seem like 
a good authenticator 

▪ Not all people have fingerprints 

▪ Some professions destroy fingerprints

▪ Some fingerprints are too faint to read

▪ Dehydration (e.g. airplane flight) reduces fingerprint 
ridges

▪ Fingerprints can never be changed

▪ You leave fingerprints everywhere
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Fingerprint readers

▪ Fingerprints are nearly unique so they seem like 
a good authenticator 

▪ Not all people have fingerprints 

▪ Some professions destroy fingerprints

▪ Some fingerprints are too faint to read

▪ Dehydration (e.g. airplane flight) reduces fingerprint 
ridges

▪ Fingerprints can never be changed

▪ You leave fingerprints everywhere
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Most biometric 
readers have similar 

problems



Some aspects of “something you are” can be stolen or compelled
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Continuous authentication

▪ Your interaction with a computer is 
unique and we can measure it

▪ Mouse movements

▪ Keyboard typing patterns

▪ Nearly impossible to duplicate a real 
user’s typing patterns

▪ Easy to lose access if the user hurts their 
hand, or is doing something non-
standard

▪ Repetitive Stress Injury (RSI) patients 
trigger continuous authentication 
warnings regularly while healing
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Coffee

Child

Cereal, probably 
with milk 

Laptop



Privacy

▪ Users have a right to privacy, that is, a right to keep aspects of themselves hidden 
that are not necessary to expose

▪ Authentication mechanisms need to take privacy into account and not ask for 

more than they need

▪ Identifying a user using a Facebook, Google, or Apple account may be easy, but it 

gives away large amounts of data

▪ Similarly, requiring a validated ID such as drivers or passport information also 

exposes quite a bit of information
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Multi-factor authentication

▪ Combine two of the earlier factors. For 
example: 

▪ Having a credit card and knowing the pin

▪ Knowing a passcode and being the person 
with the correct fingerprints
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Multi factor authentication

▪ Authentication that requires two or more of the factors.

▪ Two-factor

▪ Chip and pin in a credit card. Something you have (chip) something you know (pin). 

▪ Chip and signature credit card. Something you have (chip) something you are (signature 
pattern).

▪ Three-factor

▪ Security guard that check’s your ID against what you look like and then requires a code.

▪ Secure finger print reading fob that gives you a code after it reads your fingerprint, then you 
use the code and a password to log in. 
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Authentication is not about verifying your identity. 

33

Authentication verifies that you possess a property.
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Most of these verify that the entity is the same as last time

▪ Something you know

▪ Password, mother’s maiden name, your address

▪ Something you have

▪ Student ID card, credit card chip, RSA key fob, 
Yubikey

▪ Something you are

▪ Fingerprints, voice tones, iris, typing patterns
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The “create an 
account” is collecting 
information on the 
first interaction.

Then using the 
password to verify 
that you are the same 
person next time you 
log in. 
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Not all authentication proves identity
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Invisible continuing authentication

1. You log into a website using a password (something you know).

2. Website sets a cookie with a secret and a timestamp.

3. Every time you visit a new page your computer sends the cookie and the server 

verifies it.

4. When you log out the cookie is destroyed.  Or when you don't use it for too long, 
the cookie is destroyed. 
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How bank websites do (mostly) invisible 2-factor authentication

1. You log into a website using a password (something you know).

2. The website is also sent the cookie from the last time you logged in (something 
you have). 

3. If the password and the cookie both match you get to log in.

4. If the cookie is missing, or wrong, the bank will ask you to prove that you have 
something else by calling you (phone) or emailing you a code (email).
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How credit cards do (mostly) invisible 2-factor authentication

1. Build a fingerprint of the person's activities 

o Where are they normally physically located

o What stores do they normally shop at

o Amount they normally spend

2. If a transaction is "normal" allow lower-security card tapping

3. If a transaction does not match the fingerprint: require the pin be used

4. If transaction very odd – like purchasing things in Vancover BC and Waterloo 

ON within minutes – call the customer and possibly lock the card
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Think-pair-share

▪ Why is multi-factor authentication so important? 

o What is the "multi" part protecting users against? 

▪ Why is requiring two of the same factor not enough?
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Think about what you are authenticating

▪ Actual identity of the person

▪ That they are the same entity who setup the account

▪ They have a specific property

▪ Above the legal drinking age

▪ Student at a university

▪ Facebook user

▪ That another authenticator thinks they are the same entity (federated identity)

▪ Authenticate using Facebook
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SMS AUTHENTICATION
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Think about who/what verifies the 
second factor
▪ Phone number destinations can be altered by 

a large number of people
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Variation on 
“something you 
have” which is your 
phone. 

Google 
Authenticator uses 
the app as a 
secondary secure 
channel to send a 
code
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Weaker version of 
“something you 
have” which is 
access to messages 
sent to your cell 
phone provider.
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But is your cell 
phone provider 
doing 
authentication? 
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Malicious actors 
target the weakest 
link in the 
authentication 
chain. 
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Assumptions are 
also made between 
one software and 
another. 

Such as: the 
address book 
content is accurate
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Assumptions are 
also made between 
companies. 

Such as: what data 
is secret and what is 
public.

50

Apple tech support gave the 
hackers access to my iCloud 

account. Amazon tech support 
gave them the ability to see a 

piece of information – a partial 
credit card number – that Apple 
used to release information. In 
short, the very four digits that 

Amazon considers unimportant
enough to display in the clear on 
the web are precisely the same 

ones that Apple considers secure 
enough to perform identity 

verification.



PASSWORDS
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Envisioned by security specialists, 
Hollywood, journalists and fiction 
writers

Real serious everyday threats normal 
people face

Threats – fiction vs reality

52

Smart child 
watching 
carefully

Cell phone “listening” 
to typing

One-handed 
typing



Entropy
▪ Roughly password entropy is 

a calculation of how big the 

space of possible passwords 
is. 

▪ In theory, if the space is 
bigger it will be harder for an 

attacker to guess a password. 

▪ But that is only true if 

passwords are evenly divided 
over the space…. 
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Password space

▪ 1 character passwords made of only ASCII letters: 

▪ 261 possible passwords

▪ 8 characters passwords made of only ASCII letters: 

▪ 268 possible passwords

▪ 8 character password made of ASCII letters + 10 digits: 

▪ 368 possible passwords

▪ 16 character password made of ASCII letters + 10 digits + 10 symbols: 

▪ 4616 possible passwords
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56
https://www.passcape.com/index.php?section=blog&cmd=details&id=17
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https://www.passcape.com/index.php?section=blog&cmd=details&id=17



Entropy vs frequencies
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Dictionaries

▪ Lists of common passwords

▪ Lists of commonly used words 

▪ Mangeling strategies: common 

adjustments to dictionary words 

▪ Password -> P@$$w0rd

▪ o (char) -> 0 (num)

▪ s -> $

▪ Theoretically dependent on user 
characteristics like language

ECE 458 - Kami Vaniea 59

Joseph Bonneau. The Science of Guessing: Analyzing an Anonymized Corpus of 70 Million Passwords. In Proceedings of IEEE SP 2012.

http://www.jbonneau.com/doc/B12-IEEESP-analyzing_70M_anonymized_passwords.pdf


Entropy vs other measures

▪ Shannon entropy – originally 
intended to measure signal/noise 

▪ Hartley entropy – how big is the 

distribution 

▪ Min-entropy – what is the probability 

of guessing the most common 
password

▪ Guesswork: expected number of 
guesses to find the password

▪ Sequential guessing? 

▪ Probabilistic guessing? 

▪ Where do the probabilities come from? 
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Joseph Bonneau. The Science of Guessing: Analyzing an Anonymized Corpus of 70 Million Passwords. In Proceedings of IEEE SP 2012.
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Password Storage
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To authenticate, servers need to be able to compare given and expected 
passwords 
▪ Plain text – store the password as 

it is and hope your other security 

measures protect it    

▪ Salted hash – compute the salted 
hash of the password and store 
the hash

▪ Lockout – stop guessing attacks 
by “locking” an account after N 

failed password guesses

63

Valid 
password?

Yes/no

VERY bad idea

Best Practice

Best Practice



Hashing

▪ There are two ways to protect a password on a server:

▪ You can encrypt the password and keep the key in a really really safe place

▪ You can hash the password. Hashing does not require a secret key so there is no secret 
key to lose

▪ A hash is a one way function. So the same password will always produce the 
same hash. But the hash cannot be used to produce the password.

A row from /etc/shadow

aychedee:$6$vb1tLY1qiY$M.1ZCqKtJBxBtZm1gRi8Bbkn39KU0YJW1cuMFzTRANcNKFKR4RmAQVk4rqQQCkaJT6wXqjUkFcA/qNxLyqW.U/:15405:0:99999:7::: 

Plain Text HashHash 
Function



Salted Hash

ECE 458 - Kami Vaniea 65

Plain Text Hash
Hash 

Function
Salt



Hashing

▪ What type of hash function was used

▪ 6

▪ Salt

▪ vb1tLY1qiY

▪ Hashed password

▪ M.1ZCqKtJBxBtZm1gRi8Bbkn39KU0YJW1cuMFzTRANcNKFKR4RmAQVk4rqQ
QCkaJT6wXqjUkFcA/qNxLyqW.U/

A row from /etc/shadow

aychedee:$6$vb1tLY1qiY$M.1ZCqKtJBxBtZm1gRi8Bbkn39KU0YJW1cuMFzTRANcNKFKR4RmAQVk4rqQQCkaJT6wXqjUkFcA/qNxLyqW.U/:15405:0:99999:7::: 



Problem: what if an attacker gets the hashed password 
list?

▪ Worst case: passwords stored in plain text or hashed with no salt so the 
attacker can get them in a matter of days 

▪ Best case: proper hashing with salt, attacker must try many possible 

combinations of passwords

▪ Naïve assumption is attacker will brute force trying all combinations

▪ Reality is attacker will start with lists of known common passwords
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Pushing on string: The'don't care'region of password strength, D Florêncio, C Herley, PC Van Oorschot - Communications of the ACM, 2016 
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Lockout

▪ Password guessing attacks work because a computer can guess many times a 
second

▪ Humans don’t guess many times a second

▪ Idea: if a user can’t guess a password in 10 tries or less lock them out for a time 
period or require another factor
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What does a password manager do?
▪ Generate passwords for you that are truly 

random (high entropy)

▪ Remember those passwords for you (no 
forgetting) 

▪ Automatically insert the password into the 
website it goes to (computers are not fooled 
by phishing) 

▪ Store the passwords somewhere outside 
your computer (safe from coffee spillage) 

▪ Give anyone with the master password 
access to all your passwords (um…. Bad?) 

▪ Allow you to have a unique password for 
every website (why is this important?)
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Graphical Passwords

78



Recognition vs Recall

▪ Recognition – You are shown a set of 
things and asked to recognize the 

correct thing

▪ Recall – You must state the correct 
thing from memory 
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PassFaces

▪ Humans are better at recognizing things than they 
are at recalling information.

▪ High feature information, like faces, are easier to 

recognize

▪ Idea: Use high feature information as the pin, so 

humans can recognize their password

▪ Problem: People select faces that mean something 

to them. If you know basic characteristics about 
someone you can easily guess their PassFace.
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PassFaces 

▪ Password length = 4

▪ Each password selected from a set of 
9 faces like what is shown on the 
right 

▪ Theoretical password space = 6561

▪ What is the best way to break 
someone’s password?

▪ If the person is a white male, you can 
guess the correct password in about two 
guesses by selecting all the pretty white 
females. 
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Graphical passwords

Pros

▪ Easier to recall

▪ Theoretically a large password space

▪ Work well with touch screens 

Cons

▪ Easier to guess

▪ Practically much smaller password 

space than theoretical

▪ Accessibility issues 
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Face ID
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Apple FaceID

▪ FaceID is a convenience, it does 
not replace passwords

▪ Passwords are used as a backup 

and periodically required to be 
entered

▪ However, it does make it easier for 
someone else to login using your 
sleeping face, a photo, or the real 

you

86
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