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First, the news…

▪ First 5 minutes we talk about something interesting and recent

▪ You will not be tested on the news part of lecture

▪ You may use news as an example on tests

▪ Why do this? 

1. Some students show up late for various good reasons

2. Reward students who show up on time

3. Important to see real world examples
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News…

Add a file to a GitHub 
comment 

It gets auto uploaded 
and given a URL 
within the GitHub 
project

Send link that looks 
like legit repo link, 
but actually is 
malicious
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COOKIES
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The year is 1994 and 
there is a problem… 
the internet has no 
ability to remember a 
person between page 
reloads.
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My name is 
Bob

Hi Bob

Hi new person, 
what is your 
name?

1 day later

Hello web 
server

My name is 
Bob

Hi Bob

Hi new person, 
what is your 
name?

Hello web 
server



There is an obvious 
easy solution…

Give each browser a 
unique identifier that 
gets sent with every 
page request.

7

My name is 
Bob
ID: 1234

Hi Bob.

Hi new person, 
what is your 
name?

1 day later

Hello web 
server  
ID: 1234

Hi Bob, would 
you like to buy 
the shoes you 
looked at 
yesterday?

Hello web 
server 
ID: 1234



The problem with the 
obvious solution is 
privacy. Tracking 
would be possible with 
no visibility or control. 
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My name is 
Bob
ID: 1234

Hi Bob.

Hi new person, 
what is your 
name?

1 day later

Hello web 
server 
ID: 1234

Hello web 
server 2 
ID: 1234

Hi Bob, your ID 
is known for 
liking shoes. 

Hi Bob, would 
you like to buy 
the shoes you 
looked at 
yesterday?

Hello web 
server 
ID: 1234



Instead Netscape 
implemented cookies. 
Small text strings the 
server could ask the 
browser to remember 
and give back to it later.
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My name is 
Bob

Hi Bob. Please 
set a cookie with 
“Bob” as the 
string.

Hi new person, 
what is your 
name?

1 day later

Hello web 
server

Hello web 
server 2

Hi new user. 
What is your 
name?

Hi Bob, would 
you like to buy 
the shoes you 
looked at 
yesterday?

Hello web 
server.  
Cookie: Bob
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My name is 
Bob

Hi Bob. Please 
set a cookie with 
“Bob” as the 
string.

Hi new person, 
what is your 
name?

1 day later

Hello web 
server

Hello web 
server 2

Hi new user. 
What is your 
name?

Hi Bob, would 
you like to buy 
the shoes you 
looked at 
yesterday?

Hello web 
server.  
Cookie: Bob

My name is 
Bob
ID: 1234

Hi Bob.

Hi new person, 
what is your 
name?

1 day later

Hello web 
server 
ID: 1234

Hello web 
server 2 
ID: 1234

Hi Bob, your ID 
is known for 
liking shoes. 

Hi Bob, would 
you like to buy 
the shoes you 
looked at 
yesterday?

Hello web 
server 
ID: 1234

Phone apps work this way Browsers work this way



3rd party cookie reasoning

“Any company that had the ability to track users across a large 
section of the web would need to be a large publicly visible 
company.

Cookies could be seen by users so a tracking company can't 
hide from the public.  

In this way the public has a natural feedback mechanism to 
constrain those that would seek to track them.” 

-- Lou Montulli 



Cookies
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▪ Small text strings associated with a variable name

▪ Allow web developers to store data on the user’s computer

▪ Session cookies

▪ Cookies with a short, or no, expiration date

▪ In theory, used to track you only while you are interacting with the page



AUTHENTICATION
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Security properties to ensure

Confidentiality No improper information gathering

Integrity Data has not been (maliciously) altered

Availability Data/services can be accessed as desired

Accountability Actions are traceable to those responsible

Authentication User or data origin accurately identifiable
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Authentication factors (for humans)

▪ Something you know

▪ Password, mother’s maiden name, your address

▪ Something you have

▪ Student ID card, credit card chip, RSA key fob, 
Yubikey

▪ Something you are

▪ Fingerprints, voice tones, iris, typing patterns
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Where do various operating systems store password hashes
Windows Password hashes are stored in the SAM file and locked by the operating system on boot. 

Attackers would need to read memory to find the hashes. Challenging to copy all hashes.

Linux Password hashes are stored in /etc/shadow and only accessible by root or by using sudo. 
An attacker with sudo-level access can copy the whole file

Mac Used to be /etc/shadow, but moved into a plist at 
/var/db/dslocal/nodes/Default/users/<username>.plist  (according to Stack Exchange)

Android /data/system/password.key for the hash and a SQLite database for the salt
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All of the above operating systems hash the password, though with varying levels of hash function. They also 
all require root-level access to view the hashes. 
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Shoulder Surfing
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Shoulder surfing: watching someone log in and memorizing the password
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RubikAuth: Virtual Reality Authentication

▪ User while in VR can enter their 
password by indicating a sequence of 

number/side combinations

o 1G, 5R, 2Y, 2G

▪ VR users are particularly vulnerable 
to shoulder surfing because they 

cannot see surroundings
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Florian Mathis, John H. Williamson, Kami Vaniea, Mohamed Khamis (2020). RubikAuth: Fast and Secure Authentication in Virtual Reality. 
In Proceedings of the SIGCHI Conference on Human Factors in Computing Systems. 

https://vaniea.com/authors/florian-mathis/
https://vaniea.com/authors/john-h.-williamson/
https://vaniea.com/authors/kami/
https://vaniea.com/authors/mohamed-khamis/
https://vaniea.com/publication/mathis2020chi1/


RubikAuth: Virtual Reality Authentication

▪ "Attacker" could: 

1. Take notes on paper

2. Take notes on a physical cube

3. Video the entry
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Florian Mathis, John H. Williamson, Kami Vaniea, Mohamed Khamis (2020). RubikAuth: Fast and Secure Authentication in Virtual Reality. 
In Proceedings of the SIGCHI Conference on Human Factors in Computing Systems. 

https://vaniea.com/authors/florian-mathis/
https://vaniea.com/authors/john-h.-williamson/
https://vaniea.com/authors/kami/
https://vaniea.com/authors/mohamed-khamis/
https://vaniea.com/publication/mathis2020chi1/


RubikAuth: Virtual Reality Authentication
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Florian Mathis, John H. Williamson, Kami Vaniea, Mohamed Khamis (2020). RubikAuth: Fast and Secure Authentication in Virtual Reality. 
In Proceedings of the SIGCHI Conference on Human Factors in Computing Systems. 

▪ Cube rotations matter

▪ "Enter" method matters

▪ Recording method matters 
some

https://vaniea.com/authors/florian-mathis/
https://vaniea.com/authors/john-h.-williamson/
https://vaniea.com/authors/kami/
https://vaniea.com/authors/mohamed-khamis/
https://vaniea.com/publication/mathis2020chi1/


Password Managers
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What does a password manager do?
▪ Generate passwords for you that are truly 

random (high entropy)

▪ Remember those passwords for you (no 
forgetting) 

▪ Automatically insert the password into the 
website it goes to (computers are not fooled 
by sneaky-looking URLs) 

▪ Store the passwords somewhere outside 
your computer (safe from coffee spillage) 

▪ Give anyone with the master password 
access to all your passwords (um…. Bad?) 

▪ Allow you to have a unique password for 
every website (why is this important?)
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Password Meters

▪ Graphical indicators of password 
strength

▪ Intended to help people pick good 

passwords with high entropy

▪ What type of meter works the best?
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Graphical Passwords
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Recognition vs Recall

▪ Recognition – You are shown a set of 
things and asked to recognize the 

correct thing

▪ Recall – You must state the correct 
thing from memory 
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PassFaces

▪ Humans are better at recognizing things than they 
are at recalling information.

▪ High feature information, like faces, are easier to 

recognize

▪ Idea: Use high feature information as the pin, so 

humans can recognize their password

▪ Problem: People select faces that mean something 

to them. If you know basic characteristics about 
someone you can easily guess their PassFace.
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PassFaces 

▪ Password length = 4

▪ Each password selected from a set of 
9 faces like what is shown on the 
right 

▪ Theoretical password space = 6561

▪ What is the best way to break 
someone’s password?

▪ If the person is a white male, you can 
guess the correct password in about two 
guesses by selecting all the pretty white 
females. 
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Graphical passwords

Pros

▪ Easier to recall

▪ Theoretically a large password space

▪ Work well with touch screens 

Cons

▪ Easier to guess

▪ Practically much smaller password 

space than theoretical

▪ Accessibility issues 
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Why do we still use passwords?
Bonneau et al.
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Many ways exist to 
authenticate a 
person over just the 
web. 
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Bonneau, Joseph, et al. "The quest to replace 
passwords: A framework for comparative evaluation of 
web authentication schemes." 2012 IEEE Symposium 
on Security and Privacy. IEEE, 2012.



A good authentication method: 
User friendly

▪ Memory effortless

▪ Scalable for users

▪ Nothing to carry

▪ Physically effortless

▪ Easy to learn

▪ Efficient to use

▪ Infrequent errors

▪ Easy to recover from 
loss

Reasonable to implement

▪ Accessible 

▪ Negligible cost per user

▪ Server compatible

▪ Browser compatible

▪ Mature

▪ Non-proprietary
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Protects against attacks

 Resilient to: 

 Physical observation

 Targeted impersonation

 Throttled guessing

 Unthrottled guessing

 Internal observation

 Leaks from other verifiers 

 Phishing

 Theft 

 No trusted third party 

 Requiring explicit 
consent 

 Unlinkable



Passwords
User friendly

▪ Memory effortless

▪ Scalable for users

▪ Nothing to carry

▪ Physically effortless

▪ Easy to learn

▪ Efficient to use

▪ Infrequent errors

▪ Easy to recover from 
loss

Reasonable to implement

▪ Accessible 

▪ Negligible cost per user

▪ Server compatible

▪ Browser compatible

▪ Mature

▪ Non-proprietary
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Protects against 
attacks
 Resilient to: 

 Physical observation
 Targeted impersonation
 Throttled guessing
 Unthrottled guessing
 Internal observation
 Leaks from other 

verifiers 
 Phishing
 Theft 

 No trusted third party 
 Requiring explicit 

consent 
 Unlinkable



Graphical Passwords
User friendly

▪ Memory effortless

▪ Scalable for users

▪ Nothing to carry

▪ Physically effortless

▪ Easy to learn

▪ Efficient to use

▪ Infrequent errors

▪ Easy to recover from 
loss

Reasonable to implement

▪ Accessible 

▪ Negligible cost per user

▪ Server compatible

▪ Browser compatible

▪ Mature

▪ Non-proprietary
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Protects against 
attacks
 Resilient to: 

 Physical observation
 Targeted impersonation
 Throttled guessing
 Unthrottled guessing
 Internal observation
 Leaks from other 

verifiers 
 Phishing
 Theft 

 No trusted third party 
 Requiring explicit 

consent 
 Unlinkable



One time password over SMS
User friendly

▪ Memory effortless

▪ Scalable for users

▪ Nothing to carry

▪ Physically effortless

▪ Easy to learn

▪ Efficient to use

▪ Infrequent errors

▪ Easy to recover from 
loss

Reasonable to implement

▪ Accessible 

▪ Negligible cost per user

▪ Server compatible

▪ Browser compatible

▪ Mature

▪ Non-proprietary
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Protects against 
attacks
 Resilient to: 

 Physical observation
 Targeted impersonation
 Throttled guessing
 Unthrottled guessing
 Internal observation
 Leaks from other 

verifiers 
 Phishing
 Theft 

 No trusted third party 
 Requiring explicit 

consent 
 Unlinkable



Questions about Authentication?
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