
ECE458/ECE750T27: Computer Security
Cryptography

Dr. Kami Vaniea
Electrical and Computer Engineering
kami.vaniea@uwaterloo.ca



Data Encryption Standard (DES)

▪ Symmetric-key algorithm using 56 bit 
keys (64 bit initial but 8 bits are parity)

▪ Blocks of 64 bits

▪ Developed in 1970s at IBM

▪ Approved by NSA (after key length 
shortened) leading to quick adoption

▪ January 1999, distributed.net and the 
Electronic Frontier Foundation 
collaborated to publicly break a DES 
key in 22 hours and 15 minutes 
(Wikipedia)
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Advanced Encryption System (AES)

▪ Became a standard in the US in 2001 after a 
public proposal call by NIST

▪ Symmetric key block cipher

▪ Primarily uses substitution, transposition, the 
shift, exclusive OR, and addition

▪ Can use 128, 192, 256 bit keys, and larger keys 
are possible

▪ Key length impacts the number of rounds, longer key, 
more rounds
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Diagram of the stages of the AES round function 
John Savard -- Wikimedia



PUBLIC KEY CRYPTOGRAPHY
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Symmetric ciphers

▪ The prior examples are all symmetric 
ciphers where the same key is used for 

encryption and decryption

▪ Sharing the key can be problematic
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Plaintext Encryption Ciphertext Decryption
Original
Plaintext

Key

Leo Marks with letter One Time Pad written 

on silk. These were used during WWII by 
spies. Letters unraveled after use to prevent 
decryption of earlier messages if captured.



Asymmetric ciphers

▪ Different keys are used to encrypt and decrypt

▪ Asymmetric ciphers are less common as they rely on trapdoor functions
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Trapdoor one-way function

▪ A function that is easy to compute but 
hard to impossible to reverse

▪ Classic example: Generate two prime 
numbers p and q and compute their 

product N=q*p
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We can use trapdoor functions to securely create a 
shared key between two people communicating 
publicly.
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Diffie-Hellman key exchange (Invented 1976… or maybe 1969)

▪ Allows two entities to agree on a 
secret key while communicating 

publicly. 

▪ Protocol uses the multiplicative group 
of integers modulo p where p is prime 
and g is a primitive root modulo p. 
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Primitive Root:

Epachamo via Wikimedia Commons

mod 7 mod 7



Trapdoors can also be used to do cryptography 
using two keys (asymmetric).

I am going to start by explaining at a high level, then 
we will discuss how it is done.
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Encryption properties we want:
1. The communication between you and the other party is 

confidential and has not been changed (integrity)

▪ No one can read what you sent

▪ No one can change what you sent

2. Knowing who you are communicating with 
(authenticity) 

▪ You are talking to who you think you are talking to and 
not someone else



Public/private key cryptography
▪ Generate two “keys” that are paired

▪ What one key encrypts only the other 
key can decrypt

▪ Public keys are given out to everybody

▪ Private keys are kept private

▪ kPRIV can encrypt and kPUB can decrypt

P = D(kPUB, E(kPRIV, P))

▪ kPUB can encrypt and kPRIV can decrypt

P = D(kPRIV, E(kPUB, P)) 

My public key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2
=x5FK
-----END PGP PUBLIC KEY BLOCK-----

Public

Private



I want to send Bob a message that no 
one else can read
▪ I encrypt (lock) the message with Bob’s 

public key.

▪ Only Bob has his private key, so only Bob 

can decrypt (unlock) the message.

My public key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2
=x5FK
-----END PGP PUBLIC KEY BLOCK-----

Bob’s public key Bob’s private 
key

PrivatePublic



I want to send Bob a message that no 
one else can read
▪ I encrypt (lock) the message with Bob’s 

public key.

▪ Only Bob has his private key, so only Bob 

can decrypt (unlock) the message.

▪ Using the same key twice just creates an 

error (meaningless output)

Bob’s public key Bob’s public key

My public key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2
=x5FK
-----END PGP PUBLIC KEY BLOCK-----

ErrorPublic Public



I want to send Bob a message that no 
one else can read
▪ I encrypt (lock) the message with Bob’s 

public key.

▪ Only Bob has his private key, so only Bob 

can decrypt (unlock) the message.

Bob’s public key Bob’s private 
key

My public key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2
=x5FK
-----END PGP PUBLIC KEY BLOCK-----

Public Private



Encryption properties we want:

1. The communication between you and the other party is 
confidential and has not been changed (integrity)
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Bob

Bob can’t tell who the message is from
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Public key

PrivatePublic

Public



Alice
Bob
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Vital to keep private keys private
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▪ The FBI convinced the system 
administrator to switch out the 

private key for one the FBI knew

▪ FBI was able to listen in on all the 
chats and got lots of evidence



Vital to keep private keys 
private
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▪ The FBI convinced the system 
administrator to switch out the 

private key for one the FBI knew

▪ FBI was able to listen in on all the 
chats and got lots of evidence

▪ How? A high ranking drug 
trafficker forgot his password and 
called the admin unencrypted. 

After FBI heard the conversation 
they thought the admin might like 

some protection.



Encryption: I want to send Bob a 
message that no one else can read
▪ I encrypt (lock) the message with Bob’s 

public key.

▪ Only Bob has his private key, so only Bob 

can decrypt (unlock) the message.

Bob’s public key Bob’s private 
key

My public key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2
=x5FK
-----END PGP PUBLIC KEY BLOCK-----

Public Private



Signature: I want to prove a message is 
from me
▪ I encrypt (lock) the message with my 

private key

▪ Anyone with the public key can use it to 

decrypt (unlock) the file. If it decrypts 
(unlocks), then it must have been encrypted 
(locked) by my private key and no other.

My private key My public key

My public key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2
=x5FK
-----END PGP PUBLIC KEY BLOCK-----

PublicPrivate



If Alice does both of those at the same time she can 
prove that:

1. only Alice could have sent the message (signature)

2. only Bob can read it (encryption) 

Alice private key Bob’s public key

Bob private key Alice public key

PublicPrivate

PublicPrivate

▪ Signature: 
kPRIV can encrypt and kPUB 

can decrypt

P = D(kPUB, E(kPRIV, P))

▪ Encryption: 
kPUB can encrypt 

and kPRIV can decrypt

P = D(kPRIV, E(kPUB, P)) 

▪ Signing and encrypting: 

P = D(APUB, D(BPRIV, 
E(BPUB, E(APRIV, P))))
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Think-pair-share

▪ When both encrypting and signing a message. The order of encryption and 
signature matters. What attack is possible if the order is reversed?
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My private key Bobs public key

Signature Encryption

PublicPrivate

Bobs public key My private key

Encryption Signature

Public
Private



Encryption properties we want:

1. The communication between you and the other party is 
confidential and has not been changed

▪ No one can read what you sent

▪ No one can change what you sent

2. Knowing who you are communicating with

▪ You are talking to who you think you are talking to 
and not someone else



ASYMMETRIC KEY GENERATION
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Knapsack problem

Given a set of items, each with a weight 
and a value, determine which items to 

include in the collection so that the 
total weight is less than or equal to a 

given limit and the total value is as 
large as possible.
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Knapsack cryptosystem

▪ Not secure by modern systems, but 
much easier to understand than 

RSA

▪ Based on the NP hard Knapsack 
problem: given a set of weights of 
items find the set of items that equal 

an exact weight

▪ Easy to solve for superincreasing 

knapsacks where each weight is > 
the sum of all prior weights

▪ Example: {3,6,11,25,46,95,200,411}
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Given a set of n weights
W=(Wo,W1,…,Wn-1)

and a desired sum S,

find (a0,a1,...an-1) where ai ∈ {0,1}

Such that
S=a0W0+a1W1+…+ an-1Wn-1



Knapsack cryptosystem

1. Select a superincreasing knapsack 
{2,3,7,14,30,57,120,251} – private key

2. Convert to general-looking knapsack using a 

selected multiplier (41) and modulus (491)

o Resulting generic knapsack is NP hard to solve

o {82,123,287,83,248,373,10,471} – public key

3. Compute the multiplicative inverse of the 
conversion factor, i.e. m-1 mod n

o 12 = (2,3,7,14,30,57,120,251) and 41-1 (mod 491)

Computation Generic 
Knapsack

2*41 mod 491 82

3*41 mod 491 123

7*41 mod 491 287

14*41 mod 491 83

30*41 mod 491 248

57*41 mod 491 373

120*41 mod 491 10

251*41 mod 491 471
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Conversion to generic knapsack



Knapsack: Alice wants to encrypt for Bob

▪ M = 10010110

▪ Bob’s public key: 
{82,123,287,83,248,373,10,471}

▪ Use Bob’s public key to select values

▪ Add values: 
548 = 82+83+373+10 

▪ Alice sends 548
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▪ Bob computes:
m-1·C(mod n) = 12·548(mod 491) = 193

▪ Bob uses his private key to compute 193

Kpub 82 123 287 83 248 373 10 471

M 1 0 0 1 0 1 1 0

C 82 83 373 10

Kpriv 2 3 7 14 30 57 120 251

M

Try and work out what 
should be in the plaintext 

(message) row



Knapsack: Alice wants to encrypt for Bob

▪ M = 10010110

▪ Bob’s public key: 
{82,123,287,83,248,373,10,471}

▪ Use Bob’s public key to select values

▪ Add values: 
548 = 82+83+373+10 

▪ Alice sends 548

ECE 458 - Kami Vaniea 34

▪ Bob computes:
m-1·C(mod n) = 12·548(mod 491) = 193

▪ Bob uses his private key to compute 193

Kpub 82 123 287 83 248 373 10 471

M 1 0 0 1 0 1 1 0

C 82 83 373 10

Kpriv 2 3 7 14 30 57 120 251

M 1 0 0 1 0 1 1 0



Knapsack cryptosystem

▪ Not secure by modern systems, but 
much easier to understand than RSA

▪ Knapsack is NP hard, which makes it 

a sorta ok cryptosystem even today. 
But it can be broken. 
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Elfenland Board Game – Basically the traveling 
salesman problem. Even NP hard problems can be 
easy/fun at small scale.



RSA – Rivest, Shamir, and Adleman (the inventors)

▪ Modern standard used by many 
products 

▪ Unlike Knapsack it is based on prime 

factorization, which is not proven to 
be NP complete

▪ RSA security rests on prime 
factorization being a hard problem
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Photo credit: Ira Abramov from Even Yehuda, Israel -
https://www.flickr.com/photos/38872520@N00/3814143223/

Adi Shamir, co-inventor of RSA

https://www.flickr.com/photos/38872520@N00/3814143223/


RSA – Rivest, Shamir, and Adleman (the inventors)

▪ To generate, chose two large prime 
numbers p and q and form their 

product

▪ N = pq

▪ Choose e relatively prime to the 
product 

▪ d=(p-1)(q-1)

▪ Public key: (N,e)

Private key: d

▪ Compute the cypher C of message M

▪ C = Me mod N

▪ Decrypt C

▪ M = Cd mod N

▪ This works if we assume: 

▪ M = Cd mod N = Med mod N
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LINKING KEYS AND IDENTITIES



But we still have a problem:
 
All that assumes that we know which key goes with 
which person.



One of the founding problems in Usable Security and 
Privacy. 

Even now we have no good answer.



How do we solve the identity problem? 

Idea: Have the humans do the linking of identity to 
cryptographic keys.

41



Approach scales 
poorly

An n user system 
requires 
n*(n-1)/2 keys

Expecting people to 
verify that many 
keys, as well as 
store and not loose 
them is 
unreasonable

42



User comparing of 
keys is still used for 
verification today by 
common apps like 
WhatsApp and 
Signal. 

43

WhatsApp Signal



We could post the 
public key 
somewhere highly 
public and verifiable 
it came from us.

Photo credit: Juho Nurminen 
@jupenur



Other people can 
then compare the 
keys on their 
computers to the 
highly visible copy.

Photo credit: Juho Nurminen 
@jupenur



Though we must be 
careful to post ONLY 
the public key…

Photo credit: Juho Nurminen 
@jupenur

Do not do this



Nice idea, but it does not scale. 

Also a chicken-and-egg problem. How do we find a 
place guaranteed to be from us without using 
cryptography?

47



Idea 2: What if everyone did a few verifications. We 
could slowly build a web of verifications like:  

Alice verified Bob’s key
Bob verified Charlie’s key
so 
Alice can trust Charlie’s key

48



Web of trust
▪ Alice hand verifies that Bob’s public key 

really does belong to Bob

▪ Then Alice “signs” the key by encrypting it 

with her private key. 

▪ Now anyone that has hand verified Alice’s 

key, can also trust Bob’s key (if they trust 
Alice to do verifications). 

▪ Key signing parties 

My public key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2
=x5FK
-----END PGP PUBLIC KEY BLOCK-----



Wonderful idea in theory. But verifying those long 
keys is hard… also I don’t trust most people to do a 
thorough job of it…. 

50



Idea 3: What if a couple of trusted groups did the 
verifications. Then they could have high standards 
and everyone could just trust them.

51



Certificate Authorities
▪ A certificate authority verifies some 

properties of a person/organization and 

issues a “certificate” signed by their 
private key.

▪ Certificates can be quite detailed about 
what has been verified, and what they 

have been verified to do.



Certificate 
Authorities 
are used by 
browsers to 
verify identity



You can see 
lots of details 
about any 
encrypted 
connection.



But now don’t we just have the same problem 
again? 

How does the browser know which Certificate 
Authorities to trust?



Clearly some 
Certificate 
Authorities are 
trusted and some 
are not.

56



Errors on 
student.inf.ed.ac.uk 
are a bit easier to 
understand though, 
identity information 
is missing…

57



This site is “self 
signed” which means 
that the University 
created its own 
Certificate Authority 
and used it to sign all 
the sites keys. 

Why? It costs money 
to get a signed 
certificate.

58



Your operating system and your browser both 
maintain lists of Certificate Authorities that they trust.

These lists differ between operating systems, 
browsers, and organizations. 

59



Each organization 
makes its own trust 
decisions about 
Certificate 
Authorities





END-TO-END MESSAGING



Signal
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▪ End to end encrypted

▪ The “ends” are the apps on both sides 



WhatsApp
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▪ All messages, including group chats, are end-
to-end encrypted

▪ The “ends” are the WhatsApp app on both 

devices

▪ Keys are managed by WhatsApp itself and 

shared with the devices as needed
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https://engineering.fb.com/2021/07/14/security/whatsapp-multi-device/

WhatsApp: syncing chats



QUESTIONS
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