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Data Encryption Standard (DES) 56-bit Key
64-bit Input 1

= Symmetric-key algorithm using 56 bit — Initial Generates Keys
keys (64 bit initial but 8 bits are parity) Perm‘itatlon Permutation

= Blocks of 64 bits Round1 | 25DitKi

= Developed in 1970s at IBM Rm:n 12 | 48-bit K2

= Approved by NSA (after key length
shortened) leading to quick adoption 48-bit K16

= January 1999, distributed.net and the Rour:d ©
Electronic Frontier Foundation S |
collaborated to publicly break a DES Vjap Swap 32-bit halves
key in 22 hours and 15 minutes > , Final
(Wikipedia) ermutation Permutation

v
64-bit Output
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AES Encryption Algorithm

Advanced Encryption System (AES) = I IC ]

S S S S | 1.Byte Sub

» Became a standard in the US in 2001 after a

public proposal call by NIST / R
= Symmetric key block cipher \
= Primarily uses substitution, transposition, the
shift, exclusive OR, and addition e
= Can use 128, 192, 256 bit keys, and larger keys A —

are possible

= Key length impacts the number of rounds, longer key,
more rounds

[k:l |E| [k} 4.Add Round Key
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Advanced Encryption System (AES)

Byte Sub
= Became a standard in the US in 2001 after a
public proposal call by NIST
= Symmetric key block cipher Shift Row
= Primarily uses substitution, transposition, the
shift, exclusive OR, and addition o Gotarmn

= Can use 128, 192, 256 bit keys, and larger keys
are possible

= Key length impacts the number of rounds, longer key, Round

more rounds (I) ) E :JCR Key

ATh

Diagram of the stages of the AES round function
John Savard -- Wikimedia
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PUBLIC KEY CRYPTOGRAPRHY



Symmetric ciphers

= The prior examples are all symmetric
ciphers where the same key is used for
encryption and decryption

= Sharing the key can be problematic

Leo Marks with letter One Time Pad written
on silk. These were used during WWII by
spies. Letters unraveled after use to prevent

H decryption of earlier messages if captured.

. v . M X Original
ncopiion < P
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Asymmetric ciphers

= Different keys are used to encrypt and decrypt

= Asymmetric ciphers are less common as they rely on trapdoor functions

Encryption Decryption

Key

. . : Original
m

Key
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Trapdoor one-way function

= A function that is easy to compute but
hard to impossible to reverse

= Classic example: Generate two prime
numbers p and g and compute their
product N=g*p
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We can use trapdoor functions to securely create a
shared key between two people communicating
publicly.

10
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Diffie-Hellman key exchange (Invented 1976... or maybe 1969)

= Allows two entities to agree on a
secret key while communicating
publicly.

= Protocol uses the multiplicative group

of integers modulo p where p is prime ik
and g is a primitive root modulo p. AR Y

Primitive Root:
The number 3 is a primitive root modulo 7[°! because

mod 7 mod 7
38 = 3"x3 = 1x3 = 3 = 3 (mod 77
32 = 3 x3 = 3x3 = 9 = 2 (mod7
3 = 3¥x3 = 2x3 = 6 = 6 (mod?7
3 = 3x3 = 6x3 = 18 = 4 (mod 7
3 = 3'x3 = 4x3 = 12 = 5 (mod 7
3% = 3%x3 = 5x3 = 15 = 1 (mod 7

0~

8 Alice

resulting public key (A) to Bob

é@ﬁ

4, Alice combines (B)
with her secret key (a)

a s=10*mod 23 =18

Public Channel

1. Alice and Bob agree
on public parameters

p=23,g=5

/N

6. Alice and Bob have a
shared secret!

3. Bob combines his secret key (b)
with the parameters and sends the
resulting public key (B) to Alice

’B=53mod23=10

5. Bob combines (A)
with his secret key (b)

v o\

s=4"mod 23 =18

Epachamo via Wikimedia Commons
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Trapdoors can also be used to do cryptography
using two keys (asymmetric).

| am going to start by explaining at a high level, then
we will discuss how it is done.



Encryption properties we want:

1. The communication between you and the other party is
confidential and has not been changed (integrity)

= No one can read what you sent
= No one can change what you sent

2. Knowing who you are communicating with
(authenticity)

= You are talking to who you think you are talking to and
not someone else



Public/private key cryptography
= Generate two “keys” that are paired

 What one key encrypts only the other
key can decrypt

h = Public keys are given out to everybody
w = Private keys are kept private

= K,.v can encrypt and k,,; can decrypt
P = D(Kpys, E(Kprry, P))

= Kk,.; can encrypt and k., can decrypt
P = D(kexw, E(Kpus, P))

My public key

----- BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2

mQENBFHMcg ABCACoWrYDO6K2L3VHyigeHN6suHLqMpJ+SO+IUTuLEVnUzIoXAUXH
KozHejtV /9X0G8j933ZtszXKCog3zaMESeo Eoz6fNGfolvaCes B4jwqoJt8N HwbsL
B2dnqoCplgXcN2GJIxfEHHUaf27C0SobCJxPMeshUhqZHke+g6DatmiEtBpVp410t
1zgxdMQkgb2H2xw28 RYfYkdDouetel kOr FLr Cy9ZF9KdMhA1eBH94KnwI QshdiZR
QYEX25+M8cKCb++RcgH6an7EGQWHOFRW40 UsY 520fve OyfQPzkkRto7u2339hvHo
B/h+7xLM6FQbOUZQ9BD5w7IQHEYtXJVsUjodABEBAAGOIkthbWkg VinFuaWVhIDxr
dmFuaWVhQGIuZi51ZCs5hYys51az6JATSEEWEIACKFAIYKYVECGYMFCQImAY AHCwkI
BwMCAQYVCAIJCgsEFgIDAQIe AQIXgAAK CRCTd sxlg/HZG+CACShuKxje3QAgew
GWh8K4gCdi YoxDqdwq3PHxmyhZmQeN /1a1KcOrIjI2b+Q75/5t+ EgXOHpROPIxfG
1Z6z0Epf6A18iFXx3JgQZdwPDojtBiIWNpOyMeBGTgIVEY G3s02VueQoeXcq3dbYp
5vstVxtD+TKHQ5CioITy 5P 2bzYq/XLT5aIbNQhQDPcToo DgbRH+FvqsRXr7yeaef
JaPnxXo0+1L33t2QY9zctiGyebwrvHMrIPBJ 2VYCDzQkJ7uQse Fh4ZhsMgOmzLQD4
YiGrswel MFwAvxZOaRxEagV{48jiWvrxuJ YfHWS0ohEScNOcYC2P8 q20lJ wwE26T
1pdtrwCqtBILYW 1pIFZhbmllYSASa2FtaUB2YW5pZWEuY 29tPokBQgQTAQIALAIb
IwUJCWYBgAcLCQg HAWIBBh UIAgkKCWQWA gMBAh4BAheABQJWCmMeAhkBAAoJEJN2
z2GX38d19J JATATWOrxrlYsrm KS6CbW8Mg TxxTDOXaCt1b7FoWoQZHskIUQh EcE+a
XBYib1AsuHaatLfyjeXaD3qMEoZn QHoYMGE0GKuoowWsbhfoQzHPgwzRLkD1i75M
BIbawwoKWoVB9e4AkMakXJCnF5BXeo6AHRL2v15V 205DikVnlCRX ocKtu8b7LnkM
cLn7oLobride 1uy KoNzbSnO/vp KDJp o/EY 5y UeVoolypZy/6wFQBehg1sXye 6zn O
9wb9uUsu9+/P8pz4J ILMDSevjfT7zSRS1/ YP3fOfZ6N4bc+KOdwPM7us5Iyoeugzh
pzibv3ge7Vh H2xIWz8vYZ/2xT1345tWRRMOJ AhwEEWECAAYFAITnSpEACgkQj yxM
p99tBt2B8A/+0plzOsQbQJIB8yxti4I7PpD1weJDf3a81Vhm7Jy XE/Xy66yp fdt3w
XmFRUulrwezY 1INebWNCRQHzQvRv/VJIwjbTUx+Q3HsjIkKIHbE7iCiQX Xt TRkOEny
2nudcjGI 2vo3C3B2JCucEwb6esF1x79PI/1Pv2+6tgUBKm DfOpsB2vbtqrHnmAYKL
41QBFH1YSJ gnzwo2JkhohcHd FgoZemieMeiDEe VKH63893N8 Swk5BKdTj +SKZ/L
rQEIBBIp MR9BmeY 6bPyWRuycVKonIMR80G9iFABxjTpWBL8aGk6 EeVK5EqYDGvkd
ZIarK84r+KU1KD5IfgOCN7nhwgy7VImE68caZ HSRiIPWZP1fVV MhydiR Jv8WsoUs6
INfVU3nxH+ZYthPbY0T86le GSchBT5K/fBQvbjhrRTbTFwvjzSitbgefWylDigg4
nzP6cNorir3GIpsT8gPgBB2/NjxaWiM6y3Xiaz1vRnsunQHuyKkFWPZwnEvDJYaC
NN/3jWcbhLFwKBDsaHps2+1meFPooJ FvNetzp2bj TgagpXaQ6KhOmosDnhLcaVoy
bFBpsUuBGaYZTSSo5x1RAXHqpEbgap8dtu HhVvJwgQYDQBJroK4a KyGgqqMD8cta
P1/FAdy AqwH8 NwoefqAK+RQxSV UauegBY EnbIR psDK6MKP3YMFmuski5 AQo EUcxy
AAEIALyXYy8G2ZaTDJpdGcRhmIqOOSUlzPVy /5E5BbYK BNu4KU3n X+JLVcF5jxPQ
42¢7i/WRVxE1BJ TiarK Gs EvCig4 TTXSIUK At 3T10GBtXm GvqbGBq81jSG11UTwdF
5yu50JyRSf2fqRND6P /2eHNXejDUtd vhUXIUt8 hgMuUO/ipDo DnwIvMnAATJHA+R
ZqwooNpyjRGzvr3iuWUwe4PtyJDI3ELAFkbp/NAc5s TITuVHRHNOWNplcl JhM5zHuB
QQb3G/EsCn2PQZ5w5SDzavF2SpvQfDgx YpDaTLAXtF+wsJL5i aUjxwRgJPOdbCZf
2T0zd7hgMXtGJDIPKJ8eLG8ogeMA EQEAAYKBJQQYAQIA DWUCUcxy AATbDAUJCWYB
gAAKCRCTdsxlg/HZfS+hB/9BJqSmIgcoHFXnb1PVIKxekzL8+WVms5Pk/EgMQSLZ2
HX4p3ialsPEPcYgUwgYnaG4ioodwJ Gws/daTWRITzen Kd8YqoP+DUot96HZDSu 3m
mCzE9NVAQYboFbVmGOx0e0627UBSvFqaXvAx BDYkoR8 BOTnKh rQFwXkZVb30hKwD
TgAFjOGIZiE6uAdST231tFaqobizYfe5A VXRqro20x BqNbaJNqs3SWoD831Syvdy
110Bx83/Rogg7hUkI6F2vzXicWmUwFSXRrggCSbLosHsP6isBWwvlHeRmna/aQab
YKG3gbVoiyzAS31gbogVLAZNSWhp8vVIEE28Fy{/Ed

=x5FK

————— END PGP PUBLIC KEY BLOCK-----




My public key
| want to send Bob a message that no .o

Version: GnuPG v2

mQENBFHMcg ABCACoWrYDO6K2L3VHyigeHN6suHLqMpJ+SO+IUTuLEVnUzIoXAUXH
0 n e e s e c a n r e a KozHejtV/9X0G8j933ZtszXKCog3aMESeoE0z6{NGfolvaCes5B4jwqoJ t8NHwbsL
B2dnqoCplgXcN2GJIxfEHHUaf27C0SobCJxPMeshUhqZHke+g6DatmiEtBpVp410t
1zgxdMQkgb2H2xw28 RYfYkdDouetel kOr FLr Cy9ZF9KdMhA1eBH94KnwI QshdiZR
QYEX25+M8cKCb++RcgH6an7EGQWHOFRW40 UsY 520fve OyfQPzkkRto7u2339hvHo
: ’ A WVH QU5 CahY v 76 ATSEEWEIACKEAVKYVECGYMFCOIAYAHCWKT
mFua’ y51az W vECGy
= I encrypt (lock) the message with Bob’s A S AP S o
o GWh8K4gCdi YoxDqdwq3PHxmyhZmQeN /1a1KcOrIjI2b+Q75/5t+ EgXOHpROPIxfG
U.bh. C k e 1Z620Epf6A18iFXx3J2QZdwPDojt BIWNpOy MeBGTg IVEY G3502VueQoeXcq3dbYp
p y . 5vstVxtD+TKHQ5CioITy 5P 2bzYq/XLT5aIbNQhQDPcToo DgbRH+FvqsRXr7yeaef
JaPnxXo0+1L33t2QY9zctiGyebwrvHMrIPBJ 2VYCDzQkJ7uQse Fh4ZhsMgOmzLQD4
YiGrswel MFwAvxZOaRxEagV{48jiWvrxuJ YfHWS0ohEScNOcYC2P8 q20lJ wwE26T
. . IpdtrwCqtB1LYW 1p IFZhbmllYSA8a2Fta UB2YW 5pZWEuY 29tPokBQgQTAQIALAIb
n O 1y B b h h p k y 1y B b IwUJCWYBgAcLCQg HAWIBBh UIAgkKCWQWA gMBAh4BAheABQJWCmMeAhkBAAoJEJN2
n O as 1 S rlvate e b/ S O O n O z2GX38d19J JATATWOrxrlYsrm KS6CbW8Mg TxxTDOXaCt1b7FoWoQZHskIUQh EcE+a
XBYib1AsuHaatLfyjeXaD3qMEoZn QHoYMGE0GKuoowWsbhfoQzHPgwzRLkD1i75M
c an d ecrypt (unl O Ck) the m e S S a g e BIbawwoKWoVBoe4AkMakXJCnF5BXeo6AHRL2v15V 205 DikVnlCRXocKtu8b7LnkM
° cLn7oLobride 1uy KoNzbSnO/vp KDJp o/EY 5y UeVoolypZy/6wFQBehg1sXye 6zn O
9wb9uUsu9+/P8pz4J ILMDSevjfT7zSRS1/ YP3fOfZ6N4bc+KOdwPM7us5Iyoeugzh
pzibv3ge7Vh H2xIWz8vYZ/2xT1345tWRRMOJ AhwEEWECAAYFAITnSpEACgkQj yxM
p99tBt2B8A/+0plzOsQbQJIB8yxti4I7PpD1weJDf3a81Vhm7Jy XE/Xy66yp fdt3w
XmFRUulrwezY 1INebWNCRQHzQvRv/VJIwjbTUx+Q3HsjIkKIHbE7iCiQX Xt TRkOEny
2nudcjGI 2vo3C3B2JCucEwb6esF1x79PI/1Pv2+6tgUBKm DfOpsB2vbtqrHnmAYKL
41QBFH1YSJ gnzwo2JkhohcHd FgoZemieMeiDEe VKH63893N8 Swk5BKdTj +SKZ/L
rQEIBBIp MR9BmeY 6bPyWRuycVKonIMR80G9iFABxjTpWBL8aGk6 EeVK5EqYDGvkd
ZIarK84r+KU1KD5IfgOCN7nhwgy7VImE68caZ HSRiPWZP1fVV MhydiRJv8WsoUs6
INfVU3nxH+ZYthPbY0T86le GSchBT5K/fBQvbjhrRTbTFwvjzSitbgefWylDigg4
nzP6cNorir3GIpsT8gPgBB2/NjxaWiM6y3Xiaz1vRnsunQHuyKkFWPZwnEvDJYaC
NN/3jWcbhLFwKBDsaHps2+1meFPooJ FvNetzp2bj TgagpXaQ6KhOmosDnhLcaVoy
bFBpsUuBGaYZTSSo5x1RAXHqpEbgap8dtu HhVvJwgQYDQBJroK4a KyGgqqMD8cta
P1/FAdy AqwH8 NwoefqAK+RQxSV UauegBY EnbIR psDK6MKP3YMFmuski5 AQo EUcxy
AAEIALyXYy8G2ZaTDJpdGcRhmIqOOSUlzPVy /5E5BbYK BNu4KU3n X+JLVcF5jxPQ
42¢7i/WRVxE1BJ TiarK Gs EvCig4 TTXSIUK At 3T10GBtXm GvqbGBq81jSG11UTwdF
5yu50JyRSf2fqRND6P /2eHNXejDUtd vhUXIUt8 hgMuUO/ipDo DnwIvMnAATJHA+R
Zqw6oNpyjRGzvr 3iuWUwe4PtyJDISELAFkbp/NAc5 TITuVHRHNOWNDlcl JhM5zHuB
QQb3G/EsCn2PQZ5w5SDzavF2SpvQfDgx YpDaTLAXtF+wsJL5i aUjxwRgJPOdbCZf
2T0zd7hgMXtGJDIPKJ8eLG8ogeMA EQEAAYKBJQQYAQIA DWUCUcxy AATbDAUJCWYB
gAAKCRCTdsxlg/HZfS+hB/9BJ qSmIgcoHFXnb1PVIKxekzL8+WVms5Pk/EgMQSLZ2
HX4p3ialsPEPcYgUwgYnaG4ioodwJ Gws/daTWRITzen Kd8YqoP+DUot96HZDSu 3m
mCzE9NVAQYboFbVmGOx0e0627UBSvFqaXvAx BDYkoR8 BOTnKh rQFwXkZVb30hKwD
TgAFjOGIZiE6uAdST231tFaqobizYfe5A VXRqro20x BqNbaJNqs3SWoD831Syvdy

fuf?

(&2m)

u

BOb’S pubhc key BOb’S private 110Bx83/Rogg7hUkI6FavzXicWmUwFSXRrgg CSbLosHsP6isBWwvlHeRmna/aQab

YKG3gbVoiyzAS31gbogVLAZNSWhp8vVIEE28Fy{/Ed

key =x5FK

————— END PGP PUBLIC KEY BLOCK-----




My public key
| want to send Bob a message that no .o

Version: GnuPG v2

mQENBFHMcg ABCACoWrYDO6K2L3VHyigeHN6suHLqMpJ+SO+IUTuLEVnUzIoXAUXH
0 n e e s e c a n re a KozHejfV /9X0G8j933ZtszXKCog3aMESeo Eoz6fNGfolvaCesB4jwqoJtSN Hwbs L
B2dnqoCplgXcN2GJIxfEHHUaf27C0SobCJxPMeshUhqZHke+g6DatmiEtBpVp410t
1zgxdMQkgb2H2xw28 RYfYkdDouetel kOr FLr Cy9ZF9KdMhA1eBH94KnwI QshdiZR
QYEX25+M8cKCb++RcgH6an7EGQWHOFRW40 UsY 520fve OyfQPzkkRto7u2339hvHo
: ’ A WVH QU5 CahY v 76 ATSEEWEIACKEAVKYVECGYMFCOIAYAHCWKT
mFua’ y51az W vECGy
= I encrypt (lock) the message with Bob’s A S AP S o
o GWh8K4gCdi YoxDqdwq3PHxmyhZmQeN /1a1KcOrIjI2b+Q75/5t+ EgXOHpROPIxfG
U.bh.c ke 1Z620Epf6A18iFXx3J2QZdwPDojt BIWNpOy MeBGTg IVEY G3502VueQoeXcq3dbYp
p y . 5vstVxtD+TKHQ5CioITy 5P 2bzYq/XLT5aIbNQhQDPcToo DgbRH+FvqsRXr7yeaef
JaPnxXo0+1L33t2QY9zctiGyebwrvHMrIPBJ 2VYCDzQkJ7uQse Fh4ZhsMgOmzLQD4
YiGrswel MFwAvxZOaRxEagV{48jiWvrxuJ YfHWS0ohEScNOcYC2P8 q20lJ wwE26T
. . IpdtrwCqtBILYW 1pIFZhbmllY SA8a2FtaUB2YW 5pZWEuY29tPokBQgQTAQIALAIb
n O ly B b h h p k y 1y B b IwUJCWYBgAcLCQg HAWIBBh UIAgkKCWQWA gMBAh4BAheABQJWCmMeAhkBAAoJEJN2
n O aS 1 S rlvate e b/ SO On O z2GX38d19J JATATWOrxrlYsrm KS6CbW8Mg TxxTDOXaCt1b7FoWoQZHskIUQh EcE+a
XBYib1AsuHaatLfyjeXaD3qMEoZn QHoYMGE0GKuoowWsbhfoQzHPgwzRLkD1i75M
C an decrypt (unlock) the m e S S age BIbawwoKWoVBoe4AkMakXJCnF5BXeo6AHRL2v15V 205 DikVnlCRXocKtu8b7LnkM
° cLn7oLobride 1uy KoNzbSnO/vp KDJp o/EY 5y UeVoolypZy/6wFQBehg1sXye 6zn O
9wb9uUsu9+/P8pz4J ILMDSevjfT7zSRS1/ YP3fOfZ6N4bc+KOdwPM7us5Iyoeugzh
pzibv3ge7Vh H2xIWz8vYZ/2xT1345tWRRMOJ AhwEEWECAAYFAITnSpEACgkQj yxM
M M * Pp99tBt2B8A/+0Oplz0sQbQJIB8yxtigl7PpD1welDf3a81Vhm7Jy XE/Xy66ypfdt3w
u US lng the same key tW] ce J USt cre ateS an XmFR UulrwezY INebWNCRQHZzQVRv/VJwjbTUx+Qg HsjIkKIHbE7iCIQX Xt TRkoEny
2nudcjGI 2vo3C3B2JCucEwb6esF1x79PI/1Pv2+6tgUBKm DfOpsB2vbtqrHnmAYKL
41QBFH1YSJ gnzwo2JkhohcHd FgoZemieMeiDEe VKH63893N8 Swk5BKdTj +SKZ/L

[ ]
error ( me anlngle SSO utput) IQEIBBIp MR9BmeY 6bPvWRuycVKonIMR 80GoiF ABxTpWBLSa Gk6 EeVK5EqYDGvkd
ZIarK84r+KU1KD5IfgOCN7nhwgy7VImE68caZ HSRiPWZP1fVV MhydiRJv8WsoUs6
{‘ QQb3G/EsCn2PQZ5w5SDzavF2SpvQfDgx YpDaTLAXtF+wsJL5i aUjxwRgJPOdbCZf
2T0zd7hgMXtGJDIPKJ8eLG8ogeMA EQEAAYKBJQQYAQIA DWUCUcxy AATbDAUJCWYB
gAAKCRCTdsxlg/HZfS+hB/9BJqSmIgcoHFXnb1PVIKxekzL8+WVms5Pk/EgMQSLZ2
HX4p3ialsPEPcYgUwgYnaG4ioodwJ Gws/daTWRITzen Kd8YqoP+DUot96HZDSu 3m
mCzE9NVAQYboFbVmGOx0e0627UBSvFqaXvAx BDYkoR8 BOTnKh rQFwXkZVb30hKwD
TgAFjOGIZiE6uAdST231tFaqobizYfe5A VXRqro20x BqNbaJNqs3SWoD831Syvdy

INfVU3nxH+ZYthPbY0T86le GSchBT5K/fBQvbjhrRTbTFwvjzSitbgefWylDigg4
BOb’S pubh(: key BOb’S pubhc key 110Bx83/Rogg7hUkI6FavzXicWmUwFSXRrgg CSbLosHsP6isBWwviHeRmna/aQab

nzP6cNorir3GIpsT8gPgBB2/NjxaWiM6y3Xiaz1vRnsunQHuyKkFWPZwnEvDJYaC

NN/3jWcbhLFwKBDsaHps2+1meFPooJ FvNetzp2bj TgagpXaQ6KhOmosDnhLcaVoy

bFBpsUuBGaYZTSSo5x1RAXHqpEbgap8dtu HhVvJwgQYDQBJroK4a KyGgqqMD8cta
P1/FAdy AqwH8 NwoefqAK+RQxSV UauegBY EnbIR psDK6MKP3YMFmuski5 AQo EUcxy
AAEIALyXYy8G2ZaTDJpdGcRhmIqOOSUlzPVy /5E5BbYK BNu4KU3n X+JLVcF5jxPQ
42¢7i/WRVxE1BJ TiarK Gs EvCig4 TTXSIUK At 3T10GBtXm GvqbGBq81jSG11UTwdF
5yu50JyRSf2fqRND6P /2eHNXejDUtd vhUXIUt8 hgMuUO/ipDo DnwIvMnAATJHA+R

I n E Zqw6oNpyjRGzvr 3iuWUwe4 Pty JDI3ELAFkbp/NAc5TIuVHRHNOWNplc JhM5zHuB

YKG3gbVoiyzAS31gbogVLAZNSWhp8vVIEE28Fy{/Ed

=x5FK

————— END PGP PUBLIC KEY BLOCK-----



My public key
| want to send Bob a message that no .o

Version: GnuPG v2

mQENBFHMcg ABCACoWrYDO6K2L3VHyigeHN6suHLqMpJ+SO+IUTuLEVnUzIoXAUXH
0 n e e s e c a n r e a KozHejtV/9X0G8j933ZtszXKCog3aMESeoE0z6{NGfolvaCes5B4jwqoJ t8NHwbsL
B2dnqoCplgXcN2GJIxfEHHUaf27C0SobCJxPMeshUhqZHke+g6DatmiEtBpVp410t
1zgxdMQkgb2H2xw28 RYfYkdDouetel kOr FLr Cy9ZF9KdMhA1eBH94KnwI QshdiZR
QYEX25+M8cKCb++RcgH6an7EGQWHOFRW40 UsY 520fve OyfQPzkkRto7u2339hvHo
: ’ A WVH QU5 CahY v 76 ATSEEWEIACKEAVKYVECGYMFCOIAYAHCWKT
mFua’ y51az W vECGy
= I encrypt (lock) the message with Bob’s A S AP S o
o GWh8K4gCdi YoxDqdwq3PHxmyhZmQeN /1a1KcOrIjI2b+Q75/5t+ EgXOHpROPIxfG
U.bh. C k e 1Z620Epf6A18iFXx3J2QZdwPDojt BIWNpOy MeBGTg IVEY G3502VueQoeXcq3dbYp
p y . 5vstVxtD+TKHQ5CioITy 5P 2bzYq/XLT5aIbNQhQDPcToo DgbRH+FvqsRXr7yeaef
JaPnxXo0+1L33t2QY9zctiGyebwrvHMrIPBJ 2VYCDzQkJ7uQse Fh4ZhsMgOmzLQD4
YiGrswel MFwAvxZOaRxEagV{48jiWvrxuJ YfHWS0ohEScNOcYC2P8 q20lJ wwE26T
. . IpdtrwCqtB1LYW 1p IFZhbmllYSA8a2Fta UB2YW 5pZWEuY 29tPokBQgQTAQIALAIb
n O 1y B b h h p k y 1y B b IwUJCWYBgAcLCQg HAWIBBh UIAgkKCWQWA gMBAh4BAheABQJWCmMeAhkBAAoJEJN2
n O as 1 S rlvate e b/ S O O n O z2GX38d19J JATATWOrxrlYsrm KS6CbW8Mg TxxTDOXaCt1b7FoWoQZHskIUQh EcE+a
XBYib1AsuHaatLfyjeXaD3qMEoZn QHoYMGE0GKuoowWsbhfoQzHPgwzRLkD1i75M
c an d ecrypt (unl O Ck) the m e S S a g e BIbawwoKWoVBoe4AkMakXJCnF5BXeo6AHRL2v15V 205 DikVnlCRXocKtu8b7LnkM
° cLn7oLobride 1uy KoNzbSnO/vp KDJp o/EY 5y UeVoolypZy/6wFQBehg1sXye 6zn O
9wb9uUsu9+/P8pz4J ILMDSevjfT7zSRS1/ YP3fOfZ6N4bc+KOdwPM7us5Iyoeugzh
pzibv3ge7Vh H2xIWz8vYZ/2xT1345tWRRMOJ AhwEEWECAAYFAITnSpEACgkQj yxM
p99tBt2B8A/+0plzOsQbQJIB8yxti4I7PpD1weJDf3a81Vhm7Jy XE/Xy66yp fdt3w
XmFRUulrwezY 1INebWNCRQHzQvRv/VJIwjbTUx+Q3HsjIkKIHbE7iCiQX Xt TRkOEny
2nudcjGI 2vo3C3B2JCucEwb6esF1x79PI/1Pv2+6tgUBKm DfOpsB2vbtqrHnmAYKL
41QBFH1YSJ gnzwo2JkhohcHd FgoZemieMeiDEe VKH63893N8 Swk5BKdTj +SKZ/L
rQEIBBIp MR9BmeY 6bPyWRuycVKonIMR80G9iFABxjTpWBL8aGk6 EeVK5EqYDGvkd
ZIarK84r+KU1KD5IfgOCN7nhwgy7VImE68caZ HSRiPWZP1fVV MhydiRJv8WsoUs6
INfVU3nxH+ZYthPbY0T86le GSchBT5K/fBQvbjhrRTbTFwvjzSitbgefWylDigg4
nzP6cNorir3GIpsT8gPgBB2/NjxaWiM6y3Xiaz1vRnsunQHuyKkFWPZwnEvDJYaC
NN/3jWcbhLFwKBDsaHps2+1meFPooJ FvNetzp2bj TgagpXaQ6KhOmosDnhLcaVoy
bFBpsUuBGaYZTSSo5x1RAXHqpEbgap8dtu HhVvJwgQYDQBJroK4a KyGgqqMD8cta
P1/FAdy AqwH8 NwoefqAK+RQxSV UauegBY EnbIR psDK6MKP3YMFmuski5 AQo EUcxy
AAEIALyXYy8G2ZaTDJpdGcRhmIqOOSUlzPVy /5E5BbYK BNu4KU3n X+JLVcF5jxPQ
42¢7i/WRVxE1BJ TiarK Gs EvCig4 TTXSIUK At 3T10GBtXm GvqbGBq81jSG11UTwdF
5yu50JyRSf2fqRND6P /2eHNXejDUtd vhUXIUt8 hgMuUO/ipDo DnwIvMnAATJHA+R
Zqw6oNpyjRGzvr 3iuWUwe4PtyJDISELAFkbp/NAc5 TITuVHRHNOWNDlcl JhM5zHuB
QQb3G/EsCn2PQZ5w5SDzavF2SpvQfDgx YpDaTLAXtF+wsJL5i aUjxwRgJPOdbCZf
2T0zd7hgMXtGJDIPKJ8eLG8ogeMA EQEAAYKBJQQYAQIA DWUCUcxy AATbDAUJCWYB
gAAKCRCTdsxlg/HZfS+hB/9BJ qSmIgcoHFXnb1PVIKxekzL8+WVms5Pk/EgMQSLZ2
HX4p3ialsPEPcYgUwgYnaG4ioodwJ Gws/daTWRITzen Kd8YqoP+DUot96HZDSu 3m
mCzE9NVAQYboFbVmGOx0e0627UBSvFqaXvAx BDYkoR8 BOTnKh rQFwXkZVb30hKwD
TgAFjOGIZiE6uAdST231tFaqobizYfe5A VXRqro20x BqNbaJNqs3SWoD831Syvdy

o 1 Sl

u

BOb’S pubhc key BOb’S private 110Bx83/Rogg7hUkI6FavzXicWmUwFSXRrgg CSbLosHsP6isBWwvlHeRmna/aQab

YKG3gbVoiyzAS31gbogVLAZNSWhp8vVIEE28Fy{/Ed

key =x5FK

————— END PGP PUBLIC KEY BLOCK-----




Encryption properties we want:

1. The communication between you and the other party is
confidential and has not been changed (integrity)

= No one can read what you sent

= No one can change what you sent



Bob can't tell who the message is from
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Bob can't tell who the message is from
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USEC - Kami Vaniea

Vital to keep private keys private

= The FBI convinced the system
administrator to switch out the
private key for one the FBI knew

= FBI was able to listen in on all the
chats and got lots of evidence

DATA CENTRE SOFTWARE SECURITY DEVOPS BUSINESS PERSONAL TECH SCIENCE

Security

Who cracked El Chapo's encrypted
chats and brought down the Mexican
drug kingpin? Er, his IT manager

Feds flipped techie and recorded hundreds of calls
By Kieren McCarthy in San Francisco 9 Jan 2019 at 21:33 710 SHARE ¥

In an extraordinary twist, it was revealed on Tuesday that the man most
likely responsible for bringing drug kingpin "El Chapo" Joaquin Guzman
to justice was none other than his sysadmin.



USEC - Kami Vaniea

Vital to keep private keys
private

= The FBI convinced the system
administrator to switch out the
private key for one the FBI knew

= FBI was able to listen in on all the
chats and got lots of evidence

= How? A high ranking drug
trafficker forgot his password and
called the admin unencrypted.
After FBI heard the conversation
they thought the admin might like
some protection.

But the drug trafficker isn't happy, complaining about having to get the
computer himself, and about the long password needed to get into a
different machine: A situation that every sysadmin on the globe will
recognize. Except with one big difference - your boss is unlikely to track
you down and kill you if you upset him.

“You didn't send me the engineer to install my machine. So, then, it's all
your fault,” Jorge Cifuentes complained. "No!” responded to Rodnguez.

“It's all your fault.”

"No, Don Jorge, don't stress me out more, man, because...”

"Don’'t complain that I... what can | do? | haven't been able to do it.”
"Hadn't we agreed that you were going to buy a mini computer and you
were going to call us to configure it?"

“I'm so busy. | didn't even have time to breathe... | have a computer but,
you know that | haven't been able to open it? A Vaio... Do you remember
the small Vaio?

Yes, sir."

“Good, but that has a very long password.”

"Yes, sir."

“The long one, that password that you place...is this the password?
"Yes, sir."

“What a drag! It has symbols and things."



: My public key
Encryption: | wanttosend Boba = e ——

Version: GnuPG v2

mQENBFHMcg ABCACoWrYDO6K2L3VHyigeHN6suHLqMpJ+SO+IUTuLEVnUzIoXAUXH
message that no one else can rea O BCAC DOl o TN L S0-TUTuL
B2dnqoCplgXcN2GJIxfEHHUaf27C0SobCJxPMeshUhqZHke+g6DatmiEtBpVp410t
1zgxdMQkgb2H2xw28 RYfYkdDouetel kOr FLr Cy9ZF9KdMhA1eBH94KnwI QshdiZR
QYEX25+M8cKCb++RcgH6an7EGQWHOFRW40 UsY 520fve OyfQPzkkRto7u2339hvHo
: ’ A WVH QU5 CahY v 76 ATSEEWEIACKEAVKYVECGYMFCOIAYAHCWKT
mFua’ y51az W vECGy
= I encrypt (lock) the message with Bob’s A S AP S o
o GWh8K4gCdi YoxDqdwq3PHxmyhZmQeN /1a1KcOrIjI2b+Q75/5t+ EgXOHpROPIxfG
U.bh. C k e 1Z620Epf6A18iFXx3J2QZdwPDojt BIWNpOy MeBGTg IVEY G3502VueQoeXcq3dbYp
p y . 5vstVxtD+TKHQ5CioITy 5P 2bzYq/XLT5aIbNQhQDPcToo DgbRH+FvqsRXr7yeaef
JaPnxXo0+1L33t2QY9zctiGyebwrvHMrIPBJ 2VYCDzQkJ7uQse Fh4ZhsMgOmzLQD4
YiGrswel MFwAvxZOaRxEagV{48jiWvrxuJ YfHWS0ohEScNOcYC2P8 q20lJ wwE26T
. . IpdtrwCqtB1LYW 1p IFZhbmllYSA8a2Fta UB2YW 5pZWEuY 29tPokBQgQTAQIALAIb
n O 1y B b h h p k y 1y B b IwUJCWYBgAcLCQg HAWIBBh UIAgkKCWQWA gMBAh4BAheABQJWCmMeAhkBAAoJEJN2
n O as 1 S rlvate e b/ S O O n O z2GX38d19J JATATWOrxrlYsrm KS6CbW8Mg TxxTDOXaCt1b7FoWoQZHskIUQh EcE+a
XBYib1AsuHaatLfyjeXaD3qMEoZn QHoYMGE0GKuoowWsbhfoQzHPgwzRLkD1i75M
c an d ecrypt (unlo Ck) the m e S S a ge BIbawwoKWoVBoe4AkMakXJCnF5BXeo6AHRL2v15V 205 DikVnlCRXocKtu8b7LnkM
° cLn7oLobride 1uy KoNzbSnO/vp KDJp o/EY 5y UeVoolypZy/6wFQBehg1sXye 6zn O
9wb9uUsu9+/P8pz4J ILMDSevjfT7zSRS1/ YP3fOfZ6N4bc+KOdwPM7us5Iyoeugzh
pzibv3ge7Vh H2xIWz8vYZ/2xT1345tWRRMOJ AhwEEWECAAYFAITnSpEACgkQj yxM
p99tBt2B8A/+0plzOsQbQJIB8yxti4I7PpD1weJDf3a81Vhm7Jy XE/Xy66yp fdt3w
XmFRUulrwezY 1INebWNCRQHzQvRv/VJIwjbTUx+Q3HsjIkKIHbE7iCiQX Xt TRkOEny
2nudcjGI 2vo3C3B2JCucEwb6esF1x79PI/1Pv2+6tgUBKm DfOpsB2vbtqrHnmAYKL
41QBFH1YSJ gnzwo2JkhohcHd FgoZemieMeiDEe VKH63893N8 Swk5BKdTj +SKZ/L
rQEIBBIp MR9BmeY 6bPyWRuycVKonIMR80G9iFABxjTpWBL8aGk6 EeVK5EqYDGvkd
ZIarK84r+KU1KD5IfgOCN7nhwgy7VImE68caZ HSRiPWZP1fVV MhydiRJv8WsoUs6
INfVU3nxH+ZYthPbY0T86le GSchBT5K/fBQvbjhrRTbTFwvjzSitbgefWylDigg4
nzP6cNorir3GIpsT8gPgBB2/NjxaWiM6y3Xiaz1vRnsunQHuyKkFWPZwnEvDJYaC
NN/3jWcbhLFwKBDsaHps2+1meFPooJ FvNetzp2bj TgagpXaQ6KhOmosDnhLcaVoy
bFBpsUuBGaYZTSSo5x1RAXHqpEbgap8dtu HhVvJwgQYDQBJroK4a KyGgqqMD8cta

P1/FAdy AqwH8 NwoefqAK+RQxSV UauegBY EnbIR psDK6MKP3YMFmuski5 AQo EUcxy
AAEIALyXYy8G2ZaTDJpdGcRhmIqOOSUlzPVy /5E5BbYK BNu4KU3n X+JLVcF5jxPQ
42¢7i/WRVxE1BJ TiarK Gs EvCig4 TTXSIUK At 3T10GBtXm GvqbGBq81jSG11UTwdF
5yu50JyRSf2fqRND6P /2eHNXejDUtd vhUXIUt8 hgMuUO/ipDo DnwIvMnAATJHA+R
n I n n Zqw6oNpyjRGzvr 3iuWUwe4PtyJDISELAFkbp/NAc5 TITuVHRHNOWNDlcl JhM5zHuB
“ mCzE9NVAQYboFbVmGOx0e0627UBSvFqaXvAx BDYkoR8 BOTnKh rQFwXkZVb30hKwD
TgAFjOGIZiE6uAdST231tFaqobizYfe5A VXRqro20x BqNbaJNqs3SWoD831Syvdy

QQb3G/EsCn2PQZ5w5SDzavF2SpvQfDgx YpDaTLAXtF+wsJL5iaUjxwRgJPOdbCZf
b * b e
BOb S pubhc key BOb S prlvate 110Bx83/Rogg7hUkI6FavzXicWmUwFSXRrgg CSbLosHsP6isBWwvlHeRmna/aQab

2T0zd7hgMXtGJDIPKJ8eLG8ogeMA EQEAAYKBJQQYAQIA DWUCUcxy AATbDAUJCWYB
gAAKCRCTdsxlg/HZfS+hB/9BJ qSmIgcoHFXnb1PVIKxekzL8+WVms5Pk/EgMQSLZ2
HX4p3ialsPEPcYgUwgYnaG4ioodwJ Gws/daTWRITzen Kd8YqoP+DUot96HZDSu 3m
YKG3gbVoiyzAS31gbogVLAZNSWhp8vVIEE28Fy{/Ed

key —5IK

————— END PGP PUBLIC KEY BLOCK-----



' = My public key
Signature: | want to prove a message is .o

Version: GnuPG v2

f mQENBFHMcg ABCACoWrYDO6K2L3VHyigeHN6suHLqMpJ+SO+IUTuLEVnUzIoXAUXH
ro m m e KozHejtV/9X0G8j933ZtszXKCog3aMESeoE0z6{NGfolvaCes5B4jwqoJ tSNHwb5L
B2dnqoCplgXcN2GJIxfEHHUaf27C0SobCJxPMeshUhqZHke+g6DatmiEtBpVp410t
1zgxdMQkgb2H2xw28 RYfYkdDouetel kOr FLr Cy9ZF9KdMhA1eBH94KnwI QshdiZR
QYEX25+M8cKCb++RcgH6an7EGQWHOFRW40 UsY 520fve OyfQPzkkRto7u2339hvHo
. g/h+7xmgFQ?OU§Q9§hD5WIQHthXJVsUjodiBilBAAGoIkthkag\{mFuaWV}vl\}an
mFuaWVhQGluZi5lZCshYy51az6JATSEEWEIACKFAIY KYVECGYMFCQImAYAHCwkI
= T encrypt (lock) the message with my A AL O AN Tile HEToL S e
. GWh8K4gCdi YoxDqdwq3PHxmyhZmQeN /1a1KcOrIjI2b+Q75/5t+ EgXOHpROPIxfG
r 1V at e ke 1Z6z0Epf6A18iFXx3JgQZdwPDojtBiIWNpOyMeBGTgIVEY G3s02VueQoeXcq3dbYp
p y 5vstVxtD+TKHQ5CioITy 5P 2bzYq/XLT5aIbNQhQDPcToo DgbRH+FvqsRXr7yeaef
JaPnxXo0+1L33t2QY9zctiGyebwrvHMrIPBJ 2VYCDzQkJ7uQse Fh4ZhsMgOmzLQD4
YiGrswel MFwAvxZOaRxEagV{48jiWvrxuJ YfHWS0ohEScNOcYC2P8 q20lJ wwE26T
. . . IpdtrwCqtB1LYW 1p IFZhbmllYSA8a2Fta UB2YW 5pZWEuY 29tPokBQgQTAQIALAIb
n A y h h p bl k y IwUJCWYBgAcLCQg HAWIBBh UIAgkKCWQWA gMBAh4BAheABQJWCmMeAhkBAAoJEJN2
n One Wlt t e u ]‘C e Can use lt tO z2GX38d19J JATATWOrxrlYsrm KS6CbW8Mg TxxTDOXaCt1b7FoWoQZHskIUQh EcE+a
. . XBYib1AsuHaatLfyjeXaD3qMEoZn QHoYMGE0GKuoowWsbhfoQzHPgwzRLkD1i75M
decrypt (unlock) the flle If lt decrypts BIbawwoKWoVBoe4AkMakXJCnF5BXeo6AHRL2v15V 205 DikVnlCRX ocKtu8b7LnkM
° cLn7oLobride 1uy KoNzbSnO/vp KDJp o/EY 5y UeVoolypZy/6wFQBehg1sXye 6zn O
1 k h . h b d 9wb9uUsu9+/P8pz4J ILMDSevjfT7zSRS1/ YP3fOfZ6N4bc+KOdwPM7us5Iyoeugzh
zibv3ge7Vh HaxIWz8vYZ/2xT1345tWRRMOJ AhwEEWECAAYFAITnSpEACgkQj
(un OC S)) t en lt muSt ave een encrypte gggtBtngSAHOpIzOsz(éJBSyxti4I7PpD1weJDf3a81th7JyXE/Xy6gypfd%;? vl
XmFRUulrwezY 1INebWNCRQHzQvRv/VJIwjbTUx+Q3HsjIkKIHbE7iCiQX Xt TRkOEny

(10 Cked) by my priva‘te key and no Other. 2nudcjGI2vo3C3B2JCucEwbesFix79PI/1IPv2+6tgUBKmDfOps B2vbtqrHnm AYKL

41QBFH1YSJ gnzwo2JkhohcHd FgoZemieMeiDEe VKH63893N8 Swk5BKdTj +SKZ/L

rQEIBBIp MR9BmeY 6bPyWRuycVKonIMR80G9iFABxjTpWBL8aGk6 EeVK5EqYDGvkd
ZIarK84r+KU1KD5IfgOCN7nhwgy7VImE68caZ HSRiIPWZP1fVV MhydiR Jv8WsoUs6
INfVU3nxH+ZYthPbY0T86le GSchBT5K/fBQvbjhrRTbTFwvjzSitbgefWylDigg4
nzP6cNorir3GIpsT8gPgBB2/NjxaWiM6y3Xiaz1vRnsunQHuyKkFWPZwnEvDJYaC
NN/3jWcbhLFwKBDsaHps2+1meFPooJ FvNetzp2bj TgagpXaQ6KhOmosDnhLcaVoy
bFBpsUuBGaYZTSSo5x1RAXHqpEbgap8dtu HhVvJwgQYDQBJroK4a KyGgqqMD8cta

P1/FAdy AqwH8 NwoefqAK+RQxSV UauegBY EnbIR psDK6MKP3YMFmuski5 AQo EUcxy
AAEIALyXYy8G2ZaTDJpdGcRhmIqOOSUlzPVy /5E5BbYK BNu4KU3n X+JLVcF5jxPQ
42¢7i/WRVxE1BJ TiarK Gs EvCig4 TTXSIUK At 3T10GBtXm GvqbGBq81jSG11UTwdF

5yu50JyRSf2fqRND6P /2eHNXejDUtd vhUXIUt8 hgMuUO/ipDo DnwIvMnAATJHA+R
ZqwooNpyjRGzvr3iuWUwe4PtyJDI3ELAFkbp/NAc5s TITuVHRHNOWNplcl JhM5zHuB
QQb3G/EsCn2PQZ5w5SDzavF2SpvQfDgx YpDaTLAXtF+wsJL5i aUjxwRgJPOdbCZf
2T0zd7hgMXtGJDIPKJ8eLG8ogeMA EQEAAYKBJQQYAQIA DWUCUcxy AATbDAUJCWYB
gAAKCRCTdsxlg/HZfS+hB/9BJ qSmIgcoHFXnb1PVIKxekzL8+WVms5Pk/EgMQSLZ2
HX4p3ialsPEPcYgUwgYnaG4ioodwJ Gws/daTWRITzen Kd8YqoP+DUot96HZDSu 3m
mCzE9NVAQYboFbVmGOx0e0627UBSvFqaXvAx BDYkoR8 BOTnKh rQFwXkZVb30hKwD
TgAFjOGIZiE6uAdST231tFaqobizYfe5A VXRqro20x BqNbaJNqs3SWoD831Syvdy

My private key My pubhc key 110Bx83,/Rogg7hUKI6FavzXicWmUwFSXRrgg CSbLosHs P6isBWwvIHeRmna/aQab
YKG3gbVoiyzAS31gbogVLAZNSWhp8vVIEE28Fy{/Ed
=x5FK
----- END PGP PUBLIC KEY BLOCK-——




= Signature:

prove that: k... can encrypt and k..,
can decrypt

If Alice does both of those at the same time she can

1. only Alice could ha\_{___e sent the message (signature)

P= D(kPUBa E(kPRIVa P))

= Encryption:
K,.; can encrypt
and k., can decrypt

I

2, %nly Bob can read it (encryption)

Alice private key ~" Bob’s public key

 /
ot hmd
\

P = D(kywy, E(Kous, P))

P » Signing and encrypting;:

H ”?/““ f' P = D(A,us, D(Boxos
» H ﬂ[i[J | » ImI{‘ E(Beus, E(Asww, P))))

Bob private key °7 Alice public key




E CE4E38 -- Kaami i Waameza

Think-pair-share

= When both encrypting and signing a message. The order of encryption and
signature matters. What attack is possible if the order is reversed?

.
Tuf(~

Encryption e Signature

»'/,

N

Bobs public key My private key

Signature Encryptlon

: mp (¥

@,
=) (]

My private key Bobs public key




Encryption properties we want:

1. The communication between you and the other party is
confidential and has not been changed

= No one can read what you sent

= No one can change what you sent
2. Knowing who you are communicating with

= You are talking to who you think you are talking to
and not someone else



ECE 458 - Kami Vaniea

ASYMMETRIC KEY GENERATION



ECE 458 - Kami Vaniea

Knapsack problem

Given a set of items, each with a weight
and a value, determine which items to
include in the collection so that the
total weight is less than or equal to a
given limit and the total value is as
large as possible.



ECE 458 - Kami Vaniea

Knapsack cryptosystem

= Not secure by modern systems, but Given a set of n weights
much easier to understand than W=(W_,W,,....W, )
RSA

= Based on the NP hard Knapsack and a desired sum S,

problem: given a set of weights of
items find the set of items that equal

an exact weight find (a,,a,,...a,.) where a, € {0,1}

= Easy to solve for superincreasing
knapsacks where each weight is >
the sum of all prior weights

Such that
S=a W, +aW+...+ a,_ W,_,

= Example: {3,6,11,25,46,95,200,411}



ECE 458 - Kami Vaniea

Knapsack cryptosystem

Conversion to generic knapsack

12,3,7,14,30,57,120,251} — private key Computation | Generic
Knapsack

1. Select a superincreasing knapsack

2. Convert to general-looking knapsack using a 2*41 mod 491 82
selected multiplier (41) and modulus (491) 3*41mod 491 123

e
o Resulting generic knapsack is NP hard to solve 7"41mod 491 287

14*41 mod 491 83
o {82,123,287,83,248,373,10,471} — public key 30*41mod 491 248

3. Compute the multiplicative inverse of the 57"41mod 491 373

conversion factor,i.e.m™' mod n 120*41 mod 491 10

25141 mod 491 471
o 12=1(2,3,7,14,30,57,120,251) and 417 (mod 491)



ECE 458 - Kami Vaniea

Knapsack: Alice wants to encrypt for Bob

= M =10010110 = Bob computes:

= Bob’s public key: m™-C(mod n) = 12:548(mod 491) = 193

{82,123,287,83,248,373,10,471} = Bob uses his private key to compute 193

2 3 7 14 30 57 120 251

= Use Bob’s public key to select values
M|

IS 82 123 287 83 248 373 10 471

\Y| 1 0 0 1 0] 1 1 0
- 52 83 78 Try and work out what
= Add values: should be in the plaintext

(message) row

548 = 82+83+373+10
= Alice sends 548



ECE 458 - Kami Vaniea

Knapsack: Alice wants to encrypt for Bob

= M =10010110 = Bob computes:

= Bob’s public key: m™-C(mod n) = 12:548(mod 491) = 193

{82,123,287,83,248,373,10,471} = Bob uses his private key to compute 193

2 3 7 14 30 57 120 251

= Use Bob’s public key to select values

IS 82 123 287 83 248 373 10 471

M 1 0) 9) 1 0 1 1 0)

C 82 83 373 10

= Add values:
548 = 82+83+373+10

= Alice sends 548



ECE 458 - Kami Vaniea

Knapsack cryptosystem

= Not secure by modern systems, but
much easier to understand than RSA

= Knapsack is NP hard, which makes it

a sorta ok cryptosystem even today.
But it can be broken.

Elfenland Board Game — Basically the traveling
salesman problem. Even NP hard problems can be
easy/fun at small scale.



ECE 458 - Kami Vaniea

RSA - Rivest, Shamir, and Adleman (the inventors)

= Modern standard used by many
products

= Unlike Knapsack it is based on prime
factorization, which is not proven to
be NP complete

= RSA security rests on prime
factorization being a hard problem

Adi Shamir, co-inventor of RSA

Photo credit: Ira Abramov from Even Yehuda, Israel -
https: //www.flickr.com /photos/38872520@N00/3814143223/



https://www.flickr.com/photos/38872520@N00/3814143223/

ECE 458 - Kami Vaniea

RSA - Rivest, Shamir, and Adleman (the inventors)

= To generate, chose two large prime = Compute the cypher C of message M
numbers p and q and form their . C = Memod N
product
= Decrypt C
. N =pq Iyp
. : = M=Cidmod N
= Choose e relatively prime to the e
product
= d=(p-1)(q-1)
= Public key: (N,e) = This works if we assume:

Private key: d « M =Cdmod N =M mod N



LINKING KEYS AND IDENTITIES



But we still have a problem:

All that assumes that we know which key goes with
which person.



One of the founding problems in Usable Security and
Privacy.

Even now we have no good answer.



How do we solve the identity problem?

Idea: Have the humans do the linking of identity to
cryptographic keys.



Approach scales
poorly

An n user system
requires
n”*(n-1)/2 keys

Expecting people to
verify that many
keys, as well as
store and not loose
them is
unreasonable

Existing Users

New KeystoBe Added = = = = = = =
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User comparing of
keys is still used for
verification today by
common apps like
WhatsApp and
Signal.

WhatsApp

2:02 B 8 %1 ke @86%

& Verify encryption
You, +1 (226) 388-3909

End-to-end encryption was

automatically verified
Today at 2:02 pm

Other ways to verify encryption

52 ScanaQRcode

Compare a 60-digit number

Learn how this works

Signal

2:09 il B 8% ren @85%

< Verify safety number

Tap to scan

44987 19807 49258 27225
35345 01897 78601 83211

To verify end-to-end encryption with Adam

Jenkins, compare the numbers above with

their device. You can also scan the code on
their device. Learn more

Mark as verified
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We could post the
public key
somewhere highly
public and verifiable

Adobe Product Security Incident Response Team (PSIRT) Blog

Working to help protect customers from vulnerabilities in Adobe software. Contact us at PSIRT(at)adobe(dot)com.

PSIRT PGP Key (0x33E9ES596) CATEGORIES

Alert

Security Bulletins and Advisories

it came from us.

Version: Mailvelope v1.8.0
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xsFNBFm/2KMBEADbwToJM3BCVE10eC22HgVEGNEDppXzuD2dgfKuyOM4tx2L
De7GkPjo6A0swdyi8bakLiidpw5B0J/AR1VEIjIDEMSOFIMRZIcVOUKYASQV
c9BafZnAicY7nezkIJUmyLcIVMC60pgSHZzo00EwWY2PZ jx2cI4vDGhHmcg£fV5X
R+duY1d3LtVI+A/5jv326LB16bCNts/tOhW2T0LraMPoCtdHB84Z4tPcyp335
s8/dZ2C+EoMD4iX1kIymZ1kgE£fZNves1sRUXy27sL01VHcYmi6UNWCeeHOU2£f+6PFzg4VmLI
PzsTZPogPR/1X1Z7RIYbQosHVSFwyWOWWX1uIlsEeD5Qo7HQt6NNMAOWS51Js
wFVFOWIa9U6SHROU1kGTSESReOg5HnXed4DcBubsKmoMS68PuiZ88wYOIM4UpP
9VI9PUuauelU40SrYHnH5gBOqurtv8wO5Cq4uTwnfnjN7n40H0++2910PJ68B
6+kMuQyG4swmxsZhljlgGMHcs0c/BuI3W+n5w+xLM7N5jjCTjNXR+tGmstdm
RPEOLWOso+ZFwENWOCLKjYUahp3p6HIx8R13wrp2re0GhgqKRgt3D4UcAgsPs

Uncategorized

ARCHIVES
September 2017
August 2017
July 2017

June 2017

May 2017

April 2017
March 2017
February 2017
January 2017
December 2016
November 2016
October 2016
September 2016
August 2016
July 2016

June 2016

May 2016
April 2016
March 2016
February 2016
January 20186
December 2015
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then compare the
keys on their
computers to the
highly visible copy.

Version: Mailvelope v1.8.0

Adobe Product Security Incident Response Team (PSIRT) Blog

Working to help protect customers from vulnerabilities in Adobe software. Contact us at PSIRT(at)adobe(dot)com.

PSIRT PGP Key (0x33E9E596)

CATEGORIES
Alert
Security Bulletins and Advisories

Uncategorized

Comment: https://www.mailvelope.com ARCHIVES
September 2017
75 5 = s e xsFNBFm/2KMBEADbwToJM3BCVE10eC22HgVEGNEDppXzuD2dgfKuyO0M4tx2L August 2017
FNBFm/2KMBEADbwToJM3BCVE10eC22HgVEGQNEDppXzuD K M4tx2L Y 3 3y y
ey s e iy s s L sl De7GkPjo6A0swdyi8bakLiidpw5B0J/AR1VEIjIDEMSOFIMRZ IcVOUKYASQV July 2017
De7GkPjo6A0sw4dyiB8bakLiidpw5B0J/AR1VtIjIDEMSOFIMRZIcVOUKYASQV 5 5 June 2017
c9BafZnAicY7nezkIJUmyLcIVMC60pgSHZoOEWY2PZ jxzcI4vDGhHMCg£V5X c9BafZnAicY7nezkIJUmyLcIVMC60pgSHZo0EWY2PZ jxzcI4vDGhHmcg£V5X T
R+duY1d3LtVI+A/5§v326LB16bCNts/tOhW2TOLraMPoCtdHE84Z4+Pcyp335 R+duY1ld3LtVI+A/5jv326LB16bCNts/tOhW2TOLraMPoCtdHB84Z4tPcyp335 ‘;ay\ e
58/dZ2C+EoMD4iX1kIymZ1kqEf2ZNves1sRUXy27sL01VHcYmi6UNWCeeHOU2 58/dZ2C+EoMD4iX1kIymZ1kqE£ZNves1sRUXy27sL01VHcYmi6UNWCeeHOU?2 ”p” r;2017
s . M mMarc
2yJxMiBCniozBKZUwcR6ysg97nng633dNImE7V30PS3zAjhEOHVMZg3B/Nfo 2yJxMiBCniozBKZUwcR6ysg97nng633dN9mEf7V30PS3zAjhEOHVMzg3B/Nfo Fobruary 2017
qzy2dAEU/JDUBh1.Ao+xr9VF3ZPOoC8JySOngUm/2t3T’I‘BaH+ansUquoSU qzyszEU/JDUBhiAO+xr9VF3 ZPOOCSJySOngUm/2t3TTBaH+ansUBqu5U i 2017

2T0n8x2R1FWxyZYNCTku5JOvPgRB£t13DSyJD7LDDps62nghpaVb34eprwuk
qIk0TMRuUIMB4EQc+cNFR3ZpN1AK]j+HOb/TUJWCIpVju2/3g0wgdgHh+0Q1lvC
Nm8vIGnQZWQ30WgnH/UFoh3RPJ+WgnDg88NmgBg8I4aNV4u8MgoObd/zrtVX

2T0n8x2R1FWxyZYNCTku5JOvPgRBf£t13DSyJD7LDDps62nghpaVb34eprwuk
qIk0TMRUIMB4EQCc+CcNFR3ZpN1AKj+HOb/TUIWCIpViu2/3g0wgdgHh+0Q1vC

December 2016
November 2016

kAwYHbIZLo925NjFyPuuxhWiCotKenl8dZefB8aB81RI YuIMnCI0GQus+JIG8 Nm8vIGnQZWQ30WgnH/UFoh3RPJ+WgnDg88NmgBg8I4aNV4u8MgoObd/2xrtVX October 2016
TJyEesNdK/g8HD5h1kCRSzMHD1+Ra3z/1+FFIwARAQAB2zR1BZG9iZSBQUO1S kAwYHbIZLo925NjFyPuuxhWiCotKenl8dZefB8aB81RjYuIMnCI0GQus+JIG8 September 2016
VCABCHNpCnRAYWRVYmMUuY29tPsLBewQQAQgALWUCWb/ YrwUJAeEZgAYLCQgH TJyEesNdK/q8HD5h1kCRSzMHD1+Ra3z/1+FFIwARAQABzZR1BZG9iZSBQUO1S August 2016
AwIJEIbADS8Kvh3YWBBUIAgoDFgIBAhkBAhsDAh4BAADk2A//£f+6PF2zg4VmLI VCA8CHNpcnRAYWRVYmMUUY29+PsLBewQQAQgALWUCWb/ YrwUJAeEZgAYLCQgH July 2016
PzsTZPogPR/1X1Z7RIYbQosHvSFwyWOWWX1uI 1sEeDSQo7HQt?6NNMAow5 1Js AWIJEIbADS8Kvh3YWBBUIAGODFgIBAhKBAhSDAh4BAADK2A// £+6PF2g4VmLT June 2016
wFVFOWIa9U6SHROU1kGTSESReOg5HnXe4DcBubsKmoMS68PuizZ88wYOIM4UpP May 2016
9V9PUuaue0U40SrYHnH5gBOqurtv8wO5Cq4uTwnfniN7n40H0++2910PJ68B PzsT2PogPR/1X1Z7RIYbQosHvsFwyWOWX1uIlsEeDSQo7HQt6NNMAOWS 1Js April 2016
6+kMuQyG4 swmxsZhlj1gGMHcs 0c/Bul3W+n5w+xLM7N5§ jCTNXR+tCmstdm wFVFOWIa9U6SHROU1kGTSESReOg5HnXed4DcBubsKmoMS68PuiZ88wYOIM4UpP March 2016
RPEOLWOso+ZFwENWOCLK ] YUahp3p6HIx8R13wrp2re0GhqKRgt3D4UCAgGsSPs 9V9PUuaue0U40SrYHnH5gBOqurtv8wO5Cq4uTwnfnjN7n40H0++2910PJ68B February 2016
6+kMuQyG4swmxsZhljlgGMHcs0c/BuI3W+n5w+xLM7N5 ] jCTjNXR+tCGmstdm January 2016
RPEOLWOsSo+ZFwENWOCLK]jYUahp3p6HIx8R13wrp2re0GhgKRgt3D4UcAgsPs December 2015



Though we must bhe
careful to post ONLY
the public key...

A\ PSIRT PGP Key (OX33EQE590 X
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GAEIABKFAlm/2LAFCQHhM4ATJEIbADS8Kvh3YWAhsMAACz+g/+KmbnChEUZXdo
ZIvPzphw3KvZQHWCY+5qGqdoxNkfkUSKhkzCOM51Kg7emVpvXYrMRAIRHXFP
83HIahASUiufsDt7Q1lMwVRGtIYxhH+TNZBBbDBVQ1JIQxuC3mH7F/tFEbIN1G
kURUwa2fdDBPw2+DOWa2+iVhcPhfB2iy9%exs2txXjgPx67aZ2i70Jwd4ixvpY
TWs/M5I6SXQsyuB5Qw0jtXKioQyTOLmeUFmIR2UiSFK+t55Xus44mRCujEUN
YDgDmxKDnhs SEVNWZ4KWs 2uvNXNwlnZcHVSYXuk£3F1CWpOTESCOecdgbvl10
Cs+vLivxiksh33xqZWnD78xv92t2Ggp2a41gBOaaCix2irqZ9RHIVOYzZNEfQz
yz5XYEGI2iCrvdStrbZfX1Dgsllrgs/pZRbV48KbfubDvGZuNR3hrsfmfsgr
zkESOQmpuKhj/Es3CKjdafLDc8HOyVhI+n4tvWXyRpYEhuDh/tzeDuuB9v£EG
QA9TNhSpApS1HFIk1md9knWbExJ0srUbK2QVmVn9CZx/sdUfwDWplGeANLsO
MRN1r3IrklbZObFH+nrcJQZ5+sDzHGNe4P9Dt30yvFHoyS1BkRndLuawSlgh
LJYYLUVFjL3i3jbiNT1NK1ldwgaL2i90uRAuHthoFGOKIgr6hmtOYzUem/cl+
Z1Rwd77Vmfc=
=Q0c7

Version: Mailvelope v1.8.0
Comment: https://www.mailvelope.com

xcaGBFm/2KMBEADbwToJM3BCVE10eC22HgVEGNEDppXzuD2dgfKuyOM4 tx2L
De7GkPjo6R0swdyi8bakLiidpw5B0J/AR1VtIjIDEMSOFIMRZIcVOUKYASQV
c9BafZnAicY7nezkIJUmyLcIVMC60pgSHzZO00EWY2PZ jxzcI4vDGhHmcgfV5X
R+du¥Y1ld3LtVI+A/5jv326LB16bCNts/tOhW2T0LraMPoCtdH8424tPcyp335
s8/dZ2C+EoMD4iX1kIymZ1kqEfZNvcs1sRUXy27sL01VHcYmi6UNWCeeHOU2
2yJxMiBCniozBKZUwcR6ysg97nng633dNImE7V30PS3zAThEOHVMzg3B/Nfo
qzy2dAEU/JDUBhiAo+xr9VF3ZP0oC8JySORgyUm/2t3TTBaH+DnfsUBiqo5U
2TOn8x2R1FWxyZYNCTku5JO0vPgRBf£t13DSyJD7LDDps62nghpaVb34eprwuk
qIk0TMRuUIMB4EQc+cNFR3ZpN1AKj+HOb/TUJwCIpViu2/3g0wgdgHh+0Q1lvC
Nm8vIGnQZWQ30WgnH/UFoh3RPJI+WgnDg88NmgBg8I4aNV4u8MgoObd/zrtVX
kAwYHbIZLo925NjFyPuuxhWiCotKenl8dZefB8aB81RjYuIMnCJIOGQus+JIGS
TJyEesNdK/q8HD5h1kCRSzMHD1+Ra3z/1+FFIwWARAQAB/gkDCATHXp jNu7yw
YBVIglTandp2qwxLZTA0Im3YMOwvBOjE42DL41VZBh2sBphQ15CLulx7MUxrD

AP

March 2014
February 2014
January 2014
December 2013
November 2013
October 2013
September 2013
July 2013

June 2013

May 2013

April 2013
March 2013
February 2013
January 2013
December 2012
November 2012
; R0O12

May 2012
April 2012
March 2012
February 2012

January 2012
December 2011
November 2011
October 2011
September 2011
August 2011
June 2011

May 2011

April 2011
March 2011
February 2011
December 2010




Nice idea, but it does not scale.

Also a chicken-and-egg problem. How do we find a
place guaranteed to be from us without using

cryptography?



Idea 2: What if everyone did a few verifications. We
could slowly build a web of verifications like:

Alice verified Bob’s key
Bob verified Charlie’s key

SO
Alice can trust Charlie’s key



My public key
Web of trust e R R o0

mQENBFHMcg ABCACoWrYDO6K2L3VHyigeHN6suHLqMpJ+SO+IUTuLEVnUzIoXAUXH
KozHejfV/9X0G8j933ZtszXK Cog3aMESeoE0z6{NGfolvaCe5B4jwqo tSNHwbsL
° o (ve ) ° B2dnqoCplgXcN2GJIxfEHHUaf27C0SobCJxPMeshUhqZHke+g6DatmiEtBpVp410t
m Allc e h a nd ve I'lfles th at B Ob S pUbll C key 12gxdMQkgb2H2xw28 RYfYkdDoueteI kOrFLrCygZF9KdMhA1eBH94Knwl QshdiZR
QYEX25+M8cKCb++RcgH6an7EGQWHOFRW40 UsY 520fve OyfQPzkkRto7u2339hvHo
B/h+7xLM6FQbOUZQ9BD5w7IQHEYtXJVsUjodABEBAAGOIkthbWkg VinFuaWVhIDxr
re ally d() esS b el on g t() B O b dmFuaWVhQGIuZi51ZC5hYy51az6 JATSEEWEIACKFAIY KYVECGYMFCQIMAY AHCwkI
BwMCAQYVCAIJCgsEFgIDAQIe AQIXgAAK CRCTd sxlg/HZG+CACShuKxje3QAgew
GWh8K4gCdi YoxDqdwq3PHxmyhZmQeN /1a1KcOrIjI2b+Q75/5t+ EgXOHpROPIxfG
L s . S QL0 DI ORI Y oo S
vstVxtD+ io 2bz cToo +Fvgs eae
u Th en Al]. Ce S 1 gn S th e key by enCI }' ptlng lt g aanX0+1133t%5QY92’£t‘7i%yebwr%/Hl\/Ir151§1BJ 2\(72YgDZQkJ7qu58 Fh4Zhs%/IgOnZzyLQD4
YiGrswel MFwAvxZOaRxEagV{48jiWvrxuJ YfHWS0ohEScNOcYC2P8 q20lJ wwE26T
: h h : k IpdtrwCqtB1LYW1pIFZhbmllY SA8a2Fta UB2YW 5pZWEuY 29t Pok BQgQTAQIALAIb
Wlt e r p rlvat e ey . IwUJCWYBgAcLCQgHAwIBBh UIAgkKCWQWA gMBAh4BAheABQJWCmMeAhkBAAoJEJN2
z2GX38d19J JATATWOrxrlYsrm KS6CbW8Mg TxxTDOXaCt1b7FoWoQZHskIUQh EcE+a
XBYib1AsuHaatLfyjeXaD3qMEoZn QHoYMGE0GKuoowWsbhfoQzHPgwzRLkD1i75M
. . ’ BIbawwoKWoVB9e4AkMakXJCnF5BXeo6AHRL2v15V 205DikVnlCRX ocKtu8b7LnkM
- N h h h d f d Al cLn7oLobride tuy KoNzbSnO,/vp KDJp 0/EY5y UeVolypZy/6wFQBehgisXye6mO
OW anyo n e t a‘t a S an Ve rl 1 e 1 Ce S 9wb9uUsu9+/P8pz4J ILMDSevjfT7zSRS1/ YP3fOfZ6N4bc+KOdwPM7us5Iyoeugzh
’ . pzibv3ge7Vh/HszW28V§i)Z/ 2xT1345tWRRMOJ AhwaEv\\;ECAAYFA/lTnSpEAfSlngj yxM
P99tBt2B8A/+0OplzOsQbQJB8yxtigl7PpDiweJDf3a81Vhm7Jy XE/Xy66ypfdt3w
key, can also trust Bob’s key (if they trust L e e
. . . 2nudcjGI 2vo3C3B2JCucEwb6esF1x79PI/1Pv2+6tgUBKm DfOpsB2vbtqrHnmAYKL
Allc e tO dO Verlﬁ C atl ons ) 4IQBFH1YSJ gnzwo2JkhohcHd FoZem1eMeiDEe VKH63893N8 SwksBKATj +SKZ/L.
* rQEIBBIp MR9BmeY 6bPyWRuycVKonIMR80G9iFABxjTpWBL8aGk6 EeVK5EqYDGvkd
ZIarK84r+KU1KD5IfgOCN7nhwgy7VImE68caZ HSRiIPWZP1fVV MhydiR Jv8WsoUs6
* INfVU3nxH+ZYthPbY0T86le GSchBT5K/fBQvbjhrRTbTFwvjzSitbgefWylDigg4
° o ° nzP6cNorir3GIpsT8gPgBB2/NjxaWiM6y3Xiaz1vRnsunQHuyKkFWPZwnEvDJYaC
[ | Key S 1 g nlng p artl eS A NN/3jWcbhLFwKBDsaHps2+1meFPooJ FvNetzp2bj TgagpXaQ6KhOmosDnhLcaVoy
bFBpsUuBGaYZTSSo5x1RAXHqpEbgap8dtu HhVvJwgQYDQBJroK4a KyGgqqMD8cta
P1/FAdy AqwH8 NwoefqAK+RQxSV UauegBY EnbIR psDK6MKP3YMFmuski5 AQo EUcxy
AAEIALyXYy8G2ZaTDJpdGcRhmIqOOSUlzPVy /5E5BbYK BNu4KU3n X+JLVcF5jxPQ
42¢7i/WRVxE1BJ TiarK Gs EvCig4 TTXSIUK At 3T10GBtXm GvqbGBq81jSG11UTwdF
5yu50JyRSf2fqRND6P /2eHNXejDUtd vhUXIUt8 hgMuUO/ipDo DnwIvMnAATJHA+R
ZqwooNpyjRGzvr3iuWUwe4PtyJDI3ELAFkbp/NAc5s TITuVHRHNOWNplcl JhM5zHuB
QQb3G/EsCn2PQZ5w5SDzavF2SpvQfDgx YpDaTLAXtF+wsJL5i aUjxwRgJPOdbCZf
2T0zd7hgMXtGJDIPKJ8eLG8ogeMA EQEAAYKBJQQYAQIA DWUCUcxy AATbDAUJCWYB
gAAKCRCTdsxlg/HZfS+hB/9BJ qSmIgcoHFXnb1PVIKxekzL8+WVms5Pk/EgMQSLZ2
HX4p3ialsPEPcYgUwgYnaG4ioodwJ Gws/daTWRITzen Kd8YqoP+DUot96HZDSu 3m
mCzE9NVAQYboFbVmGOx0e0627UBSvFqaXvAx BDYkoR8 BOTnKh rQFwXkZVb30hKwD
TgAFjOGIZiE6uAdST231tFaqobizYfe5A VXRqro20x BqNbaJNqs3SWoD831Syvdy
110Bx83/Rogg7hUkI6F2vzXicWmUwFSXRrggCSbLosHsP6isBWwvlHeRmna/aQab
YKG3gbVoiyzAS31gbogVLAZNSWhp8vVIEE28Fy{/Ed
=x5FK
————— END PGP PUBLIC KEY BLOCK-----



Wonderful idea in theory. But verifying those long
keys iIs hard... also | don’t trust most people to do a
thorough job of it....
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Idea 3: What if a couple of trusted groups did the
verifications. Then they could have high standards
and everyone could just trust them.



Certificate Authorities

= A certificate authority verifies some
properties of a person/organization and
issues a “certificate” signed by their
private key.

= Certificates can be quite detailed about
what has been verified, and what they
have been verified to do.

Certificate Hierarchy

2QuoVadis Root CA 2

aQuoVadis EV SSL ICA G1

www.ease.ed.ac.uk

Certificate Fields

Issuer

aValidity
Not Before
Not After

Subject

aSubject Public Key Info
Subject Public Key Algorithm

Subject’s Public Key

Field Value

Modulus

9d
fa
9b
dz
bl
fd
25
31

obh
Sh
69
a4
13
60
04
6

2a
de
17
BE
c8
1z
cZ
26

Export...

o0
38

£ff
Sc

ed b7

c5
2a
bt
16
a5

45
56
5
43
aa

2a
dé
25
03
9d
62
35
f4

(2048 bits):

o
80
8c
as
ed
fb
06
3a

ad
49
cO
3d
B9
5f
an
40

11
8f
8c
73
47
82
66
72

o
b5
ac
de
bo
33
b3
42

Sf
2c
S0
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Certificate J & Aly Financial Inc N
— Secure Connection
Authorities
are used by -
y F-mancual Inc.

browsers to g, s
verify identity Verified by: Entrust, Inc.

You are securely connected to this site, NVEST OPEN ACCOUNT

owned by:

More Information

YUNT NV T YV

Whether it's banking, credit card,
home loans or auto finance, nothing stops
us from doing right by you.

0 O C
% = 4 &
View Ally Bank Auto Online Banking onthe Why Choose Ally



You can see
lots of details
about any
encrypted
connection.

Page Info - https://www.ally.com/

General Media Permissions BEEENGIAT

Web Site Identity
Web site: www.ally.:um|
Owner: Ally Financial Inc.

Verified by:  Entrust, Inc.
View Certificate

Privacy & History

Have Ivisited this web site before today? Yes, 10 times
Is this web site storing | ' ' : :
g information (cookies) on - View Cookies
my computer?
Have I saved any passwords for this web site? No View Saved Passwords

Technical Details
Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_256 GCM_SHA384, 256 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorised people to view information travelling between
computers. It is therefore unlikely that anyone read this page as it travelled across the network.

Help
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0a Ally Financial Inc. (US) | https://w. & h' ™, Search (' 0a University of Edinburgh (GB) E]d | ¢ KX Search
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S

S gresasessecassanee Y

& Ally Financial Inc. ~am @ University of Edinburgh

Secure Connection Secure Connection R
BA You are securely connected to this site, e You are securely connected to this site,

owned by: owned by: =

Ally Financial Inc. University of Edinburgh

Detroit EDINBURGH ‘

Michigan, US City of Edinburgh, GB

Verified by: Entrust, Inc. Verified by: QuoVadis Limited

More Information More Information

YUNN NV U7 YWV

Whether it's ba
home loans or auto
us from doin

But now don’t we just have the same problem
again?

How does the browser know which Certificate

Authorities to trust?

%

View Ally Bank Auto Online

Bankint



1. Insecure Connection

CIearly some - 6 () https://student.inf.ed.ac.uk (6 Q, Search
Certificate |
Authorities are
trusted and some
are not.

Your connection IS Not secure

The owner of student.inf.ed.ac.uk has configured their website
improperly. To protect your information from being stolen, Firefox

has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block

malicious sites




Errors on
student.inf.ed.ac.uk
are a hit easier to
understand though,
identity information
Is missing...

Page Info - https://student.inf.ed.ac.uk/ W @

General Media BEEEEa

Web Site Identity
Web site: student.inf.ed.ac.uk

Owner: This web site does not supply ownership information. I

Verified by:] Not specified

Privacy & History

Have Ivisited this web site before today? No
Is this web site storing information (cookies) on : :
J { ) No View Cookies
my computer?
Have I saved any passwords for this web site? No View Saved Passwords

Technical Details
Connection Not Encrypted
The web site student.inf.ed.ac.uk does not support encryption for the page you are viewing.

Information sent over the Internet without encryption can be seen by other people while it is in
transit.

Help



Certificate Viewer: “student.inf.ed.ac.uk”

General Details

This site is “self
signed” which means

that the University -mmm”mmﬁ o
° student.inf.ed.ac.ulk
created its own

Certificate Authority CortifcateFilds

Serial Mumber

and USEd it to Sign a" Certificate Signature Algorithm

° Issuer
the sites keys T validiy
[ ]
Mot Before
Mot After
Subject
¥-Subject Public Key Info
- Subject Public Key Algorithm

¥ University of Edinburgh CA 2

Why? It costs money
to get a signed
certificate. Feld Value

Modulus (1824 bits):

bf 27 87 ¢2 9d 7f 8c b4 97 2f 61 29 &2 cbh 3c c5
fe bs ab 2a f4 42 aa 93 86 ce d9 df ce 8b 24 fc
bd 53 4d 8b d4 c4 29 be 6f 86 1la 45 83 50 21 98
cf 94 d8& d6 e6 8d 42 41 b6 8f 68 86 df 17 dz2 73
48 685 78 d7 cB 1c 18 al de 27 al aZ? 81 d6 ed 9c
8f 7b 92 ba 2c 7f 64 ¢2 1d 7d b4 64 al %9& 35 d3
cd 61 d& a9 72 d3 ef 43 b9 fb 22 c8 54 cB 3f d4
b2 52 39 b6 7e 26 89 20 8a 1lc 43 c7 21 13 ed &f

* Extensions

Export...




Your operating system and your browser both
maintain lists of Certificate Authorities that they trust.

These lists differ between operating systems,
browsers, and organizations.
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Each organization
makes its own trust
decisions about
Certificate
Authorities

— I'nfoworld @SB Sign In | Register
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About

IN FOWORLD TECH WATC H Informed news analysis every weekday

By Fahmida Y Rashid, Senior Writer, InfoWorld

Google to Symantec: We don't trust you anymore

Admins need to consider whether they still want to use Symantec after its
repeated mistakes with issuing TLS certificates

O0ODOCO0O0OO0

geralt via pixabay
Security teams, network administrators, and operations teams have busy
days ahead. Google’s Chrome development team is fed up with Symantec as
a certificate authority and has announced plans to no longer trust current
Symantec certificates.

In the past 18 months, Google has tangled repeatedly with Symantec over
the way it issues transport layer security (TLS) certificates, with Symantec
promising to do better. The latest incident—an investigation into 127 mis-
issued certificates—ballooned into “at least 30,000, issued over a period
spanning several years,” Ravi Sleevi, a software engineer on the Google
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END-TO-END MESSAGING
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Signal

= End to end encrypted
= The “ends” are the apps on both sides

O ©® @ ® X

Adam Jenkins ® >

O Cn &

Message Video Audio

Nickname

Add to a group

View safety number

Phone contact info

Block

2:09 il B 8% ren @85%

< Verify safety number

Tap to scan

44987 19807 49258 27225
35345 01897 78601 83211

To verify end-to-end encryption with Adam

Jenkins, compare the numbers above with

their device. You can also scan the code on
their device. Learn more

Mark as verified
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Wh t n 2:02 B 8 K1 ke @86%

& Verify encryption

You,

= All messages, including group chats, are end-
to-end encrypted

= The “ends” are the WhatsApp app on both
deViceS End-to-end encryption was

automatically verified
Today at 2:02 pm

= Keys are managed by WhatsApp itself and
shared with the devices as needed

Other ways to verify encryption

Scan a QR code

Compare a 60-digit number

Learn how this works
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WhatsApp: syncing chats

Life of a message:

- Key:
& Alice_web <> Bob_phone

~ Key:
Alice’s laptop & Alice_web <> Alice_phone

- Key:
Alice_web <> Bob_phone
]
| ]
—
—

Bob’s phone

Key:
B Alice_web <> Alice_phone

Alice’s phone

End-to-end encrypted channels
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QUESTIONS
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