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First, the news… 

▪ First 5 minutes we talk about something interesting and recent

▪ You will not be tested on the news part of lecture

▪ You may use news as an example on tests

▪ Why do this? 

1. Some students show up late for various good reasons

2. Reward students who show up on time

3. Important to see real world examples
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TRUST AND E-COMMERCE 
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Roll back time to the early 2000’s



“In the rush to build 
Internet businesses, 
many executives 
concentrate all their 
attention on 
attracting 
customers rather 
than retaining 
them. That was a 
mistake. The unique 
economics of 
e-business make 
customer loyalty 
more important 
than ever.”



“On the Web … business 
is conducted at a 
distance and risks and 
uncertainties are 
magnified… Customers 
can’t look a salesclerk in 
the eye, can’t size up the 
physical space of a store 
or office, and can’t see 
and touch products. They 
have to rely on images 
and promises, and if they 
don’t trust the company 
presenting those images 
and promises, they’ll 
shop elsewhere.”



Problem: How can we make people feel safe 
spending money online?
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Trust transfer

▪ Inexperienced shoppers tend to transfer trust. One thing worked, so they look for 
something else that looks similarly trustworthy.

▪ Collective approaches 

▪ TRUSTe seal 

▪ Being part of a more trusted retail group

▪ “well they would say that, wouldn’t they”…

▪ Individual site approaches

▪ Hard to build trust on just one site. 

▪ Things like customer testimonials first require trust in the company that they are true
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Riegelsberger, Jens, and M. Angela Sasse. "Trustbuilders and trustbusters." Towards the E-Society. Springer, Boston, MA, 2001. 17-30.



Problem: We need a trusted cross-site signal that 
users can trust. 

Answer: Privacy policies

9



Federal Trade Commission Act of 1914 (USA)

The FTC is empowered, among other things, to:

▪ prevent unfair methods of competition, and unfair or deceptive acts or practices in 
or affecting commerce; 

▪ seek monetary redress and other relief for conduct injurious to consumers; 

▪ prescribe trade regulation rules defining with specificity acts or practices that are 
unfair or deceptive, and establishing requirements designed to prevent such acts 
or practices; 

▪ conduct investigations relating to the organization, business, practices, and 

management of entities engaged in commerce
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Federal Trade Commission (FTC)

▪ Unfair practices 

▪ Injure consumer

▪ Violate established policy 

▪ Unethical

▪ Deceptive practices

▪ Mislead consumer

▪ Differ from reasonable consumer expectations
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Roughly: The FTC declared that if an organization 
said it did X in its privacy policy, but then was shown 
to not be doing X, then the FTC could levy a large 
fine. 

Also if it had no privacy policy, that was unfair, and 
the organization could be fined.
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Morning Lecture Stopped Here



FTC vs Google Buzz

▪ When Google launched Buzz it wanted to use the 
network it already had in Gmail

▪ Gmail privacy policy (2004-2010):

▪ “Gmail stores, processes and maintains your messages, 
contact lists and other data related to your account in 
order to provide the service to you”

▪ Google privacy policy (2005-2010)

▪ “When you sign up for a particular service that requires 
registration, we ask you to provide personal information 
If we use this information in a manner different that the 
purpose for which it was collected, then we will ask for 
your consent prior to such use.”



FTC vs Google Buzz

▪ User first given options 

▪ If they selected “Nah, go to my 
inbox”

▪ They could still be followed on Buzz

▪ Their Google profile listed them as a 
Buzz user

▪ A link appeared on their UI and if they 
clicked it they were auto enrolled and 
data was copied over

▪ Contacts that users interacted with 
the most were listed on their profile



Office of the Privacy Commissioner of Canada
▪ Oversees compliance with: 

o Privacy Act - how federal government 
handles personal data

o Personal Information Protection 
and Electronic Documents Act (PIPEDA) -
private sector privacy law

▪ Activities like:

▪ Investigation of complaints

o Auditing

o Public awareness

o Advise parliament
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Office of the Privacy Commissioner of Canada: Home Depot Case
▪ Home Depot was using Facebook’s 

“Offline Conversions” feature which 
measures effectiveness of Facebook ads.

▪ “Home Depot forwards the customer’s 
hashed email address and off-line 
purchase details to Meta when the 
customer provides their email address to 
Home Depot, at check-out, to obtain an 
e-receipt”

▪ Facebook then provides statistics on how 
ads are impacting purchases

▪ Meta could use information for its own 
purposes
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How did the Home Depot complaint come about?

▪ A user was deleting his Facebook 
profile and noticed Home 

Depot under "activity off Meta"

▪ They complained to OPC

▪ Investigation happened
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Car test 
drive



I tried to disconnect "Dealers United"

▪ Out of curiosity I tried 
disconnecting "Dealers United" and 

got the dialog to the right

▪ In short, I can disconnect and face 
bad usability. But they will still keep 
collecting and using my data?
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Basis for USA privacy

NOTICE AND CHOICE
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Notice and Choice: The idea

▪ Users have the right to know how 
their data will be used, so that 

information should be available 

▪ Once users are aware, they can make 
good choices 

▪ Interacting with a site or service is a 
choice

▪ Market pressures will force 
companies to provide good choices 

that customers demand 
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Notice is provided via privacy policies

▪ FTC, OPC and similar regulatory 
bodies enforce privacy policy 

accuracy so consumers can trust 
organizations

▪ Organizations make such policies 
readily available to consumers 
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Betterment’s 
privacy policy
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Amazon Privacy Policy
• 3478 words long

• College education required to read

• Estimated reading time of 15-20 minutes
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How much money would it cost the 
US economy if everyone read 
through privacy policies?

• Notice and choice is dependent on 
awareness of content of privacy policies 

• People do not read all the privacy polices, 
but if they did, how much would it cost 
the US economy?

• This information is important for policy 
makers and regulatory bodies (i.e. OPC)
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Aleecia McDonald and Lorrie Faith Cranor. The Cost of Reading Privacy Policies. I/S: A 
Journal of Law and Policy for the Information Society, 2008.

https://therealtimereport.co
m/2020/09/02/the-average-
social-media-privacy-policy-
takes-an-hour-to-read/

TikTok
11,781 words

The Art of War 
by Sun Tzu

12,035 words

US Constitution
7,591 words

Google
7,837 words

Microsoft
3,045 words

http://lorrie.cranor.org/pubs/readingPolicyCost-authorDraft.pdf


HOW MUCH MONEY WOULD IT COST 
IF EVERYONE READ PRIVACY 

POLICIES?
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Calculating the cost of reading privacy policies

𝑇𝑅 = 𝑝 ∗ 𝑅 ∗ 𝑛

▪ 𝑇𝑅 - Annual time to read online 
privacy policies

▪ 𝑝 – Population of USA internet users

▪ 𝑅 – Average national reading rate 
(words per minute) 

▪ 𝑛 – Average number of unique sites 
visited per year

Factors to consider: 

▪ Cost of time at work (wages) vs time at 
home (opportunity cost) 

▪ Number of websites seen at work vs at 
home 

▪ Number of websites seen rather than 
visits

▪ People do not always read, they skim

▪ Privacy policies vary in length and 
content complexity
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Amount of time needed to skim a policy

▪ Online survey where users had to find 

answers to privacy question in a 
provided policy

▪ Policies: very short policy (928 words), 

one very long policy (6,329 words) and 
four policies close to the typical 2,500 
word length.

▪ The three policies clustered near 

2,500 words ranged in median times 
from 23 to 24 minutes and did not show 
statistically significant differences in 
mean values.
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Aleecia McDonald and Lorrie Faith Cranor. The Cost of Reading Privacy Policies. I/S: A Journal of Law and Policy for the Information Society, 2008.

▪ Result: skimming times are constant 
and do not very by policy length

http://lorrie.cranor.org/pubs/readingPolicyCost-authorDraft.pdf


Cost of privacy policy reading: $1.1 trillion a year
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Aleecia McDonald and Lorrie Faith Cranor. The Cost of Reading Privacy Policies. I/S: A Journal of Law and Policy for the Information Society, 2008.

http://lorrie.cranor.org/pubs/readingPolicyCost-authorDraft.pdf


LAYERED PRIVACY POLICIES

Privacy Champions in Software Teams: Understanding Their Motivations, 

Strategies, and Challenges

Mohammad Tahaei, Alisa Frik, Kami Vaniea
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• Privacy policies are 
too complex to read

• But if consumers can’t or 
won’t read them, we loose all 
the value of privacy policies

• Idea: structured notices

• Banks in the US are required to 
provide privacy notices in a 
specific format
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Structured Layered Notices



Structured Layered Notices

• Structured notices make 
finding information easier 
because it is in the same place 
on all policies

• Specific questions also require 
clear yes/no answers
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Nice idea but:

• Requires policy makers to 
make laws and regulations

• Requires in-depth knowledge 
of issues around a 
specific industry

• Nuances are hidden/lost

• People still do not normally 
read these

• Will not work for all sites
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Structured Layered Notices



GDPR AND RELATED REGULATIONS

Kami Vaniea -- Developer Centered Privacy -- SHB 2021 40



Data Protection Directive (EU, 1995)

• Notice—data subjects should be given notice when their data is being 
collected;

• Purpose—data should only be used for the purpose stated and not for any 
other purposes;

• Consent—data should not be disclosed without the data subject’s consent;
• Security—collected data should be kept secure from any potential abuses;
• Disclosure—data subjects should be informed as to who is collecting their 

data;
• Access—data subjects should be allowed to access their data and make 

corrections to any inaccurate data
• Accountability—data subjects should have a method available to them to 

hold data collectors accountable for not following the above principles.



Safe Harbor: International Safe Harbor Privacy 
Principles

• EU prohibited the transfer of 
data to countries with weaker 
privacy laws. 
• The US had weaker protection 

laws…..

• Safe Harbor was a list of privacy 
principles non-EU companies 
could promise to uphold

• Declared invalid in 2015 because 
the United States could order 
companies to give data



Sound familiar? US 
wants to ban TikTok 
because China 
government can 
access data….
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GDPR Principles 
▪ Lawfulness, fairness and transparency – there 

needs to be a lawful basis for processing and the data 
subject as the right to know how their data will be 
used. 

▪ Purpose limitation - data must be collected with 
the purpose and only used for it or compatible 
purposes.

▪ Data minimization – personal data should be 
adequate, relevant, and limited to what is necessary.

▪ Accuracy – personal data should be kept updated 
and incorrect data must be deleted. 

▪ Storage limitation – only keep personal data as 
long as you need it

▪ Integrity and confidentiality (security) – 
appropriate security measures should be taken. 
Follow “integrity and confidentiality”.

▪ Accountability – take responsibility and keep 
records showing compliance.
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Notice-and-choice

▪ Consumer is responsible for deciding who to 
give their data to

▪ Minimal government requirements about 
company behavior with data as long as 
behavior is disclosed to consumers

▪ Privacy loss is hard to link to evidence of 
harms, and legal system focuses on harms

GDPR

▪ Government has picked “guardrails” where 
privacy practices must conform to a stated 
set of rather broad rules

▪ Company that originally collects data legally 
responsible for ensuring it is used for the 
purposes originally stated AND that consent 
was given

▪ Privacy loss is considered an issue when data 
becomes used for purposes other than the 
original stated ones

GDPR differs from US notice-and-choice model
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FINGERPRINTING
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Smart Electricity Meter
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Molina-Markham A, Shenoy P, Fu K, Cecchet E, Irwin D (2010) Private memoirs of a Smart 

Meter. In: workshop on embedded sensing systems for energy-efficiency in building



Browser Fingerprinting: https://coveryourtracks.eff.org/ 
Visited via Edge on a Windows Surface
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https://coveryourtracks.eff.org/


https://coveryourtracks.eff.org/ (Visited via Edge)
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https://coveryourtracks.eff.org/


Default Firefox on Surface
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My Normal Firefox on Surface 
with Javascript blocker and adblocker enabled



Default Firefox on Surface My Normal Firefox on Surface 
with Javascript blocker and adblocker enabled
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ENCRYPTION != PRIVACY
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Confidentiality

Integrity Availability
Secure

Defining Security - CIA

▪ Confidentiality 

▪ Ensures that computer-related 
assets are accessed only by 
authorized parties.

▪ Integrity 

▪ Assets can be modified only by 
authorized parties or only in 
authorized ways.

▪ Availability

▪ Assets are accessible to authorized 
parties at appropriate times.

• Secrecy 
• Privacy

• Write protection 
• Deletion 

protection

• Correct people 
can access

• Online
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Bad assumption….

▪ Cryptography gives us Confidentiality 

▪ Privacy is all about Confidentiality

▪ Encryption == Privacy 

▪ If a person uses an app that supports end-to-end encryption they get 
confidentiality and therefore privacy.

▪ Actually, they may not get either privacy or security
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WhatsApp is E2E encrypted. 
Does that give you privacy?

ECE458 - Kami Vaniea 56

▪ Natalie May Edwards was convicted of 
“unlawful disclosure” 

▪ Aka talking to a journalist 

confidentially

▪ She used WhatsApp

▪ Her WhatsApp conversation
metadata was used in court



WhatsApp is E2E encrypted. 
Does that give you privacy?
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▪ Message content in WhatsApp is E2E encrypted

▪ Metadata like who is sending/receiving is not E2E 
encrypted and the times sending and receiving 

happen

▪ WhatsApp shares contact data with Facebook

▪ Law enforcement can and does request detailed 
metadata about WhatsApp chats



WhatsApp is E2E encrypted. 
Does that give you privacy?
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▪ EU fined Facebook for saying it would not 
share WhatsApp data with Facebook and then 

doing so



WhatsApp is E2E encrypted. 
Does that give you privacy?
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▪ You can learn quite a bit about 
someone from what their friends 

post

▪ Knowing who their friends are 
really helps

▪ Contact lists create a network 
graph with weights based on how 
often communication happens

Dilara Keküllüoglu, Walid Magdy, Kami Vaniea (2020). Analysing Privacy Leakage of Life Events on Twitter. In Proceedings of the 12th ACM Conference on Web Science. 

Privacy leakage on Twitter. Automatic 
identification of life events of Protected 
accounts. 

https://vaniea.com/authors/dilara-kekulluoglu/
https://vaniea.com/authors/dilara-kekulluoglu/
https://vaniea.com/authors/walid-magdy/
https://vaniea.com/authors/kami/
https://vaniea.com/publication/kekulluoglu2020analysing/
https://vaniea.com/publication/kekulluoglu2020analysing/


Unexpected uses of technology 
make making good choices hard
▪ You are more inclined to trust people 

who look like people you trust (including 

yourself)

▪ Idea: use AI to create ads that look like 
someone you would trust by combining a 
model with your or your friend’s face

▪ This approach is nearly impossible to 
detect and is effective
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Samat, Sonam, Eyal Peer, and Alessandro Acquisti. "Can Digital Face-Morphs Influence Attitudes and Online Behaviors?." SOUPS 2018.



Metadata can have huge impacts on people

▪ Many cases of people being declared 
dead by an algorithm 

▪ This woman was declared dead 
(incorrectly) when a former employee 
“told the court she had died to win 
damages from her beneficiaries, following 
two other failed lawsuits.”

▪ She had to get COVID shots by 
pretending to be homeless, because dead 
people don’t get healthcare 

ECE458 - Kami Vaniea 61



Well that is concerning…. 

Only real option is to hide in plain sight
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STEGANOGRAPHY
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Steganography

▪ Hiding information in plain sight

▪ Used to hide that a message is even 
being sent

▪ Or used to hide the real message in a 
less problematic message
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Photo of a kitten?
Secret message?
Both?



Hiding information in images

▪ Jpeg format includes a start of image 
and end of image set string

▪ Photo viewers will stop reading after 

reading the EOI even if there is more 
data
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https://zbigatron.com/image-steganography-simple-examples/



Jpeg images
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/9j/4AAQSkZJRgABAQAAAQABAAD/4TIGRXhpZgAATU0AKgAAAAgACwEPAAIAAAAGAAAIngEQAAIA

/9j/4AAQSkZJRgABAQAAAQABAAD/4TIGRXhpZgAATU0AKgAAAAgACwEPAAIAAAAGAAAIngEQAAIA

▪ First line (BASE64) for 
two kitten photos



Hiding information in images

▪ Jpeg format includes a start of image 
and end of image set string

▪ Photo viewers will stop reading after 

reading the EOI even if there is more 
data

▪ So just put some data at the end of 
the file after the EOI
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https://zbigatron.com/image-steganography-simple-examples/



Hiding information in images

▪ Problem: the “Hidden Message” still 
has identifiable substrings 

▪ Great Firewall of China (for example) 

that looks at all packets going past 
would spot unacceptable content

▪ Scanning software that scans the 
whole file will also spot the message
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https://zbigatron.com/image-steganography-simple-examples/



Hide in least significant bits

▪ Images are just RGB values 

▪ Lowest values have minimal impact 

on color

▪ Text is just bits

▪ Swap message bits for least 
significant image bits
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https://zbigatron.com/image-steganography-simple-examples/

Encode SOS in lowest two bits



Original 1 bit  used to hide

Image Steganography 
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https://incoherency.co.uk/image-steganography/



Original 3 bits  used to hide

Image Steganography 
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https://incoherency.co.uk/image-steganography/



Original 5 bits  used to hide

Image Steganography 

ECE458 - Kami Vaniea 72

https://incoherency.co.uk/image-steganography/



Original 6 bits  used to hide

Image Steganography 
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https://incoherency.co.uk/image-steganography/



Original 7 bits  used to hide

Image Steganography 
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https://incoherency.co.uk/image-steganography/



Hidden Image 7 bits  used to hide

Image Steganography 
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https://incoherency.co.uk/image-steganography/



3 bits  used to hide

Image Steganography 
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https://incoherency.co.uk/image-steganography/

▪ Challenging to automatically identify 

▪ Pattern is mixed in with the image bits so 
simple pattern matching the file will not 
find it

▪ Larger image than message needed



Video call steganography
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Alice and Bob 
communicate with 

each other using 
steganography 

methods. Eve does 
not suspect their 
secret 

communication 
since the secret 

information is not 
visible to HVS

Kunhoth, Jayakanth, et al. "Video steganography: recent advances and challenges." Multimedia Tools and Applications



Remember: Security model of what a "good" cipher is

▪ Perfect Security – Given any 
ciphertext, all possible plaintexts of 

that length are equally likely

▪ Concrete Security – Adversary 
needs to do X work to break the 
cipher

▪ Indistinguishability - The 
adversary is not able to distinguish 

between two messages M1 and M2 of 
the same length

▪ Random Oracle - Ciphertext looks 
random in that there is no efficient 

way to distinguish it from a random 
function.
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Video call steganography
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Alice and Bob 
communicate with 

each other using 
steganography 

methods. Eve does 
not suspect their 
secret 

communication 
since the secret 

information is not 
visible to HVS

Kunhoth, Jayakanth, et al. "Video steganography: recent advances and challenges." Multimedia Tools and Applications

Close-to-random encryption 
output makes steganography 

effective



Steganography Summary

▪ Effective way to hide “real” 
communication 

▪ Relies on attacker not knowing it is 

there

▪ Communication still happens
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Think-pair-share
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▪ If Natalie May Edwards had used 
steganography instead of E2E 
encryption (WhatsApp) would 
it have protected her better?

▪ US FBI requested that WhatsApp 
record and provide metadata on her 
account

▪ She was observed to be speaking to a 
reporter frequently

▪ That reporter then published an article 
including information Edwards had



IDENTITY AND DATA OWNERSHIP

Kami Vaniea -- Developer Centered Privacy -- SHB 2021 82



Defining privacy 
- The Cambridge Dictionary

▪ Someone’s right to keep their personal matters 
and relationships secret 

▪ Right to control the disclosure and use of personal 
data

▪ Right to not disclose information

▪ Be alone and control access to themselves

▪ Right to be let alone

▪ Right to control access to themselves

▪ Right to have a space (physical, digital, mental) that 
is inaccessible to others
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“On the Internet, Nobody knows you’re a dog.”

▪ Anonymity – No link to your identity  

▪ Great for hiding, bad for doing things like buying stuff

▪ Multiple identities – Most people have 
multiple identities naturally. You have an 

identity with every account. 

▪ Linking identities is considered a privacy breach

▪ Pseudonymity – A unique identifier exists but 
it is not linked to the true identity. 

▪ Writers often have Pen Names where they call 
themselves something else when publishing than 
when they get a bank account. 
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By Peter Steiner in The New Yorker 1993 



Is your address your “identity”?

▪ Address is considered Personally 
Identifying Information but that is 

different than identity

▪ To the right is a list of people who 
lived in my “stair” in Edinburgh 
before me

▪ Addresses identify, but they do not 
necessarily identify you
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Concept of data ownership: 
who owns data (Western)
▪ Western culture is very 

individualistic.

▪ Assumption is that the 

individual owns data that they create 
or about them

▪ Yet, when companies are fined for 
individual data loss, money is given 
to ”the public”

▪ Oracle collected and sold personal 

data
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Concept of data ownership: 
who owns data (Indigenous)
▪ Indigenous culture is generally more 

collective (over simplification)

▪ Focus on not only privacy but also on 

community value of the data 

▪ FAIR was created by researchers to 

ensure that data is not only available 
but also useful to other researchers

▪ CARE looks at issues like collective 
benefit and how data collected about 

indigenous people can benefit or harm 
indigenous communities
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gida-global.org



AI Data as a Public 
Good

Some resources are 
considered a public 
good where they are 
owned by “the public” 
and use is licensed 
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AI Data as a Public 
Good

Should the data 
collected and used to 
train AI models be 
considered a public 
good? 

If it was, what 
obligations would AI 
companies have to 
give back to the 
public?
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In the USA each 
state has its own 
security breach 
notification laws
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California maintains a public list of data breaches

▪ Most states require companies to 
notify state residence when there is a 

data breach

▪ Some (inc. California) also post those 
breach notifications online
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https://oag.ca.gov/privacy/databreach/list
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QUESTIONS

ECE458 - Kami Vaniea 95


	Introduction
	Slide 1: ECE458/ECE750T27: Computer Security Privacy
	Slide 2: First, the news… 

	Trust and e-commerce
	Slide 3: Trust and e-commerce 
	Slide 4: Roll back time to the early 2000’s
	Slide 5: “In the rush to build Internet businesses, many executives concentrate all their attention on attracting customers rather than retaining them. That was a mistake. The unique economics of  e-business make customer loyalty more important than ever.
	Slide 6: “On the Web … business is conducted at a distance and risks and uncertainties are magnified… Customers can’t look a salesclerk in the eye, can’t size up the physical space of a store or office, and can’t see and touch products. They have to rely 
	Slide 7: Problem: How can we make people feel safe spending money online?
	Slide 8: Trust transfer
	Slide 9: Problem: We need a trusted cross-site signal that users can trust.   Answer: Privacy policies
	Slide 10: Federal Trade Commission Act of 1914 (USA)
	Slide 11: Federal Trade Commission Act of 1914 (USA)
	Slide 12: Federal Trade Commission (FTC)
	Slide 13: Roughly: The FTC declared that if an organization said it did X in its privacy policy, but then was shown to not be doing X, then the FTC could levy a large fine.   Also if it had no privacy policy, that was unfair, and the organization could be
	Slide 14: Morning Lecture Stopped Here
	Slide 15: FTC vs Google Buzz
	Slide 16: FTC vs Google Buzz
	Slide 18: Office of the Privacy Commissioner of Canada
	Slide 19: Office of the Privacy Commissioner of Canada: Home Depot Case
	Slide 20: How did the Home Depot complaint come about?
	Slide 21: I tried to disconnect "Dealers United"

	Notice and Choice
	Slide 22: notice and choice
	Slide 23: Notice and Choice: The idea
	Slide 24: Notice is provided via privacy policies
	Slide 25: Betterment’s privacy policy
	Slide 26: Amazon Privacy Policy
	Slide 27: How much money would it cost the US economy if everyone read through privacy policies?

	How Much Money To Read
	Slide 28: How Much Money would It cost if everyone read privacy policies?
	Slide 30: Calculating the cost of reading privacy policies
	Slide 31: Amount of time needed to skim a policy
	Slide 32: Cost of privacy policy reading: $1.1 trillion a year

	Layered Notices
	Slide 33: Layered Privacy Policies
	Slide 34
	Slide 35: Structured Layered Notices
	Slide 36

	GDPR
	Slide 40: GDPR and Related Regulations
	Slide 41: Data Protection Directive (EU, 1995)
	Slide 42: Safe Harbor: International Safe Harbor Privacy Principles 
	Slide 43: Sound familiar? US wants to ban TikTok because China government can access data….
	Slide 44: GDPR Principles 
	Slide 45: GDPR differs from US notice-and-choice model

	Fingerprinting
	Slide 46: Fingerprinting
	Slide 47: Smart Electricity Meter
	Slide 48: Browser Fingerprinting: https://coveryourtracks.eff.org/  Visited via Edge on a Windows Surface
	Slide 49: https://coveryourtracks.eff.org/ (Visited via Edge)
	Slide 50
	Slide 51

	Encrytion != Privacy
	Slide 53: Encryption != Privacy
	Slide 54: Defining Security - CIA
	Slide 55: Bad assumption….
	Slide 56: WhatsApp is E2E encrypted.  Does that give you privacy?
	Slide 57: WhatsApp is E2E encrypted.  Does that give you privacy?
	Slide 58: WhatsApp is E2E encrypted.  Does that give you privacy?
	Slide 59: WhatsApp is E2E encrypted.  Does that give you privacy?
	Slide 60: Unexpected uses of technology make making good choices hard
	Slide 61: Metadata can have huge impacts on people
	Slide 62: Well that is concerning….   Only real option is to hide in plain sight

	Steganography
	Slide 63: Steganography
	Slide 64: Steganography
	Slide 65: Hiding information in images
	Slide 66: Jpeg images
	Slide 67: Hiding information in images
	Slide 68: Hiding information in images
	Slide 69: Hide in least significant bits
	Slide 70: Image Steganography 
	Slide 71: Image Steganography 
	Slide 72: Image Steganography 
	Slide 73: Image Steganography 
	Slide 74: Image Steganography 
	Slide 75: Image Steganography 
	Slide 76: Image Steganography 
	Slide 77: Video call steganography
	Slide 78: Remember: Security model of what a "good" cipher is
	Slide 79: Video call steganography
	Slide 80: Steganography Summary
	Slide 81: Think-pair-share

	Identity and ownership
	Slide 82: Identity and Data ownership
	Slide 83: Defining privacy  - The Cambridge Dictionary
	Slide 84: “On the Internet, Nobody knows you’re a dog.”
	Slide 85: Is your address your “identity”?
	Slide 87: Concept of data ownership: who owns data (Western)
	Slide 88: Concept of data ownership: who owns data (Indigenous)
	Slide 89: AI Data as a Public Good  Some resources are considered a public good where they are owned by “the public” and use is licensed 
	Slide 90: AI Data as a Public Good  Should the data collected and used to train AI models be considered a public good?   If it was, what obligations would AI companies have to give back to the public?
	Slide 91: In the USA each state has its own security breach notification laws
	Slide 92: California maintains a public list of data breaches
	Slide 93
	Slide 94

	Questions
	Slide 95: Questions


