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First, the news...

= First 5 minutes we talk about something interesting and recent
= You will not be tested on the news part of lecture
= You may use news as an example on tests
= Why do this?
1. Some students show up late for various good reasons

2. Reward students who show up on time

3. Important to see real world examples
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Side-channel attack

Instead of tracking a
Prime Minister,
easier to just wait
for his security
detail to upload

running data onto
Strava.

Swedish PM'’s private address revealed
by Strava data shared by bodyguards

Data made public by Ulf Kristersson’s security revealed his
location, routes and movements over several years

O An Instagram post of ULf Kristersson (right) running with Jonas Gahr Stgre, the Norwegian prime
minister (left), and Alexander Stubb (centre), the Finnish president, in Norway. Photograph:
kristerssonulf / instagram

Secret service bodyguards have been accused of jeopardising the Swedish
prime minister’s safety over several years by sharing details of their running
and cycling routes on the fitness app Strava.

Ulf Kristersson’s bodyguards appear to have inadvertently revealed his
location, routes and movements - including details of hotels and his private
addresses - by uploading their workouts to the app, making them publicly
available.
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We have covered...

= Basics of security Not on exam

= Authentication =—Phishing — barely covered, will only
show up on exams at a high level

. Crvot h —STRIDE — Threat modeling as a
tYPLOSTapiy concept could be on the exam. But I

= Network do not expect you to know things like
STRIDE

= Access control

= Programming security
—JPv6 — It exists and is the newer

version of IPv4

= Privacy - Network Address TranslationNAT)

= Web security



CORE CONCEPTS
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Will very likely show up on an exam:

= CIAAA definition

= Privacy definition

= Man in the Middle attacks
= Reference monitor

= Key skills learned in activities (not all
activities teach skills)

= Swiss Cheese Model

= Threat model — who is the attacker,
what can they do?
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Data exists in different places, and the approaches to protect it
differ depending on where it is.
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TWO CASES



Verizon added
cookies to all

connections so that

advertisers could

track better and

Ink

data to demographics
Verizon provided.

dl'S TECHNICA

Verizon's zombie cookie gets new life

Verizon's tracking supercooKkie joins up with AOL’s ad tracking network.

63

Verizon is giving a new mission to its controversial hidden
identifier that tracks users of mobile devices. Verizon said in a
little-noticed that it will soon begin sharing the
profiles with AOL's ad network, which in turn monitors users
across a large swath of the Internet.

w” previously indestructible tracking
code

That means AOL's ad network will be able to match millions of Internet users to their real-world details
gathered by Verizon, including " ." AOL's network is on 40 percent of
websites, including on ProPublica.

AOL will also be able to use data from Verizon's identifier to track the apps that mobile users open, what
sites they visit, and for how long. Verizon purchased AOL earlier this year.




—
Verizon MITM to add a “perma-cookie”

= Verizon smartphone customer traffic was modified by Verizon to add a header
with a unique identifier

= “Verizon Wireless does not use the [cookie] to track where customers go on the
web.” @kennwhite (Verizon)

= Opt-out option was provided to customers two years after the header started being
used.

= “If a customer has not opted out [...] ad serving partners will receive demographic and third-
party interest based segments” @kennwhite (Verizon)
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On-device MITM
Attack

Lenovo shipped
computers with
software that used
MITM to inject ads
into all network
traffic.

dl'S TECHNICA

Lenovo PCs ship with man-in-the-middle
adware that breaks HTTPS connections
[Updated]

Superfish may make it trivial for attackers to spoof any HTTPS website.

web server

S&
X
attacker

Lenovo is selling computers that come preinstalled with adware that hijacks encrypted Web sessions and
333 may make users vulnerable to HTTPS man-in-the-middle attacks that are trivial for attackers to carry out,
security researchers said.

The critical threat is present on Lenovo PCs that have adware from a company called Superfish installed. As
unsavory as many people find software that injects ads into Web pages, there's something much more
nefarious about the Superfish package. It installs a self-signed root HTTPS certificate that can intercept
encrypted traffic for every website a user visits. When a user visits an HTTPS site, the site certificate is signed
and controlled by Superfish and falsely represents itself as the official website certificate.

Even worse, the private encryption key accompanying the Superfish-signed Transport Layer Security
certificate appears to be the same for every Lenovo machine. Attackers may be able to use the key to certify
imposter HTTPS websites that masquerade as Bank of America, Google, or any other secure destination on
the Internet. Under such a scenario, PCs that have the Superfish root certificate installed will fail to flag the
sites as forgeries—a failure that completely undermines the reason HTTPS protections exist in the first place.




Lenovo, a laptop manufacturer

= Pre-installed Supertish

= Superfish Man-in-the-middled all
traffic and added advertising

= Superfish/Lenovo pre-installed a
single self-signed root certificate

= They used the same root certificate
with a weak 1024-bit RSA key on ALL
affected Lenovo PCs (1024-bit
depreciated in 2013)
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152 3134
UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

Commissioners: Maureen K. Ohlhausen, Acting Chairman
Terrell McSweeny

)
In the Matter of )
) Docket No. C-
LENOVO (UNITED STATES) INC. )
a corporation. )
)
COMPLAINT

The Federal Trade Commission, having reason to believe that Lenovo (United States)
Inc. has violated Section 5(a) of the Federal Trade Commission Act, 15 U.S.C. § 45(a),
and it appearing to the Commission that this proceeding is in the public interest, alleges:

1. Respondent Lenovo (United States) Inc. (“Lenovo”) is a Delaware corporation with its
principal office or place of business located at 1009 Think Place, Morrisville, North
Carolina 27560-9002.

2. The acts and practices of Respondent alleged in the Complaint have been in or affecting
commerce, as “commerce” is defined in Section 4 of the Federal Trade Commission Act.

RESPONDENT’S BUSINESS PRACTICES

3. Respondent is one of the world’s largest manufacturers of personal computers, including
desktop computers, laptops, notebooks, and tablets. Respondent employs approximately
7,500 people in the United States.

4. In August 2014, Respondent began selling certain laptop models to U.S. consumers with
a preinstalled ad-injecting software (commonly referred to as “adware”), known as
VisualDiscovery. VisualDiscovery was developed by Superfish, Inc. , a Delaware
corporation with its principal office or place of business located in Palo Alto, California.

5. VisualDiscovery delivered pop-up ads to consumers of similar-looking products sold by
Superfish’s retail partners whenever a consumer’s cursor hovered over the image of a
product on a shopping website. For example, if a consumer’s cursor hovered over a
product image while the consumer viewed owl pendants on a shopping website like
Amazon.com, VisualDiscovery would overlay pop-up ads onto that website of other
similar-looking owl pendants sold by Superfish’s retail partners.
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DEFINITIONS
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Theoretically how
the system works

Actually how the
system works
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Security
professional:
Remove, block, defend,
or otherwise prevent
unintended harmful
uses of a system.
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Security is a whole
system issue

Software
Hardware

Physical
environment

Personnel

Corporate and legal
structures

Security properties to ensure

Confidentiality No improper
information gathering

Integrity Data has not been
(maliciously) altered

Availability Data/services can be
accessed as desired

Accountability Actions are traceable to
those responsible

Authentication User or data origin
accurately identifiable

ECE458 - Kami Vaniea 15



Defining privacy
- The Cambridge Dictionary

= Someone’s right to keep their personal matters
and relationships secret

= Right to control the disclosure and use of personal
data

= Right to not disclose information

= Be alone and control access to themselves
= Right to be let alone
= Right to control access to themselves

= Right to have a space (physical, digital, mental) that
is inaccessible to others




Swiss Cheese Model
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AUTHENTICATION AND ACCESS CONTROL
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Authentication

= Veritying a fact about an entity before allowing it/them to perform an action
= Entity could be a person or a computer or even an animal (think dog doors)

= Action can include viewing, reading, writing, or interacting in any way (see access control)

= Authentication should happen every time an action is taken and there is no way to
be certain that the authenticated entity has not changed.

= Authentications do not have to be the same

« Initial authentication can be:
= person -> computer
= person -> web server
= Followed by computer -> web server for future transactions
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Authentication factors (for humans)

Password

Forgotten account?

| =3

RSA SecurlD’

» Something you know
= Password, mother’s maiden name, your address

» Something you have

= Student ID card, credit card chip, RSA key fob,
Yubikey

= Something you are

= Fingerprints, voice tones, iris, typing patterns



Password protections

Problems Protections
= Stranger guessing = Selecting passwords resistant to guessing
= Significant-other guessing = Hashing with salt
= Offline/online guessing = Lockout
= Tricking the user into giving it away = 2 factor authentication
(phishing)

= SMS authentication
= Stealing from users or from servers :
= Authenticator app

= Backup authenticator (reset)

ECE 458 - Kami Vaniea 23



Access Control

= Ensure that certain users can use a resource in one way (i.e. read-only), others in a
different way (i.e. modify), and still others not at all.

= Subjects — human users who are often represented by surrogate programs
running on behalf of the users

= Objects — things on which an action can be preformed. Such as files, database
tables, programs, memory objects, hardware, network connections, and
processors. User accounts can also be objects since they can be added to the
system, removed, and modified.

= Access modes — any controllable actions of subjects on objects, including read,
write, modify, delete, execute, create, destroy, copy export, and import.
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Access control

A guard controls whether a principal (the subject) is allowed to perform
an action (access mode) on a resource (the object).

: > - Access - Reference > ( :
< STlE: request monitor Ol >
\ ] | )
| |

Authentication Authorization




Access Control Implementation

Approaches Possible limitations
= Access Control Directory = Lookup time impacts file access time
= Access Control Matrix = Revocation of permission accuracy and time
= Access Control Triples = Insertion time
= Access Control Lists = Conflicts — i.e. permission granted twice
= Ordered with wildcards = Delegation of permissions
= Capabilities = Confused deputy problem
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Information flow control

A guard controls whether a principal (the subject) is allowed access to a
resource (the object).

< Object H Refer.ence ﬁ( Subject >
monitor
\ J\ J
| |

Authorization Authentication

This is the dual notion, sometimes used when confidentiality is the
primary concern.



Information flow control

1
Email

B o ' Server

Document with top
secret data

Journalist
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Multi-level security

= Multi-level security (MLS) systems originated in the military. A security level
is a label for subjects and objects to describe a policy.

= These are models or ways of thinking about the problem of access control logically
and are not implementations

= Security levels are ordered

Unclassified < Confidential < Secret < Top Secret

= Ordering is important since it can express policies like “no write down” to prevent
a subject with high-level clearance from writing secrets into a low-level document
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R
Bell-LaPadula

= Simple model of MLS designed to promote academic thought
» Simple Security Condition — Subject S can read object O if and only if L(0) < L(S)
= *_Property (star property) - Subject S can read object O if and only if L(S) < L(0)
= In other words:

= Noread up

= No write down
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R
Biba Integrity Model

= Focus on the integrity of the data rather than the = In other words...

confidentiality No read down
n T W

= Subjects S and Objects O have Integrity values ,
= No write up

= Simple Integrity Property — subjects at a given level
of integrity must not read data at a lower integrity level
(no read down)

= * Integrity Property — subjects at a given level of
integrity must not write to data at a higher level of
integrity (no write up)

= Invocation Property — processes from below cannot
request higher access; only with subjects at an equal or
lower level

31
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PHISHING
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This is a phishing
email

LLook real
Realistic event
Real student

Visually identical to
real email

But
Wrong URL

~rom John Doe <jdoe@sms.ed.ac.uk>
Subject shared document 11/05/18 06:59

To Undisclosed recipients:; .
~ To protectyour privacy, Thunderbird has blocked

- remote content in this message.

John Doe (jdoe@sms.ed.ac.uk) have shared a secured file
with you. Kindly sign with your E-mail to view the Shared folder.

View Theﬁhared File Here

' 2018 Dropbox

The University of Edinburgh is a charitable body, registered in
Scotland, with registration number SC005336.

o

http://card-rd.ga/chop/office/office/index.html
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But it is actually two directional

The user must first make sure they are
interacting with the “correct” website. Then
the website must make sure that they are
interacting with the “correct” user.




CRYPTOGRAPHY
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Caesar Cipher, shift 7 (a->h)

Plaintext

margaret eleanor atwood, cc, o ont, frsc, poet, novelist,
critic, professor (born 18 november 1939 in ottawa, on).
a varied and prolific writer, margaret atwood is among
the most celebrated authors in canadian history. her
writing is noted for its careful craftsmanship and
precision of language, which lend a sense of inevitability
and a resonance to her words. in her fiction, atwood has
explored the issues of our time, capturing them in the
satirical, self-reflexive mode of the contemporary novel.
she has written 14 novels, nine short-story collections,
16 books of poetry, and 10 volumes of non-fiction. she
has received two governor general’s literary awards, two
booker prizes, a scotiabank giller prize, and numerous
other honours and accolades. she is a companion of the
order of canada and a chevalier of the I'ordre des arts et
des lettres of france.

Ciphertext

thynhyla lslhuvy hadvvk, jj, v vua, myzj, wvla, uvclspza,
jypapj, wyvmlzzvy (ivyu 18 uvcltily 1939 pu vaahdh, vu).
h chyplk huk wyvspmpj dypaly, thynhyla hadvvk pz
htvun aol tvza jlsliyhalk hbaovyz pu jhuhkphu opzavyf.
oly dypapun pz uvalk mvy paz jhylmbs jyhmazthuzopw
huk wyljpzpvu vim shunbhnl, dopjo sluk h zluzl vim
pulcpahipspaf huk h ylzvuhujl av oly dvykz. pu oly
mpjapvu, hadvvk ohz lewsvylk aol pzzblz vim vby aptl,
jhwabypun aolt pu aol zhapypjhs, zlsm-ylmslepcl tvkl
vm aol jvualtwvyhyf uvcls. zol ohz dypaalu 14 uvclsz,
upul zovya-zavyf jvssljapvuz, 16 ivvrz vim wvlayf, huk 10
cvsbtlz vim uvu-mpjapvu. zol ohz yljlpclk adv nvelyuvy
nlulyhs’z spalyhyf hdhykz, adv ivvrly wypglz, h
zjvaphihur npssly wypgl, huk ubtlyvbz vaoly ovuvbyz
huk hjjvshklz. zol pz h jvtwhupvu vim aol vykly vin
jhuhkh huk h jolchsply vm aol s'vykyl klz hyaz la klz

slaaylz vm myhujl.
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Playfair Cipher - Early Block Cipher Key: Playfair Example

. Rectangle. piCk 7 % % Q * If detailed Playfair L A Y F
¢ ) but RN shows up on the R E X M
romi same row bu : - : : exam, the rules on c D G H
opposite corner PR this slide will be
provided. N O Q S
Hence, OR — ZX T U \Y W Z
= Column: pick ¥ % Q * * % % % % Plain text: Hello World
** B *K* ¥ kR Ok X HE LX LO WO RL DX
letter one row £ ok
o I ¥ ok R L 3 % % I P
dOWIl, wrapping if * kY ok k X kK Kk X Diagram HE -> DM (rule 3)
necessary.
P L A Y F
= Row: pick letters £k ok X £orox ko I R |E X M
one step to right, . £ ORW* B C D G H
wrapping if A K N O Q 8
necessary. T U V W Z

Hence, OR — YZ Hence, OR —- RW
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Frequency - Plaintext

Frequencies - Ciphertext

|

1

1

|

|

I

I

I

]

|

]

|

|

|

|

1 A I
|
|
|
|

N

< < T =~ X

w 5 o~ 6 2 - £ O o B

=}

o o -+ o —.
)

=}
(9)]
=}
—
o
)
-
(9)]
[}

200 250 300 350
0o 10 20 30 40 50 60 70



ECE 458 - Kami Vaniea

Stream vs Block

Stream Ciphers

= Pros

o Speed of transformation, each character can
be encrypted/decrypted as it comes in

o Low error propagation, a transcription error
on one character will not impact the other
characters

= Cons

o Low diffusion, one character in plaintext
results in one character of ciphertext

o Susceptible to malicious insertions and
modifications

Block Ciphers

= Pros

o High diffusion, information from the plaintext
is spread across several ciphertext characters

o Immunity to insertion, inserting one character
will cause issues in deciphering

= Cons

o Slow to encrypt, the entire block must be
encrypted/decrypted at once

o Padding, message must be a certain length
and sometimes irrelevant text must be added

o Error propagation, an error in one character
will impact all other characters in the block
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Symmetric ciphers

= The same key is used for encryption and decryption

= Sharing the key can be problematic

Leo Marks with letter One Time Pad written

on silk. These were used during WWII by
spies. Letters unraveled after use to prevent

H decryption of earlier messages if captured.
\4 \ O o« o 1
. . . rigina
Plaintext Ciphertext Decryption :
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Diffie-Hellman key exchange (Invented 1976... or maybe 1969)

= Allows two entities to agree on a
secret key while communicating
publicly.

= Protocol uses the multiplicative group
of integers modulo p where p is prime
and g is a primitive root modulo p.

Primitive Root:
The number 3 is a primitive root modulo 7[°! because

38 = 3"x3 = 1x3 = 3 = 3 (mod 7)
32 = 3 x3 = 3x3 = 9 = 2 (mod?7)
33 = 3¥x3 = 2x3 = 6 = 6 (mod 7)
3 = 3x3 = 6x3 = 18 = 4 (mod 7)
3 = 3'x3 = 4x3 = 12 = 5 (mod 7)
3% = 3%x3 = 5x3 = 15 = 1 (mod 7)

Public Channel

1. Alice and Bob agree
on public parameters
> <
p=23,9g=5
8 Alice /
a=4
2. Alice combines her secret key (a)

with the parameters and sends the
resulting public key (A) to Bob

é@ﬁ

4, Alice combines (B)
with her secret key (a)

a s=10*mod 23 =18

6. Alice and Bob have a
shared secret!

3. Bob combines his secret key (b)
with the parameters and sends the
resulting public key (B) to Alice

’B=53mod23=10

5. Bob combines (A)
with his secret key (b)

v o\

s=4"mod 23 =18

Epachamo via Wikimedia Commons
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Asymmetric ciphers

= Different keys are used to encrypt and decrypt

= Public/private key encryption is one of the more famous asymmetric ciphers

Encryption Decryption

Key

. . : Original
m

Key




Public/private key cryptography
= Generate two “keys” that are paired

 Whatever one key encrypts only the
other key can decrypt

= Public keys are given out to everybody
@ - Private keys are kept private

= K,.v can encrypt and k,,; can decrypt
P = D(Kpys, E(Kprry, P))

= Kk,.; can encrypt and k., can decrypt
P = D(kexw, E(Kpus, P))

My public key

----- BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2

mQENBFHMcg ABCACoWrYDO6K2L3VHyigeHN6suHLqMpJ+SO+IUTuLEVnUzIoXAUXH
KozHejtV /9X0G8j933ZtszXKCog3zaMESeo Eoz6fNGfolvaCes B4jwqoJt8N HwbsL
B2dnqoCplgXcN2GJIxfEHHUaf27C0SobCJxPMeshUhqZHke+g6DatmiEtBpVp410t
1zgxdMQkgb2H2xw28 RYfYkdDouetel kOr FLr Cy9ZF9KdMhA1eBH94KnwI QshdiZR
QYEX25+M8cKCb++RcgH6an7EGQWHOFRW40 UsY 520fve OyfQPzkkRto7u2339hvHo
B/h+7xLM6FQbOUZQ9BD5w7IQHEYtXJVsUjodABEBAAGOIkthbWkg VinFuaWVhIDxr
dmFuaWVhQGIuZi51ZCs5hYys51az6JATSEEWEIACKFAIYKYVECGYMFCQImAY AHCwkI
BwMCAQYVCAIJCgsEFgIDAQIe AQIXgAAK CRCTd sxlg/HZG+CACShuKxje3QAgew
GWh8K4gCdi YoxDqdwq3PHxmyhZmQeN /1a1KcOrIjI2b+Q75/5t+ EgXOHpROPIxfG
1Z6z0Epf6A18iFXx3JgQZdwPDojtBiIWNpOyMeBGTgIVEY G3s02VueQoeXcq3dbYp
5vstVxtD+TKHQ5CioITy 5P 2bzYq/XLT5aIbNQhQDPcToo DgbRH+FvqsRXr7yeaef
JaPnxXo0+1L33t2QY9zctiGyebwrvHMrIPBJ 2VYCDzQkJ7uQse Fh4ZhsMgOmzLQD4
YiGrswel MFwAvxZOaRxEagV{48jiWvrxuJ YfHWS0ohEScNOcYC2P8 q20lJ wwE26T
1pdtrwCqtBILYW 1pIFZhbmllYSASa2FtaUB2YW5pZWEuY 29tPokBQgQTAQIALAIb
IwUJCWYBgAcLCQg HAWIBBh UIAgkKCWQWA gMBAh4BAheABQJWCmMeAhkBAAoJEJN2
z2GX38d19J JATATWOrxrlYsrm KS6CbW8Mg TxxTDOXaCt1b7FoWoQZHskIUQh EcE+a
XBYib1AsuHaatLfyjeXaD3qMEoZn QHoYMGE0GKuoowWsbhfoQzHPgwzRLkD1i75M
BIbawwoKWoVB9e4AkMakXJCnF5BXeo6AHRL2v15V 205DikVnlCRX ocKtu8b7LnkM
cLn7oLobride 1uy KoNzbSnO/vp KDJp o/EY 5y UeVoolypZy/6wFQBehg1sXye 6zn O
9wb9uUsu9+/P8pz4J ILMDSevjfT7zSRS1/ YP3fOfZ6N4bc+KOdwPM7us5Iyoeugzh
pzibv3ge7Vh H2xIWz8vYZ/2xT1345tWRRMOJ AhwEEWECAAYFAITnSpEACgkQj yxM
p99tBt2B8A/+0plzOsQbQJIB8yxti4I7PpD1weJDf3a81Vhm7Jy XE/Xy66yp fdt3w
XmFRUulrwezY 1INebWNCRQHzQvRv/VJIwjbTUx+Q3HsjIkKIHbE7iCiQX Xt TRkOEny
2nudcjGI 2vo3C3B2JCucEwb6esF1x79PI/1Pv2+6tgUBKm DfOpsB2vbtqrHnmAYKL
41QBFH1YSJ gnzwo2JkhohcHd FgoZemieMeiDEe VKH63893N8 Swk5BKdTj +SKZ/L
rQEIBBIp MR9BmeY 6bPyWRuycVKonIMR80G9iFABxjTpWBL8aGk6 EeVK5EqYDGvkd
ZIarK84r+KU1KD5IfgOCN7nhwgy7VImE68caZ HSRiIPWZP1fVV MhydiR Jv8WsoUs6
INfVU3nxH+ZYthPbY0T86le GSchBT5K/fBQvbjhrRTbTFwvjzSitbgefWylDigg4
nzP6cNorir3GIpsT8gPgBB2/NjxaWiM6y3Xiaz1vRnsunQHuyKkFWPZwnEvDJYaC
NN/3jWcbhLFwKBDsaHps2+1meFPooJ FvNetzp2bj TgagpXaQ6KhOmosDnhLcaVoy
bFBpsUuBGaYZTSSo5x1RAXHqpEbgap8dtu HhVvJwgQYDQBJroK4a KyGgqqMD8cta
P1/FAdy AqwH8 NwoefqAK+RQxSV UauegBY EnbIR psDK6MKP3YMFmuski5 AQo EUcxy
AAEIALyXYy8G2ZaTDJpdGcRhmIqOOSUlzPVy /5E5BbYK BNu4KU3n X+JLVcF5jxPQ
42¢7i/WRVxE1BJ TiarK Gs EvCig4 TTXSIUK At 3T10GBtXm GvqbGBq81jSG11UTwdF
5yu50JyRSf2fqRND6P /2eHNXejDUtd vhUXIUt8 hgMuUO/ipDo DnwIvMnAATJHA+R
ZqwooNpyjRGzvr3iuWUwe4PtyJDI3ELAFkbp/NAc5s TITuVHRHNOWNplcl JhM5zHuB
QQb3G/EsCn2PQZ5w5SDzavF2SpvQfDgx YpDaTLAXtF+wsJL5i aUjxwRgJPOdbCZf
2T0zd7hgMXtGJDIPKJ8eLG8ogeMA EQEAAYKBJQQYAQIA DWUCUcxy AATbDAUJCWYB
gAAKCRCTdsxlg/HZfS+hB/9BJqSmIgcoHFXnb1PVIKxekzL8+WVms5Pk/EgMQSLZ2
HX4p3ialsPEPcYgUwgYnaG4ioodwJ Gws/daTWRITzen Kd8YqoP+DUot96HZDSu 3m
mCzE9NVAQYboFbVmGOx0e0627UBSvFqaXvAx BDYkoR8 BOTnKh rQFwXkZVb30hKwD
TgAFjOGIZiE6uAdST231tFaqobizYfe5A VXRqro20x BqNbaJNqs3SWoD831Syvdy
110Bx83/Rogg7hUkI6F2vzXicWmUwFSXRrggCSbLosHsP6isBWwvlHeRmna/aQab
YKG3gbVoiyzAS31gbogVLAZNSWhp8vVIEE28Fy{/Ed

=x5FK

————— END PGP PUBLIC KEY BLOCK-----




SP-Networks (Substitution and Permutation Circuits)

T T O O A R O Y O

S-box

S-box

Y Y Y

S-box

S-box

BN

Figure 5.10: — a simple 16-bit SP-network block cipher

Security Engineering, v3 by Ross Anderson, Ch 5.4




Hashing

= A hash is a one way function. So the same plaintext will always produce the
same hash. But the hash cannot be used to produce the plaintext.

- @ - N




Hashing passwords

A row from /etc/shadow
aychedee:$6$vb1tLY 1qiY$M.1ZCqKtJBxBtZm1gRi8Bbkn39KUOY JW1cuMFzTRANcNKFKR4RmMAQVk4rgQQCkadTewXqgjUkFcA/gNxLyqW.U/:15405:0:99999:7:::

= There are two ways to protect a password on a server:
= You can encrypt the password and keep the key in a really really safe place

= You can hash the password. Hashing does not require a secret key so there is no secret
key to lose

= A hash is a one way function. So the same password will always produce the
same hash. But the hash cannot be used to produce the password.

- ©~- KN

Plain Text




Hashing + key: Hash-based message authentication code (HMAC)

= A simple trick is to concatenate a key onto the plaintext.

= Only someone with the key could have produced that hash.

o - @ - N
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AES and DES

= Minimally covered

= You should understand what an SP-Network is and how it relates to both AES and
DES

= You should also know why DES is not considered secure

= How AES fixed that issue



LINKING KEYS WITH IDENTITIES
(OR PROPERTIES)



Approach scales
poorly

An n user system
requires
n”*(n-1)/2 keys

Expecting people to
verify that many
keys, as well as
store and not loose
them is
unreasonable

Existing Users

New KeystoBe Added = = = = = = =

58




Certificate Authorities

= A certificate authority verifies some
properties of a person/organization and
issues a “certificate” signed by their
private key.

= Certificates can be quite detailed about
what has been verified, and what they
have been verified to do.

Certificate Hierarchy

2QuoVadis Root CA 2

aQuoVadis EV SSL ICA G1

www.ease.ed.ac.uk

Certificate Fields

Issuer

aValidity
Not Before
Not After

Subject

aSubject Public Key Info
Subject Public Key Algorithm

Subject’s Public Key

Field Value

Modulus

9d
fa
9b
dz
bl
fd
25
31

obh
Sh
69
a4
13
60
04
6

2a
de
17
BE
c8
1z
cZ
26

Export...

o0
38

£ff
Sc

ed b7

c5
2a
bt
16
a5

45
56
5
43
aa

2a
dé
25
03
9d
62
35
f4

(2048 bits):

o
80
8c
as
ed
fb
06
3a

ad
49
cO
3d
B9
5f
an
40

11
8f
8c
73
47
82
66
72

o
b5
ac
de
bo
33
b3
42

Sf
2c
S0
92
eb
ch

ed

85
Sc
28
ac
8b
as
75
g3

ff
Bb
55
25
el
5d
ff
43

34
51
G7
06
B
of
Se
b2

£5
ec
00
99
17
24
cb
aa

cl
74
(8] o]
39
25
92
54
Oe
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Steganography

= Hiding information in plain sight

= Used to hide that a message is even
being sent

= Or used to hide the real message in a
less problematic message

Photo of a kitten?
Secret message?
Both?
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NETWORKING

61



Kami Vaniea

User

3

User

Network

Mobile .
Devices _ | Wireless
Access Point

Personal
Devices

(G
Q)

Desktop Card
Read

PCs and S

laptops ! \__

Email, web and
application servers Databases

Boundary
Firewall

- \ ' 3" party
Home E server
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Types of threats

= Interception — Unauthorized viewing of information (Confidentiality)

» Inference/Privacy — Unauthorized deduction of information based on traffic
(Confidentiality)

= Modification — Unauthorized changing of information (Integrity)
= Fabrication — Unauthorized creation of information (Integrity)

= Interruption — Preventing authorized access (Availability)



Alice’s The Internet Bob’s Server
Computer

o000

®e e

® e e

Bob

.

Man in the Middle Attack
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Packet

= Smallest individually addressable
data unit transmitted.

= A packet is a simple concept: it has a

TCP

destination address, source address Header  Messize [
and message. l

= Usually created in layers by different Destination ~ Souree Message Network Layer
parts of the software stack. l

Frame

Message Footer Link Layer

Header
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MAC address

u Medium ACCGSS COIltI'Ol (MAC) W .‘,urﬁml‘mmoll SE’rﬁlLTfsfom?m—.j,“ “;Hcle‘q)
address | * DU 02

. . i T B
= Assigned at time of manufacture ~ ~
(mostly)

= Six groups of 2 hexadecimal digits

= Used to identify unique devices on a
local network

By Andrew28913 on Wikipedia



An IPv4 address (dotted-decimal notation)

172 . 16 .254 . 1
¥ ¥ ¥ ¥

10101100.00010000.11111110.00000001

I | | |
I |

| One byte=Eight bits
I

Thirty-two bits (4 x 8), or 4 bytes




0S| Network Model

Data starts at the
top of the OSI stack
= at level 7. . .
gy e - i o sk £t o Sender: 7 Recipient:
== e Apache It progresses down Firefox user o
. / Application the stack with each - >, Application
keache  Network process to application successive level _Network process to application
. adding or changin .
Presentation . dding ol SNG Presentation
6 ) : information. 6 . :
Data representation and encryption Data representation and encryption
5 Session At level 1 it travels 5 Session
Interhost communication across the physical Interhost communication
1 Transport layer to the 1 Transport
End-to-end connection and reliability recipient computer. End-to-end connection and reliability
Network b ont th Network
Path determination and IP (Logical The recipient then 3 Path determination and IP (Logical
Addressing) processes the data Addressing)
. up the stack. At .
Data Link le%el 7 an 5 Data Link
MAC and LLC (Physical Addressing) L MAC and LLC (Physical Addressing)
- application -
Physical processes the data. 1 Physical
Media, signal, and binary transmission Media, signal, and binary transmission

—
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Firewalls

= [P addresses

= MAC addresses = DNS

= Transmission Control Protocol (TCP) Denial of Service Attacks

= Ports Distributed Denial of Service Attacks
= Autonomous Systems (AS)

= Border Gateway Protocol (BGP)

= VPN

= Onion Routing



What is a URL?

= Uniform Resource Locators (URLSs) are a standardized format for describing the location and
access method of resources via the internet.

<scheme>://<user>:<password>@:<port>/<ur'l-path>?<quer'y-str'ing>

\
/ [ [ ]
<subdomain.<domain>.

|

eg. https://profile.facebook.



SECURE PROGRAMMING
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Errors vs Flaws

Errors

Unintentional

Mistakes

Typos

Possible to find through testing

If you were to compare a system diagram
or specification to the code, there should be a
discrepancy

Can only be detected after programming

Flaws

Code intentionally written that way,
security side-effects likely unintentional

Code follows intended design

Hard to impossible to find from testing, if
test and code are both based on the same
system design plan

Can be detected at the project planning phase
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Buffer Overflow

L : char A[B] = “";
= More data is written into a buffer unsigned short B — 1979;
than the buffer has allocated memory R
= As aresult, the memory allocated value null 1979
next to the buffer gets overwritten Hex 0 0 0 0 0 0O 0O 0 07 BB

= For example, initiate a character
array (A) and an unsigned short
integer (B). Then copy a string into A
that has a length > A. Result B is valuele |'x e e s s 1 v ['2585e

overwritten. Hex 65 78 63 65 73 73 69 76 65 00

strcpy (A, “excessive”);
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Incomplete Mediation

= Buffer overflows are an example of “incomplete mediation”
= Mediation — checking

= Incomplete mediation — failing to check the authorization and properties of a
subject/object before using it

Client sends:
https://exampleShop.com?price=4.99&user=4837&login=true

Server:
function f (price, user, login)
if (login = true)
chargeUser (price, user)

No server-side check if
user is logged in. No

server-side check if
price is appropriate.




Examples of Side Channels

Side Channels are an exercise in creativity:

+ Timing
+ A command doing ‘more’ will take longer
+ E.g., Square and multiply problem
+ Temperature
+ Relies on the processor heating up when it’s
working hard

+ Radio waves
+ More power being transmitted over a wire will
emit more RF

+ Power
+ A command doing ‘more’ will consume more
power

+ Many more...

Side channels allow us to acquire
information about a target in
unexpected ways

E.g., A thermal image of the
keyboard for a user who has just
logged in...
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RowHammer (20'|l|.) » Repeated activation of rows can cause bits in

neighboring rows to change

= Happens because DRAM is becoming more
compact and with lower noise margins

= A low-access process could in theory overwrite
bits in a high-access process

hammer:
mov (X), %eax // read from address X
mov (Y), %ebx // read from address Y
clflush (X) // flush cache for address X
clflush (Y) // flush cache for address Y
jmp hammer

il \‘\\

A snippet of x86 assembly code that induces the row hammer effect
(memory addresses X and Y must map to different DRAM rows in

the same memory bank)[11:3[4][18]:13-15

By Dsimic - Own work, CC BY-SA 4.0,
https://commons.wikimedia.org/w/index.php?curid=38868341 https://en.wikipedia.org/wiki/Row_hammer
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Spectre (2017/2018) Meltdown (2017/2018)

» Timing attack using speculative " Race condition attack between
execution in the CPU memory access and privilege level
, . . check
= “[induces] a victim to speculatively .
perform operations that would not 1. Attacker chooses a memory location
occur during strictly serialized in- inaccessible to them and gets it
order processing of the program’s loaded into a register

instructions, and which leak victim’s
confidential information via a covert
channel to the adversary.”

2. A transient instruction access a
cache line based on that register

3. Attacker uses Flus+Reload (timing)
to determine the accessed cache line

Kocher, Paul, et al. "Spectre attacks: Exploiting speculative execution." Communications of the ACM 63.7 (2020)



WEB SECURITY



Cute Dogs!

Cute dog sleeping
on a park bench.

Playing with a ball all
day is hard work. But
that is no reason to
release the ball.

l_‘];l/ ULIPS tulipslab.org

Loaded:

index.htmlfrom cutedog.com

dog.jpg from instagram.com
sad_dog.jpg from instagram.com
style.css from cutedog.com

tracker.js from beacon.krxd.net
invisible.jpg from doubleclick.com
connect.js from connect.facebook.net
logo.jpg from connect.facebook.net

Kami Vaniea, University of Waterloo 43



4 Reply = Forward 2 Archive @ Junk  Delete More ¥

Emails are similar - —

to m i n i We b pag eS y ” [o Me <kvaniea@inf.ed.ac.uk>
@ To protect your privacy, Thunderbird has blocked remote content in this message. Options X
they load content

the same way.

A

Dr. Vani

My ap e lengthy email requesting personal attention.

iv><div><br></div><div>Regards,</div><div>Chris</div></div><img src=3D"http=
://t.sidekickopené5.com/elt/o/5/f18dQhb8S7ks8dDMPbW2nex612B9gXrN7sKj6ev4LGzz=
VQZptn64IsbFW3Lyy-Y22z1ZNzW4OHqy21k1HE6HE®?s1i=3D62082905939640328&amp ; pi=3D2eed=
f8a0-67ac-43f@-cbed-30cede291a88" style=3D"display:none!important” height=|
=3D"1" width=3D"1"></div>

The above code loads an invisible image (display:none)
of size 1 pixel. Doing so causes your email client to ask

for the image from the server, letting them know that
you opened the email.




ECE458 - Kami Vaniea

Classic Persistent XSS Attack

Attacker ‘

Malicious EE:CRRALIE:IE
script code Website

(o
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Guestbook persistent XSS example

<html>

<title>My Guestbook!</title>

<pody> Sign my Guestbook!

You comments are greatly appreciated! <br/>

Here is what everyone said:
Here is what everyone said: <br/>

Sam: Hello
Sam: Hello Joe: Hi! John: Hello how are you?
<script>alert("XSS injection!")</script> Jane: How does the guestbook work?

Joe: Hi! <br/>
John: Hello how are you? <br/>

Jane: How does the guestbook work?<br/>

</body>

</html>
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Classic CSRF Attack

Legitimate
Request

Legitimate
Request

Malicious
Request

Evil Website

That looks ok to
the user

CSRF Vulnerable
Website
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Server-Side Scripting: Server Code

Scripting Module

Accesses other

databases and services
as needed

<html>
<body>
<p>Your number was <?php echo $x=$ GET[ 'number'];?>.</p>
<p>The square of your number is <?php $y=S$x*$x; echo Sy; ?>.</p>
</body>
</html>
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Remote File Inclusion

Malicious Input
Referencing Remote
File

Attacker Vulnerable Website

Sensitive Data




BAk;

Session Hijacking
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SOL Injection is adding attacker code to the SQL query string
I:ﬂ

SQL queries can be (incorrectly) built
from GET data:

o https://insecure-
website.com/login?username=administrat
Or" .

o Select * from user-logins where
username="<?=$ GET['username'] 2>"
AND password="<?=$ GET['password']
P>

o Select * from user-logins where
username="administrator"-Z- AND
password="123"

—- i1s the comment

command in SQL

N

~ W

yuanyuan
monkey

catch22

mouse

97a37374
badb

40102414
f17eedeffgdo

True
True
True

False



ECE458 - Kami Vaniea

PRIVACY

88



Federal Trade Commission (FTC)

= Unfair practices
= Injure consumer
= Violate established policy
» Unethical
= Deceptive practices
= Mislead consumer

= Differ from reasonable consumer expectations

89



Office of the Privacy Commissioner of Canada

= Oversees compliance with:

Office of the Commissariat
Privacy Commissioner  ala protection de

o Privacy Act - how federal government 42 of Canada Sl
handles perSOnal data For individuals For businesses For federal institutions Report a concern

o Personal Information Protection
and Electronic Documents Act (PIPEDA) - Office of the Privacy Commissioner of Canada
private sector privacy law

o ey . Protecting and promoting privacy rights
" ACthltleS llke * The Office of the Privacy Commissioner of Canada provides advice and information for individuals about

protecting personal information. We also enforce two federal privacy laws that set out the rules for how
federal government institutions and certain businesses must handle personal information.

u Inve Stigation Of Complaints Learn more about our Office.

o Auditing
o Public awareness

o Advise parliament

Call for comments
Privacy and age assurance - EXp

ECE 458 - Kami Vaniea 90



GDPR Principles

Lawfulness, fairness and transparency — there
needs to be a lawful basis for processing and the data
subg'1 ect as the right to know how their data will be
used.

Purpose limitation - data must be collected with
the purpose and only used for it or compatible
purposes.

Data minimization — personal data should be
adequate, relevant, and limited to what is necessary.

Accuracy — personal data should be kept updated
and incorrect data must be deleted.

Storage limitation — only keep personal data as
long as you need it

Integrity and confidentialit{; (security) —
appropriate security measures should be taken.
Follow “integrity and confidentiality”.

Accountability — take responsibility and keep
records showing compliance.



Privacy topics

= FTC
= GDPR

= Notice and Choice

= Privacy policies and consent

= How developers define and learn
about privacy

= Designing backends for privacy (Little
blue book)

92



Browser Fingerprinting:_https://coveryourtracks.eff.org/
Visited via Edge on a Windows Surface

Our tests indicate that you are not protected

a @ [ . CoverourTracks x  + - O x
&« X () huips//firstpartysimulator.org/kcarter?&aat=18&a=1181=11&dnt=11 AT w G 0 v @ % - D . .
— q against tracking on the Web.
o
s IS YOUR BROWSER:
- Blocking tracking ads? No
TRACKS g tracking No
Blocking invisible trackers? No

See how trackers view your browser

Protecting you from fingerprinting? | Your browser has a unique fingerprint

TESTING YOUR BROWSER

Still wondering how fingerprinting works?

This is an EFF proje OWSs you to d how easy it is to identify and track
your browser based appears to

ELECTRONIC
E FF Note: because tracking techniques are complex, subtle, and constantly evolving, Cover Your Tracks does not measure all forms of

FidAo
tracking and protection.

DONATETOEFF  CONTACT PRIV

Your Results

Your browser fingerprint appears to be unique among the 169,763 tested in the past 45 days.

& Currently, we estimate that your browser has a fingerprint that conveys at least 17.37 bits of identifying
information.
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https://coveryourtracks.eff.org/

NOTICE AND CHOICE
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Notice and Choice: the idea

[ | Users have the I‘ight tO knOW hOW =) %' Home | University of Waterloo X + v — 0 X }
theiI' data Will be used, that & O & https//uwaterloo.ca e (© ¥ B » =
information should be available %) WATERLOO

= Once users are aware, they can make I
good choices

AR kel e N a a— a e e s '
= Interacting with a site or service is a 1 |
hoi | We use cookies on this site to 2
choice ‘ enhance your user experience i
. Select 'Accept all' to agree and continue.
= Market pressures will force i T

companies to provide good choices
that customers demand
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How much money would it cost the US economy
if everyone read through privacy policies?

= Notice and choice is dependent on soosamEs
awareness of content of privacy
policies

[ OO O O O 5

S R A TR g ¢ &

= People do not read all the privacy
polices, but if they did, how much

would it cost the US economy?
3,737 words

= This information is important for
policy makers and regulatory bodies

I | D 0 A

1L

US Constitution

| 7,591 words
TikTok

/ 11,781 words

T

(1'e° OPC) The Art of War [l -
by Sun Tzu
12,035 words : https://therealtim
, 2 ereport.com/2020
/09/02/the-

average-social-
media-privacy-

Aleecia McDonald and Lorrie Faith Cranor. The Cost of Reading .
policy-takes-an-

Privacy Policies. I/S: A Journal of Law and Policy for the = ]
Information Society, 2008. hour-to-read/


http://lorrie.cranor.org/pubs/readingPolicyCost-authorDraft.pdf
http://lorrie.cranor.org/pubs/readingPolicyCost-authorDraft.pdf

~
I TULIPS

privacy notice

timing channel modality control
at setup primary visual blocking
e . hon-
just in time secondary auditory blocking
dgggﬁlxéht public haptic decoupled

o machine-
periodic readable
persistent " . "
Privacy notice design space

on demand

F. Schaub, R. Balebako, A. Durity, L.F. Cranor, A Design Space for
Effective Privacy Notices, SOUPS’15
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QUESTIONS

98



	Introduction
	Slide 1: ECE458/ECE750T27: Computer Security Revision 
	Slide 2: First, the news… 
	Slide 3: Side-channel attack  Instead of tracking a Prime Minister, easier to just wait for his security detail to upload running data onto Strava.

	We have covered...
	Slide 4: We have covered…

	Core Concepts
	Slide 5: Core Concepts
	Slide 6: Will very likely show up on an exam:
	Slide 7: Data exists in different places, and the approaches to protect it differ depending on where it is.

	Two Cases
	Slide 8: Two Cases
	Slide 9: Verizon added cookies to all connections so that advertisers could track better and link data to demographics Verizon provided.
	Slide 10: Verizon MITM to add a “perma-cookie”
	Slide 11: On-device MITM Attack  Lenovo shipped computers with software that used MITM to inject ads into all network traffic. 
	Slide 12: Lenovo, a laptop manufacturer

	Definitions
	Slide 13: Definitions
	Slide 14
	Slide 15: Security is a whole system issue 
	Slide 16: Defining privacy  - The Cambridge Dictionary
	Slide 17: Swiss Cheese Model
	Slide 18

	Authentication and Access Control
	Slide 20: Authentication and Access Control
	Slide 21: Authentication 
	Slide 22: Authentication factors (for humans)
	Slide 23: Password protections 
	Slide 24: Access Control 
	Slide 25: Access control
	Slide 26: Access Control Implementation
	Slide 27: Information flow control
	Slide 28: Information flow control
	Slide 29: Multi-level security
	Slide 30: Bell-LaPadula
	Slide 31: Biba Integrity Model

	Phishing
	Slide 32: Phishing
	Slide 33: This is a phishing email
	Slide 34: But it is actually two directional

	Cryptography
	Slide 37: Cryptography
	Slide 38: Assume the attacker knows how the crypto is done
	Slide 39: Caesar Cipher, shift 7 (a->h)
	Slide 40
	Slide 45: Playfair Cipher – Early Block Cipher
	Slide 46
	Slide 47: Stream vs Block
	Slide 48: Symmetric ciphers
	Slide 49: Diffie-Hellman key exchange (Invented 1976… or maybe 1969)
	Slide 50: Asymmetric ciphers
	Slide 51: Public/private key cryptography
	Slide 52: SP-Networks (Substitution and Permutation Circuits)
	Slide 53: Hashing
	Slide 54: Hashing passwords
	Slide 55: Hashing + key: Hash-based message authentication code (HMAC)
	Slide 56: AES and DES

	Web of Trust
	Slide 57: Linking Keys with Identities (or properties)
	Slide 58: Approach scales poorly   An n user system requires  n*(n-1)/2 keys  Expecting people to verify that many keys, as well as store and not loose them is unreasonable
	Slide 59: Certificate Authorities
	Slide 60: Steganography
	Slide 61: Networking
	Slide 62
	Slide 63: Types of threats 
	Slide 64
	Slide 65: Packet
	Slide 66: MAC address
	Slide 67
	Slide 68
	Slide 69
	Slide 70: What is a URL?

	Secure Programming
	Slide 71: Secure Programming
	Slide 72: Errors vs Flaws
	Slide 73: Buffer Overflow
	Slide 74: Incomplete Mediation
	Slide 75: Examples of Side Channels
	Slide 76: RowHammer (2014)
	Slide 77: Spectre (2017/2018)
	Slide 78: Web Security
	Slide 79
	Slide 80
	Slide 81: Classic Persistent XSS Attack
	Slide 82: Guestbook persistent XSS example
	Slide 83: Classic CSRF Attack
	Slide 84: Server-Side Scripting: Server Code
	Slide 85: Remote File Inclusion
	Slide 86: Session Hijacking
	Slide 87: SQL Injection is adding attacker code to the SQL query string

	Privacy
	Slide 88: Privacy
	Slide 89: Federal Trade Commission (FTC)
	Slide 90: Office of the Privacy Commissioner of Canada
	Slide 91: GDPR Principles 
	Slide 92: Privacy topics
	Slide 93: Browser Fingerprinting: https://coveryourtracks.eff.org/  Visited via Edge on a Windows Surface

	Notice and Choice
	Slide 94: notice and choice
	Slide 95: Notice and Choice: the idea
	Slide 96: How much money would it cost the US economy if everyone read through privacy policies?
	Slide 97

	Questions
	Slide 98: Questions


