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First, the news… 

▪ First 5 minutes we talk about something interesting and recent

▪ You will not be tested on the news part of lecture

▪ You may use news as an example on tests

▪ Why do this? 

1. Some students show up late for various good reasons

2. Reward students who show up on time

3. Important to see real world examples
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MALWARE DETECTION
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No-fault 

▪ Areas like aviation and nautical take a 
“no fault” view towards incident 

management

▪ The sectors consider it more 
important to learn from problems 
than to blame and punish
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Think-pair-share

▪ Why is n0-fault not used in computer security?

ECE458 - Kami Vaniea 5



Collaboration

▪ Defenders do need to collaborate 

▪ No one likes viruses, malware, or 
phishing, so these are “safe” to share 

▪ So organizations like VirusTotal and 
APWG collect together examples of such 
bad things and share those examples 
with everyone

▪ Company privacy costs money: 
“By submitting data [you agree] to the 
sharing of your Sample submission with 
the security community.” 
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Attacking from the inside

▪ Not all attacks are from external, 
some are from employees

▪ Castle security thinking does not 

work well with insider attacks

▪ Boundaries can sometimes be 

bypassed
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Salami Attacks

▪ Attack that takes only a small amount 
of the resource each time to avoid 

being noticed

▪ Program bank software so that money 

that is rounded off is moved to a bank 
account 
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COMMON VULNERABILITIES AND EXPOSURES 
(CVE)

ECE458 - Kami Vaniea 9



Common Vulnerabilities and Exposures (CVE)

▪ Launched in 1999, maintained by 
Mitre

▪ Assigns numbers to reported 

vulnerabilities in publicly released 
software
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Common Weaknesses 
Enumeration (CWE)
▪ Similar to CVE but tracks common 

problems at a more abstract level

▪ CVEs and CWEs often refer to each 

other
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USE-AFTER-FREE
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Use-After-Free (CWE-416)

▪ Basic idea: 

▪ P1: Creates a pointer to memory address 
A, and allocate memory there

▪ P1: Free the memory, but keep the 
pointer

▪ P2: Allocates memory and gets memory 
address A

▪ P1: Reads from memory address A using 
its still-existing pointer
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https://cwe.mitre.org/data/definitions/416.html



Use-After-Free (CWE-416)

▪ Creates a race condition for read and 
write between the two programs

▪ Possibly allow a low-security program 

to read memory of a high-security 
program

▪ Possibly allows a low-security 
program to write code to memory 
that a high-security program might 

later execute
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https://cwe.mitre.org/data/definitions/416.html



SIDE CHANNELS
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Examples of Side Channels

Side Channels are an exercise in creativity:

 Timing
 A command doing ‘more’ will take longer
 E.g., Square and multiply problem

 Temperature
 Relies on the processor heating up when it’s 

working hard

 Radio waves
 More power being transmitted over a wire will 

emit more RF

 Power
 A command doing ‘more’ will consume more 

power

 Many more…

Side channels allow us to acquire 
information about a target in 

unexpected ways

E.g., A thermal image of the 

keyboard for a user who has just 
logged in…



Electronic resonance

▪ Two wires that are physically close to 
each other resonate; they pick up 

each other's signals

▪ One easy way to "steal" data is just 
run a wire next to your target wire
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RowHammer (2014)
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https://en.wikipedia.org/wiki/Row_hammer
By Dsimic - Own work, CC BY-SA 4.0, 
https://commons.wikimedia.org/w/index.php?curid=38868341

▪ Repeated activation of rows can cause bits in 
neighboring rows to change

▪ Happens because DRAM is becoming more 
compact and with lower noise margins

▪ A low-access process could in theory overwrite 
bits in a high-access process



Flip Feng Shui (2016)

▪ Memory deduplication allows an 
attacker to reverse-map any physical 

page into a virtual page she owns as 
long as the page’s contents are 

known. Rowhammer, in turn, allows 
an attacker to flip bits in controlled 
(initially unknown) locations in the 

target page.
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Flip Feng Shui (2016)

▪ Memory deduplication – efficiency 

feature in hypervisors (VMs) to 
only store one copy of identical 
pages.

▪ Attack: Create an attack VM on the same physical 

host as victim. RowHammer victim to make pages 
identical. Hypervisor helpfully merges pages. 
Attacker now has access to victim page
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Spectre and Meltdown (photo of final white board)
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Spectre (2017/2018)

▪ Timing attack using speculative 
execution in the CPU

▪ “[induces] a victim to speculatively 

perform operations that would not 
occur during strictly serialized in-
order processing of the program’s 

instructions, and which leak victim’s 
confidential information via a covert 

channel to the adversary.”
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Kocher, Paul, et al. "Spectre attacks: Exploiting speculative execution." Communications of the ACM 63.7 (2020)



Meltdown (2017/2018)

▪ Race condition attack between 
memory access and privilege level 

check

1. Attacker chooses a memory location 
inaccessible to them and gets it 
loaded into a register

2. A transient instruction access a 
cache line based on that register

3. Attacker uses Flus+Reload (timing) 

to determine the accessed cache line 
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HACKING CAR KEYS
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Car thefts in Canada 
are on the rise. 

Thefts in Ontario 
nearly doubled in 
2022.
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“Another new trend targets cars with push-button starts. Some 
criminals will sit at the end of your driveway and intercept the 
radio signal from your fob, program their own key with it and 
steal the car. It’s called a “relay attack,” and it can happen in a 

matter of seconds.”

If you own a push-start vehicle, a very simple tip is to buy a 
Faraday bag. They’re roughly $20 on Amazon and block 
wireless signals from entering or leaving your car, which 

prevents hacking.



Hyundai and Kia 
vehicles do not use 
engine immobilizers. 
As a result, they can 
be started using an 
USB cable. 

New York sued 
because stolen cars 
were becoming a 
public nuisance. 
Companies settled 
for $200 million.
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thedrive.com



Tour of car security history heavily drawn from 
“Security Engineering” v3 by Ross Anderson
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Engine immobilizer: challenge response protocol

▪ Simple idea: use cryptography to verify that the real key is present

▪ Engine (E) sends a random number (N) to the key transponder (T). Transponder 
then encrypts N using the shared key K and sends back to the Engine.

▪ 𝐸 → 𝑇:  𝑁

▪ 𝑇 → 𝐸: 𝑇, 𝑇, 𝑁 𝐾
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https://www.sic.co.th/whatisimmobilizer/
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▪ Older key transponders only worked 
if the metal key was inserted as well. 

▪ Close proximity mean low signal 

strength needed

▪ Key powered using signal power sent 

by car

This Photo by Unknown Author is licensed under CC BY

https://www.photoeverywhere.co.uk/travelstock/slides/car_key6556.htm
https://creativecommons.org/licenses/by/3.0/


Lots of ways to mess up implementation….

▪ Key length – too short and it can be 
guessed

▪ Same cryptographic keys for many 

cars 

▪ Poor cryptographic implementation

▪ Pretend to be owner/mechanic and 
duplicate the key

▪ Relay attacks

▪ Replay attack
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https://www.sic.co.th/whatisimmobilizer/



Texas Instrument’s DST transponder

▪ Used by large car companies

▪ Basis for the SpeedPass Toll payments

▪ Used 40-bit key 

▪ It was so short because of US export 

controls (see crypto wars)

▪ Key could be brute force computed based 

on two observed challenge/response pairs 
(offline attack)
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https://en.wikipedia.org/wiki/Digital_signature_transponder



Succeeded by the DST80

▪ Serious implementation problems 
with key management

▪ Hundai keys only have 3 bytes of entropy

▪ Toyota keys derived from device serial 
number that attacker can read (Tesla also 
did this)
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Wouters, Lennert & Van den Herrewegen, Jan & Garcia, Flavio & Oswald, David & Gierlichs, Benedikt & Preneel, Bart. (2020). Dismantling DST80-based Immobiliser Systems.

https://sumokey.com/collections/rfid-duplicate-by-serial-number

Image from service that will duplicate 
car key fobs for you. If such a service 

exists for your car, be concerned.

We discovered that Kia and Hyundai immobiliser keys 
have only three bytes of entropy and that Toyota only 

relies on publicly readable information such as the 
transponder serial number and three constants to 

generate cryptographic keys. Furthermore, we present 
several practical attacks which can lead to recovering 

the full 80-bit cryptographic key in a matter of seconds 
or permanently disabling the transponder.

https://www.researchgate.net/publication/346706377_Dismantling_DST80-based_Immobiliser_Systems
https://www.researchgate.net/publication/346706377_Dismantling_DST80-based_Immobiliser_Systems
https://www.researchgate.net/publication/346706377_Dismantling_DST80-based_Immobiliser_Systems
https://www.researchgate.net/publication/346706377_Dismantling_DST80-based_Immobiliser_Systems
https://www.researchgate.net/publication/346706377_Dismantling_DST80-based_Immobiliser_Systems


Volkswagon used a fixed “master” key

▪ “we show that the security of the 
keyless entry systems of most VW 

Group vehicles manufactured 
between 1995 and [2016] relies on a 

few, global master keys. We show that 
by recovering the cryptographic 
algorithms and keys from electronic 

control units, an adversary is able to 
clone a VW Group remote control and 

gain unauthorized access to a vehicle 
by eavesdropping a single signal sent 
by the original remote”
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Heartteam.com

Valid use of master key: pacemakers. A surgeon needs 
to be able to interact with any pacemaker, even if they 
did not install it.

Lock It and Still Lose It – On the (In)Security of Automotive Remote Keyless 

Entry Systems. by Garcia et al.  in USENIX

https://www.usenix.org/system/files/conference/usenixsecurity16/sec16_paper_garcia.pdf
https://www.usenix.org/system/files/conference/usenixsecurity16/sec16_paper_garcia.pdf
https://www.usenix.org/system/files/conference/usenixsecurity16/sec16_paper_garcia.pdf
https://www.usenix.org/system/files/conference/usenixsecurity16/sec16_paper_garcia.pdf


QUESTIONS
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