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First, the news… 

▪ First 5 minutes we talk about something interesting and recent

▪ You will not be tested on the news part of lecture

▪ You may use news as an example on tests

▪ Why do this? 

1. Some students show up late for various good reasons

2. Reward students who show up on time

3. Important to see real world examples
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Web Security
▪ Today: How the internet works

▪ DNS

▪ Website dynamic construction 

▪ Data typically sent and logged

▪ Cookies

▪ Attacks on privacy - trackers

▪ Next lecture: Getting the user or server to execute attacker code

▪ Cross Site Scripting (XSS) 

▪ Cross-site Request Forgery (CSRF)

▪ Server-side Scripting

▪ Session Hijacking
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User-to-remote application vulnerability
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The web is basically 
another layer sitting 
on the network 
model.
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Overview

I missed DNS 
during Networking



DOMAIN NAME SYSTEM (DNS)
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Domain Name System (DNS)

▪ The DNS service translates human 
friendly URLs such as 
http://vaniea.com to their IP address 
such as 69.163.145.230. 

▪ Mappings between URLs and IPs are 
not static. 

▪ DNS servers keep track of current 
mappings.

▪ One domain, such as google.com, may 
have many IP addresses associated with 
it since several computers are used to 
host the domain
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http://vaniea.com/
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Name Servers (NS) for 
Facebook.com

These servers notify 
other computers what 

Facebook’s current IP is



IANA 
specifies 
the root 
name 
servers 
for DNS.
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DNS request happens before a webserver can be contacted
Because the OS/Browser does not know where the server is
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By Lion Kimbro - Own work, Public Domain, 
https://commons.wikimedia.org/w/index.php?curid=386517



Local DNS cache

▪ DNS is cached at several levels

▪ When the Operating System resolver 
does a lookup, it keeps the record it 

found cached locally

▪ Browsers can also do the resolution 

on their own and they also cache
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How to contact the name server?
▪ Security was not initially a concern

o DNS sent over UDP – no encryption at all

o The initial solutions only addressed 
Integrity, not Confidentiality

▪ Encrypting DNS connections is just now 
becoming common

▪ 1989 – DNS Introduced

▪ 2004 – DNS Security Extensions 
(DNSSEC) - added signatures

▪ 2011 - DNSCrypt protocol

▪ 2016 – DNS over TLS

▪ 2018 – DNS over HTTPS

▪ 2019 – Chrome uses DNS over HTTPS by 
default (US only)

▪ 2020 – Firefox uses DNS over HTTPS by 
default
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Think-pair-share

▪ How could unencrypted DNS be used to cause a user to visit the wrong web 
server?

▪ What technology have we already learned about that can be used to detect the 

above attack?

▪ What attack on privacy becomes possible with unencrypted DNS?
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DNS Servers are 
soft targets for 
attackers, take 
out the mapping 
and the website 
goes “offline”
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Facebook goes offline

▪ When Facebook stopped advertising 
their DNS Nameservers on BGP, then 

other websites stopped being able to 
lookup the IP address of 

facebook.com

▪ That error then propagated across the 

internet taking Facebook offline 
worldwide
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URL READING
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What is a URL?

▪ Uniform Resource Locators (URLs) are a standardized format for describing the location and 
access method of resources via the internet.

7/11/2025
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<scheme>://<user>:<password>@<host>:<port>/<url-path>?<query-string>

<subdomain>.<domain>.<topdomain>

eg.      https://profile.facebook.com



What is a URL?

▪ Uniform Resource Locators (URLs) are a standardized format for describing the location and 
access method of resources via the internet.
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<scheme>://<user>:<password>@<host>:<port>/<url-path>?<query-string>

ssh kvaniea@eceubuntu1.uwaterloo.ca



What is a URL?

▪ Uniform Resource Locators (URLs) are a standardized format for describing the location and 
access method of resources via the internet.
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<scheme>://<user>:<password>@<host>:<port>/<url-path>?<query-string>

https://vaniea.com:80



What is a URL?

▪ Uniform Resource Locators (URLs) are a standardized format for describing the location and 
access method of resources via the internet.

7/11/2025
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<scheme>://<user>:<password>@<host>:<port>/<url-path>?<query-string>

https://www.google.com/search?q=vaniea



HOW WEB PAGES ARE BUILT
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Once you click a link, your web browser will 
attempt to load the page. 

Lets look at what the browser is doing.



Web pages are not 
flat. Nor are they 
read-only.

They are 
dynamically 
constructed out of a 
combination of 
media provided by 
the main website 
and by 3rd party 
websites. 

25ECE458 - Kami Vaniea



Cute Dogs!

Cute dog sleeping 

undera bench in a 

park.

Playing with a 

ball

al

lday can be 

exhausting,but that is no reason 

tolet go of the 

ball.
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Cute dog sleeping 
on a park bench.

Playing with a ball all 
day is hard work. But 
that is no reason to 
release the ball.

Cute Dogs! Think-pair-share

▪ Where are the trust boundaries in 
this website loading? 



Imagine an overly 
simple (fake) 
website: 
cutedogs.com
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<html>

<head>

<title>Cute Dogs!</title>

<link href="./style.css" rel="stylesheet">   

</head>

<body>

<img href="instagram.com/dog.jpg">  u   dog …

<img href="instagram.com/sad_dog.jpg">  l y …

<img href="doubleclick.com/invisible.jpg“  

width=“0” height=“0”>

<script> 

<!– Code here that loads 

https://beacon.krxd.net/tracker.js

https://connect.facebook.net/connect.js

-->

</script>

  

</body>

</html>

https://beacon.krxd.net/tracker.js
https://beacon.krxd.net/tracker.js
https://beacon.krxd.net/tracker.js


Cute Dogs!

Cute dog sleeping 

undera bench in a 

park.

Playing with a 

ball

al

lday can be 

exhausting,but that is no reason 

tolet go of the 

ball.

First, the computer fetches the main page.

This page is similar to a template, or a

recipe in that it contains instructions on

how to build the rest of the page.

Loaded:

• index.html from cutedog.com

• dog.jpg from instagram.com

• sad_dog.jpg from instagram.com

• style.css from cutedog.com

• tracker.js from beacon.krxd.net

• invisible.jpg from doubleclick.com

• connect.js from connect.facebook.net

• logo.jpg from connect.facebook.net
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Cute dog sleeping 
on a park bench.

Playing with a ball all 
day is hard work. But 
that is no reason to 
release the ball.
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undera bench in a 

park.

Playing with a 

ball
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Red shaded boxes are parts of the template

that are waiting to be 

_x001c_lled.
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Cute dog sleeping 
on a park bench.
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that is no reason to 
release the ball.

Cute Dogs!
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Each piece of

content can add

new content to the

page.
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Ghostery: Page content sources





The Guardian Content Sources

• assets.guim.co.uk

• i.guim.co.uk

• interactive.guim.co.uk

• ipv4.guim.co.uk

• ipv6.guim.co.uk

• poly_x001c_ll.g

uim.co.uk•
uploads.guim.co.uk

• api.nextgen.guardianapps.co.uk

• ophan.theguardian.com

• static.theguardian.com

• ad.360yield.com

• adservice.google.com

• adservice.google.co.uk

• apex.go.sonobi.com

• as-sec.casalemedia.com

• beacon.gu-web.net

• beacon.krxd.net

• cdn.adsafeprotected.com

• cdn-gl.imrworldwide.com

• cdn.krxd.net

• connect.facebook.net

• consumer.krxd.net

• dt.adsafeprotected.com

• dual.guim.co.uk

• elb.the-ozone-project.com

• googleads.g.doubleclick.net

• i.ytimg.com

• pagead2.googlesyndication.com

• partner.mediawallahscript.com

• pixel.adsafeprotected.com

• prebid.adnxs.com

• sb.scorecardresearch.com

• secure-au.imrworldwide.com

• secure-dcr.imrworldwide.com

• secure-gl.imrworldwide.com

• securepubads.g.doubleclick.net

• static.adsafeprotected.com

• static.doubleclick.net

• stats.g.doubleclick.net

• sync.go.sonobi.com

• s.ytimg.com

• tags.bluekai.com

• tpc.googlesyndication.com

• uipglob.semasio.net

• www.facebook.com

• www.googleadservices.com

• www.google-analytics.com

• www.google.com

• www.google.co.uk

• www.googletagservices.com

• www.youtube.com

•

7senobrlslpagqt8kh6vbxl92ahwu1528731245.nuid.imrworldwide.com

•

bxszji1mxmxq5qq9g5dtcxaspq6831528730887.nuid.imrworldwide.com
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The Telegraph Content Sources

static.telegraph.co.uk

assets.adobedtm.com

dpm.demdex.net

img.youtube.com

sb.scorecardresearch.com

zm232.com

secure.s.telegraph.co.uk

c.amazon-adsystem.com

www.googletagservices.com

tmg.demdex.net

securepubads.g.doubleclick.net

connect.facebook.net

www.google-analytics.com

adservice.google.com

adservice.google.co.uk

www.facebook.com

js-sec.indexww.com

bat.bing.com

telegraph.sdk.beemray.com

hm732.com

amplify.outbrain.com

ib.adnxs.com

telegraphmedia.bootstrap.fyre.co

amplifypixel.outbrain.com

aax.amazon-adsystem.com

cdn.taboola.com

tr.outbrain.com

telegraphmediagroupl.tt.omtrdc.net

telegraph.grapeshot.co.uk

ict.in_x001c_nity-

tracking.net

opentag-stats.qubit.com

cdn.petametrics.com

collector-2794.tvsquared.com

acdn.adnxs.com

advertising.oriel.io

static.criteo.net

v7.beemray.com

as-sec.casalemedia.com

secure.adnxs.com

trc.taboola.com

query.petametrics.com

bidder.criteo.com

router.infolinks.com

load77.exelator.com

pr-bh.ybp.yahoo.com

aax-eu.amazon-adsystem.com

sync.search.spotxchange.com

beacon.walmart.com

s.amazon-adsystem.com

m.adnxs.com

pagead2.googlesyndication.com

tpc.googlesyndication.com

pixel.advertising.com

www.google.com

secure-assets.rubiconproject.com

cdn.ampproject.org

ams1-ib.adnxs.com

plugin.mediavoice.com

eus.rubiconproject.com

native.sharethrough.com

meraxes-cdn.polarmobile.com

ads.pubmatic.com

fw.adsafeprotected.com

cdn.adnxs.com

us-u.openx.net

pixel.adsafeprotected.com

gb-gmtdmp.mookie1.com

z.moatads.com

cdn.mookie1.com

static-tagr.gd1.mookie1.com

d.lemonpi.io

match.adsrvr.org

dt.adsafeprotected.com

px.moatads.com

eu-u.openx.net

b.sharethrough.com

googleads.g.doubleclick.net

token.rubiconproject.com

ad.doubleclick.net

cdn.mediavoice.com

image6.pubmatic.com

odr.mookie1.com

pixel-eu.rubiconproject.com

static.adsafeprotected.com

pubads.g.doubleclick.net

s0.2mdn.net

pentos-cdn.polarmobile.com

googleads4.g.doubleclick.net

pubmatic-match.dotomi.com

c1.adform.net

pubmatic2waycm-

atl.netmng.com

cdnjs.cloud_x001d_

are.com

simage2.pubmatic.com

image2.pubmatic.com

image4.pubmatic.com

simage4.pubmatic.com

p.skimresources.com

static.chartbeat.com

s3-eu-west-1.amazonaws.com

ping.chartbeat.net

secure.widget.cloud.opta.net

www.google.co.uk

ssl.google-analytics.com

ade.googlesyndication.com

pixel.tapad.com

pub.pxl.ace.advertising.com

cm.ctnsnet.com

connexity.net

magnetic.t.domdex.com

pixel.rubiconproject.com

dis.criteo.com

r.turn.com

t.wayfair.com

p.adsymptotic.com

delivery.h.switchadhub.com

choices.truste.com

eur-ukp.adsrvr.org

ad.atdmt.com

a.ctnsnet.com

cdn.ctnsnet.com

cm.g.doubleclick.net

choices.trustarc.com

code.createjs.com

collector.cint.com

dsum-sec.casalemedia.com

cm.adform.net

ad.360yield.com

eb2.3lift.com

jadserve.postrelease.com

rtb-csync.smartadserver.com

sync.teads.tv

dh.serving-sys.com

s.thebrighttag.com

adserver-

us.adtech.advertising.com

www.national-lottery.co.uk

d3c3cq33003psk.cloudfront.net

telegraphmediagroup.d3.sc.omtrdc.net

performance-

data.gcpdata.telegraph.co.uk



BBC Content Sources

▪ nav.files.bbci.co.uk

▪ static.bbc.co.uk

▪ homepage.files.bbci.co.uk

▪ ichef.bbci.co.uk

▪ g.bbc.co.uk

▪ mybbc.files.bbci.co.uk

▪ ssl.bbc.co.uk

▪ static.bbci.co.uk

▪ search.files.bbci.co.uk

▪ mvt.api.bbc.com

▪ sa.bbc.co.uk

▪ idcta.api.bbc.co.uk

▪ edigitalsurvey.com
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Cute dog sleeping 
on a park bench.

Playing with a ball all 
day is hard work. But 
that is no reason to 
release the ball.

Cute Dogs! Think-pair-share

▪ What does an advertising blocker 
do in terms of the page loading 

sequence we just saw?

▪ How could DNS be used to do 

advertising blocking? 

▪ Advanced: 

▪ How do advertising companies like 
Facebook and Google verify ads on 
their platforms are “safe”?



WEB PAGE BUILDING: WEB REQUESTS
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Kam

i
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Each piece of

content can add

new content to the

page.

44

Every content request 
sends data to the web 
server.



HTTP Request: Every connection sends information

55

Client IP
Request 

Date/Time

Request: inside 
quotes

Response 
code sent 
by server

Response 
size User Agent String. Always says 

“Mozilla” for historical reasons



HTTP Request: Every connection sends information

▪ Firefox on Windows

▪ Firefox on Android

▪ Edge on Windows

56



Log of an attack attempt

ECE458 - Kami Vaniea 57

My website has no PHP 
installed. 

This is an attack attempt.

This line is an automatic 
script downloading content off 

my website.



Every connection 
sends information. 
Every connection 
constructed with a 
scripting language 
(i.e. Javascript) can 
dynamically add 
GET/POST data to 
the request that it 
gets locally from the 
DOM.

   g 

  d o  d           

    do u    

      d      l

      yl      

       d     g

      d o    
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  d o       
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Overview



Heavily based on Lou Montulli’s “The reasoning behind Web Cookies”

DESIGNING THE WEB COOKIE
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The year is 1994 and 
there is a problem… 
the internet has no 
ability to remember a 
person between page 
reloads.

60

My name is 
Bob

Hi Bob

Hi new person, 
what is your 
name?

1 day later

Hello web 
server

My name is 
Bob

Hi Bob

Hi new person, 
what is your 
name?

Hello web 
server



There is an obvious 
easy solution…
Give each browser a 
unique identifier.

61

My name is 
Bob
ID = 1234

Hi Bob.

Hi new person, 
what is your 
name?

1 day later

Hello web 
server 
ID = 1234

Hi Bob, would 
you like to buy 
the shoes you 
looked at 
yesterday?

Hello web 
server 
ID = 1234



The problem with the 
obvious solution is 
privacy. Tracking 
would be possible 
with no visibility or 
control. 

62

My name is 
Bob 
ID = 1234

Hi Bob.

Hi new person, 
what is your 
name?

1 day later

Hello web 
server 
ID = 1234

Hello web 
server 2 
ID = 1234

Hi Bob, your ID 
is known for 
liking shoes. 

Hi Bob, would 
you like to buy 
the shoes you 
looked at 
yesterday?

Hello web 
server
ID = 1234



Instead Netscape 
implemented cookies. 

Small text strings the 
server can ask the 
browser to remember 
and give back later. 

63

My name is 
Bob

Hi Bob. Please 
set a cookie with 
“Bob” as the 
string.

Hi new person, 
what is your 
name?

1 day later

Hello web 
server

Hello web 
server 2

Hi new user. 
What is your 
name?

Hi Bob, would 
you like to buy 
the shoes you 
looked at 
yesterday?

Hello web 
server.  
Cookie: Bob



QUESTIONS
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