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First, the news… 

▪ First 5 minutes we talk about something interesting and recent

▪ You will not be tested on the news part of lecture

▪ You may use news as an example on tests

▪ Why do this? 

1. Some students show up late for various good reasons

2. Reward students who show up on time

3. Important to see real world examples
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https://therecord.media/german-court-meta-tracking-tech



Heavily based on Lou Montulli’s “The reasoning behind Web Cookies”

DESIGNING THE WEB COOKIE
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The year is 1994 and 
there is a problem… 
the internet has no 
ability to remember a 
person between page 
reloads.
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My name is 
Bob

Hi Bob

Hi new person, 
what is your 
name?

1 day later

Hello web 
server

My name is 
Bob

Hi Bob

Hi new person, 
what is your 
name?

Hello web 
server



There is an obvious 
easy solution…
Give each browser a 
unique identifier.
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My name is 
Bob
ID = 1234

Hi Bob.

Hi new person, 
what is your 
name?

1 day later

Hello web 
server 
ID = 1234

Hi Bob, would 
you like to buy 
the shoes you 
looked at 
yesterday?

Hello web 
server 
ID = 1234



The problem with the 
obvious solution is 
privacy. Tracking 
would be possible 
with no visibility or 
control. 
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My name is 
Bob 
ID = 1234

Hi Bob.

Hi new person, 
what is your 
name?

1 day later

Hello web 
server 
ID = 1234

Hello web 
server 2 
ID = 1234

Hi Bob, your ID 
is known for 
liking shoes. 

Hi Bob, would 
you like to buy 
the shoes you 
looked at 
yesterday?

Hello web 
server
ID = 1234



Instead Netscape 
implemented cookies. 

Small text strings the 
server can ask the 
browser to remember 
and give back later. 
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My name is 
Bob

Hi Bob. Please 
set a cookie with 
“Bob” as the 
string.

Hi new person, 
what is your 
name?

1 day later

Hello web 
server

Hello web 
server 2

Hi new user. 
What is your 
name?

Hi Bob, would 
you like to buy 
the shoes you 
looked at 
yesterday?

Hello web 
server.  
Cookie: Bob



Cookies have some awesome properties for privacy

▪ Client (not server) manages cookies, so tracking is visible to the client

▪ Third party tracking is client visible too

▪ Opt-out (delete) option on a per-site basis 

▪ Only readable by site that set it

▪ Allows for public discussion of tracking because the public can see the tracking 
happening

▪ … Android/IOS both went with the unique ID option
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Look at your own cookies

▪ Cookies are managed client-side

▪ You can view all your cookies in most 
browsers

▪ It is impossible to silently track 
people using cookies, because the 

cookie must be stored by the browser
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Security and Privacy Properties of Cookies

▪ Lets load Cute Dogs again, but this 
time look closely at the connections 

being made

▪ Cookies are only sent to a page if the 
domain matches the cookie’s set 
domain
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Cute dog 
sleeping on a 
park bench.

Playing with a ball 
all day is hard 
work. But that is 
no reason to 
release the ball.

Cute Dogs!



Loading cutedogs.com (fake site)
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Browser

cutedogs.com
server

user-id=234
language=en

index.html

Instagram 
server

id=758
bg-color=dark

Doubleclick
server

tracking-id=758

tracking-id=758

session=2394



Think-pair-share

▪ Why are session cookies safe to use for security? 

▪ Consider that:

▪ A session cookie (random string) is used for continued authentication, even banks use it

▪ Cookies can be read by Javascript

▪ No login or other common authentication is needed to read cookies

▪ Cookies are all stored in the same place in the computer
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Cookies are only 
readable by the site that 
set them. Even if 
identical code is run on 
two sites, with identical 
cookie names. 

Different web sites



Cookie setting policy
▪ A website/server can only set cookies for its 

own domain or the higher-level domain one 
level up. It cannot set for a subdomain other 
than its own.

▪ So vaniea.com can set/read cookies for: 

▪ vaniea.com

▪ Images.vaniea.com can set/read cookies for:

▪ images.vaniea.com 

▪ vaniea.com

▪ Browsers forbid setting cookies for top level 
domains like .com or .co.uk 

Remember Biba Integrity Model

▪ Focus on the integrity of the data rather than 
the confidentiality 

▪ Subjects S and Objects O have Integrity values

▪ Simple Integrity Property – subjects at a 
given level of integrity must not read data at a 
lower integrity level (no read down)

▪ * Integrity Property – subjects at a given 
level of integrity must not write to data at a 
higher level of integrity (no write up)

▪ Invocation Property – processes from 
below cannot request higher access; only with 
subjects at an equal or lower level

15



While cookies are only shared with the site that set 
them. Multiple sites are contacted while building a 
website. 

So if site A is being loaded by the browser, site B 
may be contacted to retrieve content. When site B is 
contacted all of site B’s cookies are sent to B. 
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vaniea.com kamivaniea.com

Two iframes reading and displaying two different cookies



Normal cookie Session cookie

Session cookies: two cookies set by UWaterloo Learn
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Session cookie

Session cookies are a bit different 
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▪ Session cookies are just a normal cookie with 
no expiration 

▪ Most browsers will delete expired or cookies 
without an expiration on browser restart

▪ Session cookies are meant to auto-delete 
after the end of a “session” where the web 
page is open

▪ Session cookies are considered less privacy-
sensitive because they are not persistent 



COOKIE-BASED PRIVACY ATTACKS
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Tracking across the web
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Browser

cutedogs.com
server

user-id=234
language=en

index.html

Instagram 
server

id=758
bg-color=dark

Doubleclick
server

tracking-id=758

tracking-id=758

Loading of 

cutedogs.com 

including connection 
to DoubleClick which 
sets a unique ID 
cookie

session=2394



Tracking across the web
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Browser

mybank.com
server

uid=47854
language=en

session=09867

Content 
network

?customer=mybank&content=63829475

Doubleclick
server

tracking-id=758

tracking-id=758

MyBank loads, which 

also uses DoubleClick 

tracking. DoubleClick 
now knows id 758 
likes dogs and banks 
at MyBank.

GET string:

se
ss

io
n

=
2

3
9

4

Tracking-id is 
the same

index.html



DoubleClick



Tracking across the web
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Browser

mybank.com
server

uid=47854
language=en

Content 
Network

?customer=mybank&content=63829475

Doubleclick
server

tracking-id=758

tracking-id=758

Note that MyBank 

created a URL with a 

GET string to convey 
information to the 
Content Network.

GET string:

se
ss

io
n

=
2

3
9

4

GET string being 
used to send info 
from mybank to 

Content Network 
via browser

session=09867
index.html



Kam

i

Vaniea, University of Waterloo 69

69

GET string used 
by main website 
to send 
information to 
other sites



Cookie syncing via GET string: put cookie content in GET
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Browser

mybank.com
server

uid=47854
language=en

Content 
Network

?customer=mybank&content=63829475

Doubleclick
server tracking-id=758

tracking-id=758

Note that MyBank 

created a URL with a 

GET string to convey 
information to the 
Content Network.

GET string:

se
ss

io
n

=
2

3
9

4

GET string being 
used to send info 
from mybank to 

Content Network 
via browser

session=09867
index.html?uid=47854

GET string:



Verizon supercookie

▪ Verizon used a man-in-the-middle 
attack to inject a cookie into web 

requests from customers

▪ Other companies, like DoubleClick, 
could pay Verizon money to get 
details about the customers 

associated with each ID

▪ User was never informed

▪ No real way for a user to avoid a 

“supercookie” other than switching 
providers
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3rd party content can be a source of malicious code.

ECE458 - Kami Vaniea 28



“Malicious payloads were being delivered to around
300,000 users per hour. The company guesses that 
around 9 percent of those, or 27,000 users per hour, 
were being infected.”



Clients visiting yahoo.com received advertisements 
served by ads.yahoo.com. Some of the advertisements 
are malicious ... Instead of serving ordinary ads, the 
Yahoo's servers reportedly sends users an `exploit kit.



3rd party content can also be used for tracking.
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Emails are similar
to mini web pages,
they load content
the same way.
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Emails are similar
to mini web pages,
they load content
the same way.
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Emails are similar
to mini web pages,
they load content
the same way.

The above code loads an invisible image (display:none) 
of size 1 pixel. Doing so causes your email client to ask 

for the image from the server, letting them know that 
you opened the email.



QUESTIONS
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