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Last lecture:

= Symmetric vs Asymmetric Cryptography
= Diffie-Hellman key exchange (Symmetric key exchange)
= Public/Private key cryptography

= Knapsack cryptosystem (Asymmetric key generation)

= These can create a shared secret key but....

» Diffie-Hellman — key use only proves that communication partner same as when key was
generated

= Public/private — key use proves nothing about authentication



Encryption properties we want:

1. The communication between you and the other party is
confidential and has not been changed (integrity)

= No one can read what you sent
= No one can change what you sent

2. Knowing who you are communicating with
(authenticity)

= You are talking to who you think you are talking to and
not someone else



LINKING KEYS AND IDENTITIES



We still have a problem:

Public/Private still assumes that we know which key
goes with which person/entity.



Linking keys to identities is one of the founding
problems in Usable Security and Privacy.

Even now we have no good answer.



How do we solve the identity problem?

Idea: Have the humans do the linking of identity to
cryptographic keys.



Approach scales
poorly

An n user system
requires
n”*(n-1)/2 keys

Expecting people to
verify that many
keys, as well as
store and not loose
them is
unreasonable

Existing Users

New KeystoBe Added = = = = = = =




User comparing of
keys is still used for
verification today by
common apps like
WhatsApp and
Signal.

WhatsApp
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& Verify encryption
You, +1 (226) 388-3909

End-to-end encryption was

automatically verified
Today at 2:02 pm

Other ways to verify encryption

52 ScanaQRcode

Compare a 60-digit number

Learn how this works

Signal
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< Verify safety number

Tap to scan

44987 19807 49258 27225
35345 01897 78601 83211

To verify end-to-end encryption with Adam

Jenkins, compare the numbers above with

their device. You can also scan the code on
their device. Learn more

Mark as verified
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We could post the
public key
somewhere highly
public and verifiable

Adobe Product Security Incident Response Team (PSIRT) Blog

Working to help protect customers from vulnerabilities in Adobe software. Contact us at PSIRT(at)adobe(dot)com.
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Other people can
then compare the
keys on their
computers to the
highly visible copy.
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Though we must bhe
careful to post ONLY
the public key...
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Nice idea, but it does not scale.

Also a chicken-and-egg problem. How do we find a
place guaranteed to be from us without using

cryptography?



Idea 2: Crowdsourcing!
We could slowly build a web of verifications like:

Alice verified Bob’s key
Bob verified Charlie’s key

SO
Alice can trust Charlie’s key
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ZqwooNpyjRGzvr3iuWUwe4PtyJDI3ELAFkbp/NAc5s TITuVHRHNOWNplcl JhM5zHuB
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110Bx83/Rogg7hUkI6F2vzXicWmUwFSXRrggCSbLosHsP6isBWwvlHeRmna/aQab
YKG3gbVoiyzAS31gbogVLAZNSWhp8vVIEE28Fy{/Ed
=x5FK
————— END PGP PUBLIC KEY BLOCK-----



Wonderful idea in theory. But
verifying those long keys is
hard... also | don’t trust most

people to do a thorough job
of it....




Idea 3: What if a couple of trusted groups did the
verifications. Then they could have high standards
and everyone could just trust them.



Certificate Authorities

= A certificate authority verifies some
properties of a person/organization and
issues a “certificate” signed by their
private key.

= Certificates can be quite detailed about
what has been verified, and what they
have been verified to do.

Certificate Hierarchy

2QuoVadis Root CA 2

aQuoVadis EV SSL ICA G1

www.ease.ed.ac.uk

Certificate Fields

Issuer

aValidity
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Not After

Subject

aSubject Public Key Info
Subject Public Key Algorithm

Subject’s Public Key
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You can see
lots of details
about any
encrypted
connection.
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General Media Permissions  Security

Website Identity
Website: uwaterloo.ca

Owner: This website does not supply ownership information.

Verified by:  Certainly - | View Certificate |

Privacy & History

Have | visited this website prior to today? Yes, 10,451 times

Is this website storing information on my Yes, cookies and 1.7 MB of

. | Clear Cookies and Site Data |
computer? site data

Have | saved any passwords for this

) Yes | View Saved Passwords |
website?

Technical Details
Connection Encrypted (TLS_AES_128_GCM_SHA256, 128 bit keys, TLS 1.3)

The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. It
is therefore unlikely that anyone read this page as it traveled across the network.

This website complies with the Certificate Transparency policy.

| Help |
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Verified by: Entrust, Inc. Verified by: QuoVadis Limited
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But now don’t we just have the same problem
again?

How does the browser know which Certificate

Authorities to trust?
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1. Insecure Connection

CIearly some - 6 () https://student.inf.ed.ac.uk (6 Q, Search
Certificate |
Authorities are
trusted and some
are not.

Your connection IS Not secure

The owner of student.inf.ed.ac.uk has configured their website
improperly. To protect your information from being stolen, Firefox

has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block

malicious sites




Errors like this one
NEELRUELE
certificate exists but
it is not signed by any
organization this
browser trusts.

Page Info - https://student.inf.ed.ac.uk/ W @

General Media BEEEEa

Web Site Identity
Web site: student.inf.ed.ac.uk
Owner: This web site does not supply ownership information. I

Verified by:] Not specified

Privacy & History

Have Ivisited this web site before today? No
Is this web site storing information (cookies) on : :
J { ) No View Cookies
my computer?
Have I saved any passwords for this web site? No View Saved Passwords

Technical Details
Connection Not Encrypted
The web site student.inf.ed.ac.uk does not support encryption for the page you are viewing.

Information sent over the Internet without encryption can be seen by other people while it is in
transit.

Help



Certificate Viewer: “student.inf.ed.ac.uk”

General Details

This site is “self
signed” which means

that the University -mmm”mmﬁ o
° student.inf.ed.ac.ulk
created its own

Certificate Authority CortifcateFilds

Serial Mumber

and USEd it to Sign a" Certificate Signature Algorithm

° Issuer
the sites keys T validiy
[ ]
Mot Before
Mot After
Subject
¥-Subject Public Key Info
- Subject Public Key Algorithm

¥ University of Edinburgh CA 2

Why?
It costs money to get
a signed certificate. Fleld Value

Modulus (1824 bits):

bf 27 87 ¢2 9d 7f 8c b4 97 2f 61 29 &2 cbh 3c c5
fe bs ab 2a f4 42 aa 93 86 ce d9 df ce 8b 24 fc
bd 53 4d 8b d4 c4 29 be 6f 86 1la 45 83 50 21 98
cf 94 d8& d6 e6 8d 42 41 b6 8f 68 86 df 17 dz2 73
48 685 78 d7 cB 1c 18 al de 27 al aZ? 81 d6 ed 9c
8f 7b 92 ba 2c 7f 64 ¢2 1d 7d b4 64 al %9& 35 d3
cd 61 d& a9 72 d3 ef 43 b9 fb 22 c8 54 cB 3f d4
b2 52 39 b6 7e 26 89 20 8a 1lc 43 c7 21 13 ed &f

* Extensions

Export...




Your operating system and your browser both
maintain lists of Certificate Authorities that they trust.

These lists differ between operating systems,
browsers, and organizations.



Each organization
makes its own trust
decisions about
Certificate
Authorities
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About

IN FOWORLD TECH WATC H Informed news analysis every weekday

By Fahmida Y Rashid, Senior Writer, InfoWorld

Google to Symantec: We don't trust you anymore

Admins need to consider whether they still want to use Symantec after its
repeated mistakes with issuing TLS certificates

O0ODOCO0O0OO0

geralt via pixabay
Security teams, network administrators, and operations teams have busy
days ahead. Google’s Chrome development team is fed up with Symantec as
a certificate authority and has announced plans to no longer trust current
Symantec certificates.

In the past 18 months, Google has tangled repeatedly with Symantec over
the way it issues transport layer security (TLS) certificates, with Symantec
promising to do better. The latest incident—an investigation into 127 mis-
issued certificates—ballooned into “at least 30,000, issued over a period
spanning several years,” Ravi Sleevi, a software engineer on the Google
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Think-pair-share

&3 YouTube . » A Firefox user
o C f X https | /www.youtube.com = Would
You (D) PNTET YN w40 B (theoretically)
(g *.google.com have seen no error
i in this case.
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Lxpires. Monday, March 9, 2015 at 5:00.00 MM Pacific Daylight

Piowe = How was Gogo
, Devalls able to
successfully load a
et st Google page with
RS No errors on some
browsers?
s
Recommended o
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END-TO-END MESSAGING
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Signal

= End to end encrypted
= The “ends” are the apps on both sides

O ©® @ ® X

Adam Jenkins ® >

O Cn &

Message Video Audio

Nickname

Add to a group

View safety number

Phone contact info

Block

2:09 il B 8% ren @85%

< Verify safety number

Tap to scan

44987 19807 49258 27225
35345 01897 78601 83211

To verify end-to-end encryption with Adam

Jenkins, compare the numbers above with

their device. You can also scan the code on
their device. Learn more

Mark as verified
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Wh t n 2:02 B 8 K1 ke @86%

& Verify encryption

You,

= All messages, including group chats, are end-
to-end encrypted

= The “ends” are the WhatsApp app on both
deViceS End-to-end encryption was

automatically verified
Today at 2:02 pm

= Keys are managed by WhatsApp itself and
shared with the devices as needed

Other ways to verify encryption

Scan a QR code

Compare a 60-digit number

Learn how this works
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WhatsApp: syncing chats

Life of a message

- Key:
& Alice_web <> Bob_phone

~ Key:
Alice’s laptop & Alice_web <> Alice_phone

- Key:
Alice_web <> Bob_phone
]
| ]
—
—

Bob’s phone

Key:
B Alice_web <> Alice_phone

Alice’s phone

End-to-end encrypted channels



FIDO: PASSWORDLESS AUTHENTICATION

PassKeys
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Idea:
Use public/private keys instead of passwords.



PassKeys: Registration

= A user is setting up a new account/relationship with a website
= Device (phones, laptops, etc.) generates and stores a private/public key pair
= Sends the public key to the website which stores it

= Similar to a password, account authentication is now tied to the key not to the user identity



PassKeys: Authentication

= Signature may also include facts about

= On login/authentication request the device

= Server sends a challenge » Website then uses their copy of the

« Device verifies the user (e.g. public key to verity the signature

fingerprint) and uses private key to sign

the challenge

E '@ (&Y@
D, UN N h Private key Challenge

‘ l | ’ dedicated to one app

T FIDO
User verification e
Authentication

Rquire user gesture before (Signed) Respons€ Public key stored

private key can be used at service provider

David Turner, Authenticate Virtual Summit: Demystifying Passkey Implementations https://www.youtube.com /watch?v=Qiy_s-WpURc
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Hardware matters: device need to be trusted

,/"'.. N
_'-_-. \'\-" '--.\
( Target Cloud '
] b
/ FDO owner \
o\ : 0
\_
e—
v
N\ /\,__ -‘\H__
[
Device Manufacturer ‘ y—
—
o I
- — L 0 ‘ =
Manufacturing Mutual Authentication Appiication |
Taol & Secure Channel Da?a-'Ccmlc-l T —
Ownership Eslablished CI———
Voucher (OV) !
Rendezvous
Server (RV)
"

000000 pamm s

o FDO Client & Credentials |
_l:l
FDO Client & Credentials
n

b 4
5 ©
. | ©
e
Cloud Managed

00000 Fm—
@0 g . His) (=) (®) rﬂ;ﬁ
Mutual authentication takes place
Denvice data flows

Dewce contacts
RV and is re-directed Secure channel i established
Onboarding takes place wsng F5IM's
N

Load Ownarship Riegister OV with Dewice gven
d Randezvous Sanver metwork connechvity
and powers up o Cloud
L.

FDO agent & FDO credentials Denice in box
placed in device shipped o nstallabion 4 n
koeatin Woucher (W) to Clou
.,

Qwmarship Voucher (OV) created

https://fidoalliance.org/device-onboarding-overview/



ECE 458 - Kami Vaniea

Think-pair-share

= What happens if the website gets hacked and they loose all the public keys?

= What type of capabilities/access would an attacker need to compromise this

system?
S\ N Private key Challenge

| dedicated to one app

User verification FIDO Q
Authentication

Rquire user gesture before (ngned) Respons€ Public key stored
private key can be used at service provider
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What about multiple devices: key syncing

&, Y (& W Private key Challenge
‘ l ‘ dedicated to one app
T FIDO
User verification S
Authentication
Require user gesture before (ngr1ed) Respons®

private key can be used

FIDO Alliance 2024

David Turner, Authenticate Virtual Summit: Demystifying Passkey Implementations https://www.youtube.com /watch?v=Qiy_s-WpURc

Public key stored
at service provider
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QUESTIONS
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