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Cybersecurity sometimes seems opposite to usability

▪ Websites are amazing 

▪ BUT DON’T CLICK ON THAT LINK!

▪ Your phone can run all sorts of amazing apps for free

▪ BUT MANY OF YOUR APPS ARE EVIL!

▪ AI is amazing and can do whatever you want

▪ DO NOT CONNECT AI TO ANYTHING IMPORTANT!
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“This World of Ours” by James Mickens in ;login: logout, January 2014

https://www.usenix.org/publications/login-logout/january-2014-login-logout/mickens


THREAT MODELS
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Threat model

▪ Who is the adversary? 

▪ What are their goals? 

▪ What are their capabilities? 

▪ What resources need protection?

▪ What risks can be accepted?
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Infrastructure hack of a 
country

Individual-level loss



Threat model

▪ Who is the adversary? 

▪ What are their goals? 

▪ What are their capabilities? 

▪ What resources need protection?

▪ What risks can be accepted?
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My OneDrive files

Wikipedia
“anyone can edit”



Who is the adversary?

▪ Government

▪ Criminal organization

▪ Individual attacker

▪ In-home threat

▪ Someone the user knows
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What are their goals?

Security definition

Confidentiality No improper information gathering

Integrity Data has not been (maliciously) altered

Availability Data/services can be accessed as desired

Accountability Actions are traceable to those responsible

Authentication User or data origin accurately identifiable
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▪ Steal data

▪ Steal money

▪ Prevent access

▪ Create inaccurate data

▪ Blame someone else for something



What are their capabilities?

▪ Where is the attacker located?

o Network

o Remote server

o Malicious software in a kernel

o Compromised browser

o In the home (physical access)

▪ What other capabilities?

o Access to databases

o Ability to cause physical impact
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ChatGPT Generated



What resources need 
protection?
▪ What is valuable?

▪ What kinds of protection does it 
need (Confidentiality? Integrity?)
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My OneDrive files

Wikipedia
“anyone can edit”



https://arstechnica.com/information-technology/2017/07/how-i-learned-to-stop-worrying-mostly-and-love-my-threat-model/
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Risk acceptance

▪ All actions have risks, avoiding all risks is 
unrealistic 

▪ What risks are you willing to accept

▪ I might email the wrong file to the wrong person

▪ Someone might guess my password

▪ How much are you willing to pay to avoid a risk

▪ Double check the “from” field in every email

▪ Have a 16 character random password
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Investigative Journalist

University Professor



Attacks have many aspects to them

TECH SUPPORT SCAM EXAMPLE
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My points:

▪ Threats are not all classic attackers

▪ Attacks cross company boundaries

▪ Law enforcement is not the only 

threat to attackers

▪ Legit business can be attackers

▪ Doing the right thing can cost money

▪ Attackers must also protect 
themselves
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▪ Think about:

o Was there a hack? 

o Where is the money and who gets it?

o What protections are being bypassed?

o Can harmed groups do anything?

o What is Tech Live’s threat model?



Classic tech support scam: Tech Live Connect
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▪ Users saw an ad or a pop-up 
claiming computer virus infection

▪ User asked to download scanning 

software which claimed lots of 
viruses found

▪ User instructed to call a phone 
number

▪ Tech support claimed to be 
Microsoft and requested payment to 

fix the problem

▪ User pays, fraudster makes money

Federal Trade Commission. Nexway complaint (2023). https://www.ftc.gov/system/files/ftc_gov/pdf/nexway-complaint.pdf

https://www.ftc.gov/system/files/ftc_gov/pdf/nexway-complaint.pdf
https://www.ftc.gov/system/files/ftc_gov/pdf/nexway-complaint.pdf
https://www.ftc.gov/system/files/ftc_gov/pdf/nexway-complaint.pdf


Chargebacks: Tech Live Connect

▪ Scheme relies on being able to process 
credit card payments

▪ Some users realized they had been scammed 

and filed a credit card chargeback

▪ Credit card processers know that if lots 

chargebacks occur often fraud is happening

▪ Companies with high rates of chargebacks 

get charged extra fees 
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Scam payment processor

▪ Tech Live Connect started buying debit 
cards, then charging those cards as if they 

were customer cards thereby reducing the 
chargeback rate

▪ Most transactions have processing fees, so 
Tech Live Connect was lost nearly half the 

money they used to pay themselves
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Nexway processed Tech Live 
payments

▪ Tech Live Connect also 
contracted with Nexway to do 

payment processing using 
Nexway's accounts – they had a 

legal contract
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Federal Trade Commission. Nexway complaint (2023). https://www.ftc.gov/system/files/ftc_gov/pdf/nexway-complaint.pdf

From the FTC 
complaint

https://www.ftc.gov/system/files/ftc_gov/pdf/nexway-complaint.pdf
https://www.ftc.gov/system/files/ftc_gov/pdf/nexway-complaint.pdf
https://www.ftc.gov/system/files/ftc_gov/pdf/nexway-complaint.pdf


How they were caught: 
consumer complaints
▪ Microsoft notified the 

Transnational Elder Fraud Strike 

Force

▪ Postal Inspection Service 
initiated an investigation
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US gov vs. Nexway

▪ Nexway was prosecuted for enabling 
the tech support scam

▪ Key in the decision is that Nexway 

knew Tech Live Connect was 
scamming people
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Since in or around August 2016, Nexway knew or 
consciously avoided knowing that its client, Tech 
Live Connect, and other foreign tech support call 
centers clients, made false or misleading statements 
to induce consumers to pay for purported tech 
support services. Yet, Nexway continued to illegally 
process Tech Live Connect’s unlawful charges 
through its merchant accounts until at least 
February 2020.

Federal Trade Commission. Nexway complaint (2023). https://www.ftc.gov/system/files/ftc_gov/pdf/nexway-complaint.pdf

https://www.ftc.gov/system/files/ftc_gov/pdf/nexway-complaint.pdf
https://www.ftc.gov/system/files/ftc_gov/pdf/nexway-complaint.pdf
https://www.ftc.gov/system/files/ftc_gov/pdf/nexway-complaint.pdf


Think about:

▪ Was there a hack? 

▪ Where is the money and who gets it?

▪ What protections are being bypassed?

▪ Can harmed groups do anything?

▪ What is Tech Live’s threat model?
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PHILOSOPHICAL APPROACH TO SECURITY
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Philosophical approach to security

▪ Military approach to security is like a 
castle

o Entrance is guarded by skilled 

professionals

o Entities inside the castle are 

allowed because they were verified 
at the gate

o Security inside each section is 
minimal
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Philosophical approach to security

▪ Or should security be more like a 
village that is open to entry

▪ Each house has its own locks

▪ Each home owner decides their security 
level

▪ Security detection is done by all residents

▪ Non-security people are less good at 
security
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Questions
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