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First, the news… 

▪ First 5 minutes we talk about something interesting and recent

▪ You will not be tested on the news part of lecture

▪ You may use news as an example on tests

▪ Why do this? 

1. Some students show up late for various good reasons

2. Reward students who show up on time

3. Important to see real world examples
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3 Cases

▪ Verizon Supercookie

▪ Lenovo Superfish

▪ Cambridge Analytica
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CAMBRIDGE ANALYTICA
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Course concepts

▪ Access control

▪ Privacy

▪ Consent

▪ Law
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Micro-targeting and political 
campaigns
▪ Cambridge Analytica enabled micro-

targeting by political campaigns

▪ Micro-targeting:

o Tell each voter what they most want to hear

o Apps for door-to-door campaigners that tell 
them information about the home resident 
before they even knock

▪ Micro-targeting requires data about 
individuals to work
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Predicting protected information

▪ Researchers found out that: 

▪ “easily accessible digital records of 
behavior, Facebook Likes, can be used to 
automatically and accurately predict a 
range of highly sensitive personal 
attributes including: sexual orientation, 
ethnicity, religious and political views, 
personality traits, intelligence, happiness, 
use of addictive substances, parental 
separation, age, and gender.”
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Idea behind Cambridge Analytica

▪ If data from a large number of people 
could be obtained:

o Political views could be predicted with 
high accuracy

o Advertisements could be micro-targeted

▪ Cambridge Analytica could then sell 
micro-targeted persuasion options to 

political campaigns worldwide

▪ Cambridge Analytica was used 
during:

o 2016 US presidential election

o UK Brexit campaign 

▪ Leave.EU: – ICO's investigation did not 
find that Cambridge Analytica used user 
data in the campaign

▪ UKIP – unknown, but still being 
challenged in courts
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Facebook’s Graph API v1.0
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▪ Facebook wanted to enable social 
game play 

▪ Games on FB were given access to a 

full list of the user’s friends AND 
information on those friends

▪ All friends, just not friends with the app

▪ Info: likes, location, birthday

▪ Facebook policies stated that data 

was not to be downloaded and 
retained by add developers



Imagine a social network as a massive graph

▪ Users are nodes

▪ Friend relationships are edges

▪ Photos, likes, groups, pages, events, 

etc. are also nodes
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Generated by Copilot



Consent and queries

▪ User Alice installs an app FooBar

▪ Alice consents to FooBar accessing 
likes, photos, and friends

▪ FooBar is given an access token 
ALICE_TOKEN

▪ FooBar on behalf of Alice can access 
authorized content
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https://graph.facebook.com/me/friends?access_token=ALICE_TOKEN

Some graph queries:

/me

/me/likes

/me/photos

/me/friends



Think-pair-share: How should access by an app be managed?

▪ Discretionary Access Control (DAC)

▪ The owner of a resource decides who may access 
that resource. Policy set on a case-by-case basis.

▪ Mandatory Access Control (MAC)

▪ The decision of accessing resources is controlled 
system-wide by a uniform policy.

▪ Role Based Access Control (RBAC)

▪ Similar to MAC, but users are assigned roles 
and permissions are granted to roles, not 
people.

▪ Capabilities

▪ Single- or multi-use ticket for a <subject, object, 
access mode> triple

Generated by Copilot



Access control

A guard controls whether a principal (the subject) is allowed access to a 
resource (the object). 

Subject
Access 
request

Reference 
monitor

Object

Authentication Authorization



Cambridge Analytica – the company

▪ ThisIsYourDigitalLife – Facebook 
app that conducted a personality test 

based on a range of questions 

▪ App also collected lots of data about 
the user (posts, messages, email 
addresses, …) 

▪ And about friends (location, birth 
date, photographs, pages the friend 

liked) 

▪ Had 320,000 direct users and up to 
87 million “friends”

▪ Data was then used to provide 

modelled data about the app user and 
their friends

▪ Cambridge Analytica also paid a 3rd 
party survey company to get members 
of the public to install the app for <$1
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Impacting campaigns

▪ Data was used for micro-targeting of 
ads and messaging
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Information Commissioner’s Office, “Investigation into the use of data analytics in political campaigns: A report to Parliament”, Nov 2018, p49



Consent: Did users consent?

▪ Users consented to installing the app 
and to the permissions

▪ Unfair and deceptive?
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EXTRA SLIDES FOR REFERENCE
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Alice
Coffee Shop 

WIFI ISP A
Website 
Server

Internet

ISP B

Sample connection: Alice loads a website
Alice visits: http://example.com

For each of the above icons, answer the following:

1. The name and/or IP address of the website Alice is visiting

2. The content of the webpage Alice is viewing

3. The IP address of Alice's computer (i.e. ifconfig or ipconfig)

4. The IP address of the Coffee Shop

5. Alice's Operating System
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