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First, the news… 

▪ First 5 minutes we talk about something interesting and recent

▪ You will not be tested on the news part of lecture

▪ You may use news as an example on tests

▪ Why do this? 

1. Some students show up late for various good reasons

2. Reward students who show up on time

3. Important to see real world examples
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3 Cases

▪ Verizon Supercookie

▪ Lenovo Superfish

▪ Cambridge Analytica
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LENOVO SUPERFISH
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This attack touches on:

▪ Man-in-the-middle attacks

▪ Cryptography

▪ Certificate Authorities

▪ Access Control – where is the 

reference monitor? Who is authorized 
to change your computer?

▪ Trust 

▪ Law – when is MITM legally 

acceptable

▪ Law – consent 

▪ Security researcher Marc Rogers 
wrote that it’s “quite possibly the 

single worst thing I have seen a 
manufacturer do to its customer base. 

… I cannot overstate how evil this is.”
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http://marcrogers.org/2015/02/19/lenovo-installs-adware-on-customer-laptops-and-compromises-all-ssl/
http://marcrogers.org/2015/02/19/lenovo-installs-adware-on-customer-laptops-and-compromises-all-ssl/
http://marcrogers.org/2015/02/19/lenovo-installs-adware-on-customer-laptops-and-compromises-all-ssl/


On-device MITM 
Attack

Lenovo shipped 
computers with 
software that used 
MITM to inject ads 
into all network 
traffic.
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Lenovo, a laptop manufacturer

▪ Pre-installed Superfish 
VisualDiscovery

▪ Superfish man-in-the-middled all 

traffic and added advertising

▪ Superfish/Lenovo pre-installed a 

single self-signed root certificate

▪ They used the same root certificate 

with a weak 1024-bit RSA key on ALL 
affected Lenovo PCs (1024-bit 

depreciated in 2013)
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Superfish Man-in-the-Middle
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Browsers use locally-managed 
root certificates
▪ The user (or their admin) can install 

any root-certificate they want to on a 

computer. 

▪ Most browsers honor locally installed 
root certificates.

▪ Locally installed root certificates are 
theoretically used by all programs on 
the computer.
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UWaterloo.ca Certificate
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Questions: Coffee shop attack

▪ Assume an attacker is able to 
intercept traffic. For example, a coffee 

shop offering free wifi. 

▪ How might the attacker be able to 
Man-in-the-middle any traffic 
coming from a laptop running 

Superfish?

▪ Is that attack computer-detectable? 

▪ Is the attack human-visible (if they 

looked)?
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Questions

▪ Why was the Superfish software 
illegal? 

▪ MITM attacks are not necessarily illegal. 

▪ Root certificate insertion on a laptop is 
not necessarily illegal.
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EXTRA SLIDES FOR REFERENCE
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Alice
Coffee Shop 

WIFI ISP A
Website 
Server

Internet

ISP B

Sample connection: Alice loads a website
Alice visits: http://example.com

For each of the above icons, answer the following:

1. The name and/or IP address of the website Alice is visiting

2. The content of the webpage Alice is viewing

3. The IP address of Alice's computer (i.e. ifconfig or ipconfig)

4. The IP address of the Coffee Shop

5. Alice's Operating System

ISP C
Eve
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