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HUMANS AND CONTEXT
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Technology Usability Lab in Pr ivacy and Security

Usable Security and Privacy
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People handle complex 
security decisions 
every day.

Context strongly 
impacts how we 
interpret signs like 
this one.
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Computers are bad at context

▪ Journalist mistakenly added to a 
sensitive chat

▪ Wrong phone number associated with a 

name in the phone book

▪ iPhone put it there....

USEC - Kami Vaniea 5

"According to the White House, the number was 
erroneously saved during a “contact suggestion 

update” by Waltz’s iPhone, which one person 
described as the function where an iPhone 

algorithm adds a previously unknown number to 

an existing contact that it detects may be related."



The “Citizens Bank” problem
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https://www.citizensbank.com

https://www.citizensebank.com/

https://www.citizens-bank.com

https://www.citizensbank.net

https://www.ctznsbank.com

I bank at Citizens Bank



The “Citizens Bank” problem
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https://www.firstcitizens.com/

https://www.citizensfb.com/

https://www.citizensalliancebank.com/

https://www.gocitizensbank.com

https://my.thecitizens.com

https://www.citizensbankwi.bank

https://www.cbbank.com/

I bank at Citizens Bank



Human- and AI-facing URL features
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Domain is the most used 

feature for humans, but is 

almost ignored by AI. 

Why?

Humans know context, and 

the AI system does not.

K. Althobaiti, G. Rummani, K. Vaniea (2019). A Review of Human-and Computer-Facing URL Phishing Features. In IEEE European Symposium on Security and Privacy Workshops (EuroSPW)



Users are told to 
determine safety: 

“only click on links … if 
you are certain … the 
content is safe.”

"Safe" is defined as 
"going where you 
expect."
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Vaniea – IMPACT USA 2025
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S.S. Albakry, K. Vaniea, M.K. Wolters; “What is this URL's Destination? Empirical Evaluation of Users' URL Reading”; In CHI 2020.
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Who is the email claiming to be from?
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AI
ImageUniversity is 

named

University 
email address



Vaniea – IMPACT USA 2025
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Tarini Saka, Kami Vaniea, Nadin Kökciyan (2024). PhishCoder: Efficient Extraction of Contextual Information from Phishing Emails. In Proceedings of the Workshop on Security and Artificial Intelligence (SECAI 2024)

https://storage.googleapis.com/76c157707
5dba36f1594/64bbeccd27bd2eeaef407ae9d...
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USA Phone EU Phone
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Well intentioned....
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Use other sidewalk

There is no other 
sidewalk...



WHAT IS USABLE SECURITY AND PRIVACY?
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Security and usability together
Security Usability/HCI Usable Security and Privacy

Humans are a secondary 
constraint to security 
constraints

Humans are the primary 
constraint, security rarely 
considered

Human factors and security are 
both primary constraints

Humans considered primarily in 
their role as 
adversaries/attackers

Concerned about human error 
but not human attackers

Concerned about both normal 
users and adversaries

Involves threat models Involves task models, mental 
models, cognitive models

Involves threat models AND 
task models, mental models, etc.

Focus on security metrics Focus on usability metrics Considers usability and security 
metrics together

User studies rarely done User studies common User studies common, often 
involve deception + active 
adversary
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Based on slides by Lorrie Cranor



PassFaces

▪ Users have a set of faces instead of a set of 
numbers/letters as their password

▪ Humans are better at recognizing things than they 

are at recalling information

▪ High feature information, like faces, are 

theoretically easier to recognize
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Graphical Passwords

19Wiedenbeck, Waters, Birget, Brodskiy, and Memon; "Authentication Using Graphical Passwords: Effects of Tolerance and Image Choice"

Users select 5 points on the image in order.



User-selected graphical passwords
Security Usability/HCI Usable Security and Privacy

What is the space of possible 
passwords?

How can we make the password 
space larger to make the 
password harder to guess?

How are the stored passwords 
secured? 

Can an attacker gain knowledge 
by observing a user entering 
their password?

How difficult is it for a user to 
create, remember, and enter a 
graphical password? How long 
does it take? 

How hard is it for users to learn 
the system? 

Are users motivated to put in 
effort to create good passwords?

Is the system accessible using a 
variety of devices, for users with 
disabilities? 

All the security/privacy and 
usability HCI questions

How do users select graphical 
passwords? How can we help 
them choose passwords harder 
for attackers to predict?

As the password space 
increases, what are the impacts 
on usability factors and 
predictability of human 
selection?
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Based on slides by Lorrie Cranor



Confidentiality

Integrity Availability
Secure

Defining Security

▪ Confidentiality 

▪ Ensures that computer-related 
assets are accessed only by 
authorized parties.

▪ Integrity 

▪ Assets can be modified only by 
authorized parties or only in 
authorized ways.

▪ Availability

▪ Assets are accessible to authorized 
parties at appropriate times.

• Secrecy 
• Privacy

• Write protection 
• Deletion protection

• Correct people 
can access

• Online
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Security properties to ensure

Confidentiality No improper information gathering

Integrity Data has not been (maliciously) altered

Availability Data/services can be accessed as desired

Accountability Actions are traceable to those responsible

Authentication User or data origin accurately identifiable

ECE458 - Kami Vaniea 22



23

Is this system secure?

Confidentiality 
Device might collect data from 

card like name and card 
number.

Possibly auto-sign people up 
for marketing.

Integrity 
How will you be sure that 

amount charged really is $10? 

Availability
Minimal availability issues 

because the machine does not 
take the card away.

Minor risk of fraud alert.
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Is this system secure?
Confidentiality 

Device might collect data from 
card like name and card 
number.

Possibly auto-sign people up 
for marketing. (Unlikely with 
GDPR)

Integrity 
How will you be sure that 

amount charged really is £3? 

Availability
Minimal availability issues, 

user never looses control of the 
card.

Minor risk of fraud alert.
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Is this system secure?

Confidentiality 
Probably fine

Integrity 
Maybe

Availability
Big problem



Defining privacy 
- The Cambridge Dictionary

▪ Someone’s right to keep their personal matters 
and relationships secret 

▪ Controlling personal information 

▪ The new law is designed to protect people’s privacy

▪ The state of being alone 

▪ Controlling access to self 

▪ I hate sharing a bedroom – I never get any privacy
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Controlling who has personal information
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Controlling access to self
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Think-pair-share
▪ Think about the question to yourself 

quietly. No talking.

▪ 1 minute

▪ Pair with someone sitting near you. 
Discuss the question and your 
answers. Lots of everyone talking.

▪ 3 minutes 

▪ Share through whole-class 
discussion. A couple groups share 
their answers and the instructor 
comments. A couple people talk. 

▪ About 5 minutes
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Uninvited Guests
https://vimeo.com/128873380

https://vimeo.com/128873380


Human-factors Engineering

▪ human-factors engineering, 
science dealing with the application 

of information on physical and 
psychological characteristics to the 

design of devices and systems for 
human use.1

▪
Humans are a part of a larger system. 

▪
Human-factors engineers build systems that account for 

human limitations and support humans in completing 

tasks with minimal errors.
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1. Human-factors engineering, Britanica



Example: calculators vs phones
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▪ Order of the numbers are reversed on 
phone and calculator

▪ Extensive testing found that people 

made fewer dialing errors this way



Some human factors 
can be computed 
based on physical 
characteristics.
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Model human 
processor



Goals, Operations, 
Methods, and 
Selection rules 
(GOMS)
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Compare speed of two designs for experts

37https://en.wikipedia.org/wiki/Keystroke-level_model



Human Variability
Variability Type Description Security Impact

Cognitive Differences in thinking 
and information 
processing

Affects alert 
comprehension and 
response time

Behavioral Varied actions and 
response patterns

Influences compliance 
with security protocols

Technical Skill Different levels of 
technical experience 
and knowledge

Determines ability to 
implement security 
measures

Emotional Psychological and 
stress responses

Impacts decision quality 
during security 
incidents

USEC - Kami Vaniea 38

Heavily inspired by Dr Calvin Nobles IMPACT 2025 talk



Error Management Science in Cybersecurity
▪ Decision Errors

o Poor choices despite having correct information. 
Often arise from cognitive biases or pressure.

▪ Perceptual Errors

o Misinterpreting security information. Common with 
complex dashboards, lots of alerts, or complex 
interfaces

▪ Skill-Based Errors

o Failures in execution despite proper intent. 
Typically occur during routine security tasks.

▪ Routine Violations

o Deliberately bypassing security protocols. Often due 
to efficiency-security tradeoffs.

USEC - Kami Vaniea 39

Heavily inspired by Dr Calvin Nobles IMPACT 2025 talk



Operationalizing Human Factors Engineering
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User Research

Understanding of system users, capabilities, and 

limitations.

Design Integration

Implementing human-centered solutions into the 

system's design.

Task Analysis

Identifying critical workflows and decision points.

.

Evaluation

Testing effectiveness against human performance 

metrics.

Iterative Improvement

Continuous refinement based on human 

performance data.
Heavily inspired by Dr Calvin Nobles IMPACT 2025 talk



Double Dimond
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https://www.gilero.com/resources/understanding-human-centered-design/



Usability (Human-Factors)
▪ Learn-ability – The type for typical users to 

learn the actions relevant to a set of tasks.

▪ Efficiency – How long it takes users to 

perform typical tasks.

▪ Errors – The rate of errors users make when 

performing tasks. 

▪ Memorability – How users can retain their 

knowledge of the system over time.

▪ Subjective Satisfaction – How users like 
the various aspects of the system.

42

Designing the user interface: Strategies for Effective Human-
Computer Interaction by Ben Shnelderman



Usability (Human-Factors)
▪ The rental car navigation 

system is likely setup for a 
single user with rare 
configuration needs – set it and 
forget it

▪ Security and privacy issues 
coming from: 

▪ Logs 

▪ Sensors 

▪ Configuration settings 

▪ Connection to user’s devices 
(Bluetooth)

43

Designing the user interface: Strategies for 
Effective Human-Computer Interaction by 
Ben Shnelderman



Usability 
▪ Learn-ability – Will the user learn that 

security options exist?

▪ Efficiency – How long do users think it will 
take to perform security tasks?

▪ Errors – Will users notice that security 
settings need attention? If they do, will they 
make the correct changes?

▪ Memorability – Does this system use similar 
configuration such that users can transfer 
knowledge?

▪ Subjective Satisfaction – Do users feel like 
they successfully protected themselves?

44
Designing the user interface: Strategies for Effective Human-
Computer Interaction by Ben Shnelderman



Human 
Computer

Interaction

Computer 
Security

Statistics

Psychology
Design

USec is where 
security and the real 
world meet. 

It is VERY 
interdisciplinary

Law & 
Public 
Policy
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WHAT IS SO CHALLENGING ABOUT USEC?
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“In the rush to build 
Internet businesses, 
many executives 
concentrate all their 
attention on attracting 
customers rather than 
retaining them. That’s a 
mistake. The unique 
economics of 
e-business make 
customer loyalty more 
important than ever.”



“On the Web … business is 
conducted at a distance 
and risks and 
uncertainties are 
magnified… Customers 
can’t look a salesclerk in 
the eye, can’t size up the 
physical space of a store 
or office, and can’t see 
and touch products. They 
have to rely on images 
and promises, and if they 
don’t trust the company 
presenting those images 
and promises, they’ll shop 
elsewhere.”



Flicker 
SalFalko

• Will people understand 
encryption?

• What icons work well? 
• What is the most 

important information?
• Does Green/Red have the 

same meaning world 
wide?

• Will anyone look at the 
address bar after loading?

• Will users trust the icon 
to be accurate?
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Questions
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