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First, something random…

▪ First 5 minutes we talk about something interesting, often from recent events

▪ You will not be tested on the 5 minutes part of lecture

▪ This part of lecture will sometimes not be recorded

▪ Why do this? 

1. Some students show up late

2. Reward students who show up on time

3. Important to see real world examples
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Today… 

1. Overview of public/private key encryption

2. Cognitive Walkthrough

3. Deep discussion of the paper: Why Johnny Can’t Encrypt
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Why Johnny Can’t 
Encrypt



ECE458 - Kami Vaniea 5

Alice
Coffee Shop 

WIFI ISP A
Website 
Server

Internet

ISP B

Sample connection: Alice loads a website
Alice visits: http://example.com

For each of the above connection points, can they learn:

1. The name and/or IP address of the website Alice is visiting

2. The content of the webpage Alice is viewing

3. Alice's Operating System (Linux, Windows, MacOS)



MAN IN THE MIDDLE ATTACK
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Alice’s 
Computer

The Internet Bob’s Server

Alice Bob



Alice’s 
Computer

The Internet Bob’s Server

Alice Bob

Charlie



Alice Bob

Charlie

Charlie is in the middle 
between Alice and Bob. 

• Charlie can:

◦ View (confidentiality)

◦ Change (integrity)

◦ Add (integrity)

◦ Delete (integrity, 
availability)

• Charlie could be: 

◦ Internet service provider

◦ Virtual Private Network (VPN) 
provider

◦ WIFI provider such as a coffee shop

◦ An attacker re-routing your 
connection

◦ An incompetent admin (it happens)



Man in the middle attacks happen all the time and 
they are not always bad. 
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Alice

Alice goes to her favorite coffee shop 
and tries to visit BBC News



Alice



Alice Bob



Alice



Your 
Computer

The Internet Destination 
Server

Verizon

Level 
Three

Comcast



Virtual Private Networks (VPNs)
Self-inflicted Man in the Middle
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The Internet
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Server
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Bob

Charlie



The following is an attack that actually 
happened to a student of mine when they 
were trying to upload their “set a cookie” 
homework using a free VPN.
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<html>

<head>

 <title>Basic web page</title>

 <link href="http://vaniea.com/teaching/privacyToday/basic.css" rel="stylesheet" type="text/css"/>

 <script>

  document.cookie="username=John Doe;";

 </script>

</head>

<body> THIS TEXT HAS BEEN CHANGED.

</body>

</html>

Correct 
Answer



<html>

<head>

 <title>Basic web page</title>

 <link href="http://vaniea.com/teaching/privacyToday/basic.css" rel="stylesheet" type="text/css"/>

 <script>

  document.cookie="username=John Doe;";

 </script>

</head>

<body><script type="text/javascript">ANCHORFREE_VERSION="633161526"</script><script type='text/javascript'>var _AF2$ = 

{'SN':'HSSHIELD00US','IP':'216.172.135.223','CH':'HSSCNL000550','CT':'z51','HST':'&sessStartTime=1422651433&accessLP=1','AFH':'hss734','RN':Math.floor(Math.random()*999),'TOP':(parent.location!=docum
ent.location||top.location!=document.location)?0:1,'AFVER':'3.42','fbw':false,'FBWCNT':0,'FBWCNTNAME':'FBWCNT_FIREFOX','NOFBWNAME':'NO_FBW_FIREFOX','B':'f','VER': 
'us'};if(_AF2$.TOP==1){document.write("<scr"+"ipt 

src='http://box.anchorfree.net/insert/insert.php?sn="+_AF2$.SN+"&ch="+_AF2$.CH+"&v="+ANCHORFREE_VERSION+6+"&b="+_AF2$.B+"&ver="+_AF2$.VER+"&afver="+_AF2$.AFVER+"' 
type='text/javascript'></scr"+"ipt>");}</script>

 THIS TEXT HAS BEEN CHANGED.

</body>

</html>

<html>

<head>

 <title>Basic web page</title>

 <link href="http://vaniea.com/teaching/privacyToday/basic.css" rel="stylesheet" type="text/css"/>

 <script>

  document.cookie="username=John Doe;";

 </script>

</head>

<body> THIS TEXT HAS BEEN CHANGED.

</body>

</html>

Correct 
Answer

Attacked 
Answer



Your 
Computer

The Internet

Coursework 
Server

Verizon

Level 
Three

ComcastM

VPN Server

M

Student

Charlie

<html>
<head>
 <title>Basic web page</title>
 <link href="http://vaniea.com/teaching/privacyToday/basic.css" 
rel="stylesheet" type="text/css"/>
 <script>
  document.cookie="username=John Doe;";
 </script>
</head>
<body> THIS TEXT HAS BEEN CHANGED.
</body>
</html>

<html>
<head>
 <title>Basic web page</title>
 <link 
href="http://vaniea.com/teaching/privacyToday/basic.css" rel="stylesheet" 
type="text/css"/>
 <script>
  document.cookie="username=John Doe;";
 </script>
</head>
<body><script 
type="text/javascript">ANCHORFREE_VERSION="633161526"</script><
script type='text/javascript'>var _AF2$ = 
{'SN':'HSSHIELD00US','IP':'216.172.135.223','CH':'HSSCNL000550','CT':'z5
1','HST':'&sessStartTime=1422651433&accessLP=1','AFH':'hss734','RN':Mat
h.floor(Math.random()*999),'TOP':(parent.location!=document.location||to
p.location!=document.location)?0:1,'AFVER':'3.42','fbw':false,'FBWCNT':0,'
FBWCNTNAME':'FBWCNT_FIREFOX','NOFBWNAME':'NO_FBW_FIREF
OX','B':'f','VER': 'us'};if(_AF2$.TOP==1){document.write("<scr"+"ipt 
src='http://box.anchorfree.net/insert/insert.php?sn="+_AF2$.SN+"&ch="
+_AF2$.CH+"&v="+ANCHORFREE_VERSION+6+"&b="+_AF2$.B+"&ver
="+_AF2$.VER+"&afver="+_AF2$.AFVER+"' 
type='text/javascript'></scr"+"ipt>");}</script>
 THIS TEXT HAS BEEN CHANGED.
</body>
</html>



Here Be 
Dragons

The Internet

Website Server

In short: 

Dangerous stuff 
happens on the 
Internet, do not 
assume data will be 
safe in transit 

Your 
Computer

Man in the 
Middle
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Alice
Coffee Shop 

WIFI ISP A
Website 
Server

Internet

ISP B

Sample connection: Alice loads a website
Alice visits: http://example.com

For each of the above connection points, can they learn:

1. The name and/or IP address of the website Alice is visiting

2. The content of the webpage Alice is viewing

3. Alice's Operating System (Linux, Windows, MacOS)



PUBLIC PRIVATE KEY ENCRYPTION
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Encryption is based on shared secrets

▪ In a Caesar Cipher (right) the “secret” is how 
many places to turn the wheel

▪ Encryption is done by finding a letter on the 

outer wheel and then writing down the letter 
on the inner wheel.

▪ Easy to break using modern computers by just 
guessing all 26 possibilities. 

Message C R Y P T O
Encrypted F U V S E R

Overly simple example using Caesar Cipher with key 3:

https://www.xarg.org/tools/caesar-cipher/



One-time-pads

▪ Share a “key” in advance.

▪ Use the “key” to encrypt/decrypt by adding 
the letters.

▪ One of the strongest forms of encryption.

▪ But… you have to pre-share long keys.

Message C R Y P T O
Key A Y S Y I F

Encrypted C P Q N B T

Overly simple example: Mission Impossible movie, use of hotel 
bible as key



Encryption properties we want:

1. The communication between you and the other party is 
confidential and has not been changed

▪ No one can read what you sent

▪ No one can change what you sent

2. Knowing who you are communicating with

▪ You are talking to who you think you are talking to 
and not someone else



Public/private key cryptography
▪ Generate two “keys” that are paired 

▪ Whatever one key locks only the 
other key can unlock

▪ Public keys are given out to everybody

▪ Private keys are kept private 

My public key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2
=x5FK
-----END PGP PUBLIC KEY BLOCK-----

Public

Private



I want to send Bob a message that no 
one else can read
▪ I encrypt (lock) the message with Bob’s 

public key.

▪ Only Bob has his private key, so only Bob 

can decrypt (unlock) the message.

My public key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2
=x5FK
-----END PGP PUBLIC KEY BLOCK-----

Bob’s public key Bob’s private 
key

PrivatePublic



I want to send Bob a message that no 
one else can read
▪ I encrypt (lock) the message with Bob’s 

public key.

▪ Only Bob has his private key, so only Bob 

can decrypt (unlock) the message.

▪ Using the same key twice just creates an 

error (meaningless output)

Bob’s public key Bob’s public key

My public key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2
=x5FK
-----END PGP PUBLIC KEY BLOCK-----

ErrorPublic Public



I want to send Bob a message that no 
one else can read
▪ I encrypt (lock) the message with Bob’s 

public key.

▪ Only Bob has his private key, so only Bob 

can decrypt (unlock) the message.

Bob’s public key Bob’s private 
key

My public key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2
=x5FK
-----END PGP PUBLIC KEY BLOCK-----

Public Private



Encryption properties we want:

1. The communication between you and the other party is 
confidential and has not been changed (integral)

▪ No one can read what you sent

▪ No one can change what you sent

2. Knowing who you are communicating with

▪ You are talking to who you think you are talking to 
and not someone else



Alice
Bob

Bob can’t tell who the message is from

Bob’s 
Public key

Bob’s 
Private key

PrivatePublic



Bob

Bob can’t tell who the message is from

Eve

Bob’s 
Public key

Bob’s 
Private key

AliceBob’s 
Public key

PrivatePublic

Public



I want to prove a message is from me

▪ I encrypt (lock) the message with my 
private key

▪ Anyone with the public key can use it to 

decrypt (unlock) the file. If it decrypts 
(unlocks), then it must have been encrypted 
(locked) by my private key and no other.

My private key My public key

My public key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2
=x5FK
-----END PGP PUBLIC KEY BLOCK-----

PublicPrivate



If I do both of those at the same time I can prove 
that:

1. only I could have sent the message (signature)

2. only Bob can read it (encryption) 

My private key Bob’s public key

My public key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2
=x5FK
-----END PGP PUBLIC KEY BLOCK-----My public key Bob’s private key

Public Private

PublicPrivate



Encryption properties we want:

1. The communication between you and the other party is 
confidential and has not been changed

▪ No one can read what you sent

▪ No one can change what you sent

2. Knowing who you are communicating with

▪ You are talking to who you think you are talking to 
and not someone else



LINKING KEYS AND IDENTITIES



But we still have a problem:
 
All that assumes that we know which key goes with 
which person.



One of the founding problems in Usable Security and 
Privacy. 

Even now we have no good answer.



How do we solve the identity problem? 

Idea: Have the humans do the linking of identity to 
cryptographic keys.

44



We could post the 
public key 
somewhere highly 
public and verifiable 
it came from us.

Photo credit: Juho Nurminen 
@jupenur



Other people can 
then compare the 
keys on their 
computers to the 
highly visible copy.

Photo credit: Juho Nurminen 
@jupenur



Though we must be 
careful to post ONLY 
the public key…

Photo credit: Juho Nurminen 
@jupenur

Do not do this



Nice idea, but it does not scale. 

Also a chicken-and-egg problem. How do we find a 
place guaranteed to be from us without using 
cryptography?
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Idea 2: What if everyone did a few verifications. We 
could slowly build a web of verifications like:  

Alice verified Bob’s key
Bob verified Charlie’s key
so 
Alice can trust Charlie’s key

49



Web of trust
▪ Alice hand verifies that Bob’s public key 

really does belong to Bob

▪ Then Alice “signs” the key by encrypting it 

with her private key. 

▪ Now anyone that has hand verified Alice’s 

key, can also trust Bob’s key (if they trust 
Alice to do verifications). 

My public key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2
=x5FK
-----END PGP PUBLIC KEY BLOCK-----



Wonderful idea in theory. But verifying those long 
keys is hard… also I don’t trust most people to do a 
thorough job of it…. 
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Idea 3: What if a couple of trusted groups did the 
verifications. Then they could have high standards 
and everyone could just trust them.
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Certificate Authorities
▪ A certificate authority verifies some 

properties of a person/organization and 

issues a “certificate” signed by their 
private key.

▪ Certificates can be quite detailed about 
what has been verified, and what they 

have been verified to do.



Certificate 
Authorities 
are used by 
browsers to 
verify identity



You can see 
lots of details 
about any 
encrypted 
connection.



But now don’t we just have the same problem 
again? 

How does the browser know which Certificate 
Authorities to trust?



Clearly some 
Certificate 
Authorities are 
trusted and some 
are not.
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Your operating system and your browser both 
maintain lists of Certificate Authorities that they trust.

These lists differ between operating systems, 
browsers, and organizations. 

60



Each organization 
makes its own trust 
decisions about 
Certificate 
Authorities



Alice Bob

In Conclusion…

Eve



Why Johnny Can’t 
Encrypt
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Understanding the problem

Definition: Security software is usable if the people who are expected to use it:

1. are reliably made aware of the security tasks they need to perform;

2. are able to figure out how to successfully perform those tasks;

3. don’t make dangerous errors; and

4. are sufficiently comfortable with the interface to continue using it.



Users need to:
▪ understand that privacy is achieved by 

encryption, and figure out how to encrypt 
email and how to decrypt email received 
from other people

▪ understand that authentication is 
achieved through digital signatures, and 
figure out how to sign email and how to 
verify signatures on email from other 
people

▪ understand that in order to sign email 
and allow other people to send them 
encrypted email a key pair must be 
generated, and figure out how to do so

▪ understand that in order to allow 
other people to verify their signature 
and to send them encrypted email, 
they must publish their public key, 
and figure out some way to do so

▪ understand that in order to verify 
signatures on email from other people 
and send encrypted email to other 
people, they must acquire those 
people’s public keys

▪ manage to avoid such dangerous 
errors as accidentally failing to 
encrypt, trusting the wrong public 
keys, failing to back up their private 
keys, and forgetting their pass 
phrases

▪ be able to succeed at all of the above 
within a few hours of reasonably 
motivated effort



Tested usability using two methods

▪ Cognitive Walkthrough

▪ A set of experts review the experts and make an informed guess about what will be problematic

▪ Paired with heuristics – The experts state how the user interface supports or violates common 
HCI principles (Heuristics) 

▪ Lab Study

▪ Ask the participant to perform a set of tasks

▪ Very similar to a think aloud, but without the talking aloud part



Cognitive walkthrough outcomes

▪ Visual metaphors – Do key and 
lock pictures make sense? 

▪ Different key types – Public vs 
private keys, or maybe signing and 
encryption keys?

▪ Key server – Used for sharing keys

▪ Key management policy – Trust 
and validity ratings

▪ Consistency – Use of the same 
terms everywhere

▪ Too much information – 
Information like key size, hashes, and 
trust

▪ Irreversible actions

▪ Accidentally deleting the private key

▪ Accidentally publicizing a key

▪ Accidentally revoking a key

▪ Forgetting the pass phrase

▪ Failing to back up the key rings



Lab study

▪ 12 participants with CS backgrounds

▪ Participant had to send several emails 
to team members (the researchers) 

▪ Creating a key pair

▪ Sending their public key to team 
members

▪ Getting team members’ public keys

▪ Sending the email

▪ Decrypting response email

▪ 3 – emailed the private key to the 
team member

▪ 1 never realized the error

▪ 1 – forgot their pass phase and had to 

re-generate keys

▪ 1 – never figured out how to encrypt 

▪  7 – used their public keys to encrypt

▪ 1 created a separate key pair for each 
team member

▪ 3 – successfully sent an encrypted 

email to the whole team and were 
able to decrypt an response email



Whitten and Tygar evaluated PGP encryption in 1999, surely 
it must be more usable now.



"SECURE" MESSAGING



WhatsApp

USEC - Kami Vaniea 73

▪ All messages, including group chats, are end-
to-end encrypted

▪ The “ends” are the WhatsApp app on both 

devices

▪ Keys are managed by WhatsApp itself and 

shared with the devices as needed
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https://engineering.fb.com/2021/07/14/security/whatsapp-multi-device/

WhatsApp: syncing chats



Signal
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▪ End to end encrypted

▪ The “ends” are the apps on both sides 



Telegram

▪ Only Secret chats are end-to-end 
encrypted

▪ Secret chats are more restricted than 

other messaging tools

▪ Video and audio calls are end-to-end 

encrypted
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Questions
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