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First, something random…

▪ First 5 minutes we talk about something interesting, often from recent events

▪ You will not be tested on the 5 minutes part of lecture

▪ This part of lecture will sometimes not be recorded

▪ Why do this? 

1. Some students show up late

2. Reward students who show up on time

3. Important to see real world examples
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Today… 

1. Overview of public/private key encryption

2. Cognitive Walkthrough

3. Deep discussion of the paper: Why Johnny Can’t Encrypt
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If I do both of those at the same time I can prove 
that:

1. only I could have sent the message (signature)

2. only Bob can read it (encryption) 

My private key Bob’s public key

My public key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2
=x5FK
-----END PGP PUBLIC KEY BLOCK-----My public key Bob’s private key



Usability

A design is not usable or 
unusable per se 

- its features, together with the 

users, what the users want to do 
with it, and the users’ 
environment in performing tasks, 

determine its level of usability
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Design

User experience



STRUCTURING RESEARCH
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Why Johnny Can’t 
Encrypt



Structuring Research 

▪ Research question or goal

▪ Literature review (what have others 
learned or done)

▪ Methods planned to answer question 
or achieve goal

▪ Evaluate outcome 

▪ Contextualize findings

▪ Writeup
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Research Questions

▪ Can people differentiate between a subdomain 
and a domain when reading a URL?

▪ Can users use [my new password manager] 
faster and with less errors than [the old 
password manager]?

▪ Does knowing how an app will use its 
permissions impact app installation decisions?

▪ What factors impact end-users’ willingness to 
update software? 

▪ Is the guidance given by some static analysis 
tools better at helping developers identify and 
fix security errors in their code?

Research Goals

▪ Automatically extract question and answer 
pairs from privacy policies.

▪ Collect social media posts people write while 
their account is protected. 

▪ Accurately cluster phishing messages by 
scam.

Research Question or Goal
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Why Johnny Can’t 
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Literature – state of the art

▪ Defining usability for security

▪ Problematic properties

▪ Unmotivated user property

▪ Abstraction property

▪ Lack of feedback property

▪ Barn door property

▪ PGP documentation and marketing

▪ Related work

▪ There isn’t much….
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Understanding the problem

Definition: Security software is usable if the people who are expected to use it:

1. are reliably made aware of the security tasks they need to perform;

2. are able to figure out how to successfully perform those tasks;

3. don’t make dangerous errors; and

4. are sufficiently comfortable with the interface to continue using it.



PGP users need to:
▪ understand that privacy is achieved by 

encryption, and figure out how to encrypt 
email and how to decrypt email received 
from other people

▪ understand that authentication is 
achieved through digital signatures, and 
figure out how to sign email and how to 
verify signatures on email from other 
people

▪ understand that in order to sign email 
and allow other people to send them 
encrypted email a key pair must be 
generated, and figure out how to do so

▪ understand that in order to allow 
other people to verify their signature 
and to send them encrypted email, 
they must publish their public key, 
and figure out some way to do so

▪ understand that in order to verify 
signatures on email from other people 
and send encrypted email to other 
people, they must acquire those 
people’s public keys

▪ manage to avoid such dangerous 
errors as accidentally failing to 
encrypt, trusting the wrong public 
keys, failing to back up their private 
keys, and forgetting their pass 
phrases

▪ be able to succeed at all of the above 
within a few hours of reasonably 
motivated effort



Structuring Research 

▪ Research question or goal

▪ Literature review (what have others 
learned or done)

▪ Methods planned to answer 
question or achieve goal

▪ Evaluate outcome 

▪ Contextualize findings

▪ Writeup

USEC - Kami Vaniea 17



Tested usability using two methods

▪ Cognitive Walkthrough

▪ A set of experts review the experts and make an informed guess about what will be problematic

▪ Paired with heuristics – The experts state how the user interface supports or violates common 
HCI principles (Heuristics) 

▪ Lab Study

▪ Ask the participant to perform a set of tasks

▪ Very similar to a think aloud, but without the talking aloud part



Structuring Research 

▪ Research question or goal

▪ Literature review (what have others 
learned or done)

▪ Methods planned to answer question 
or achieve goal

▪ Evaluate outcome 

▪ Contextualize findings

▪ Writeup
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Cognitive walkthrough outcomes

▪ Visual metaphors – Do key and 
lock pictures make sense? 

▪ Different key types – Public vs 
private keys, or maybe signing and 
encryption keys?

▪ Key server – Used for sharing keys

▪ Key management policy – Trust 
and validity ratings

▪ Consistency – Use of the same 
terms everywhere

▪ Too much information – 
Information like key size, hashes, and 
trust

▪ Irreversible actions

▪ Accidentally deleting the private key

▪ Accidentally publicizing a key

▪ Accidentally revoking a key

▪ Forgetting the pass phrase

▪ Failing to back up the key rings



Structuring Research 

▪ Research question or goal

▪ Literature review (what have others 
learned or done)

▪ Methods planned to answer 
question or achieve goal

▪ Evaluate outcome 

▪ Contextualize findings

▪ Writeup
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Lab Study

▪ Participants physically come to lab

▪ Scenario creates a realistic situation 
likely to produce expected issues

▪ Task was to send a secret message to a 
given set of email addresses. 

▪ Participant given a scenario, but was 

aware that encrypting email was part 
of the study 
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Lab study

▪ 12 participants with CS backgrounds

▪ Participant had to send several emails 
to team members (the researchers) 

▪ Creating a key pair

▪ Sending their public key to team 
members

▪ Getting team members’ public keys

▪ Sending the email

▪ Decrypting response email

▪ 3 – emailed the private key to the 
team member

▪ 1 never realized the error

▪ 1 – forgot their pass phase and had to 

re-generate keys

▪ 1 – never figured out how to encrypt 

▪  7 – used their public keys to encrypt

▪ 1 created a separate key pair for each 
team member

▪ 3 – successfully sent an encrypted 

email to the whole team and were 
able to decrypt an response email



Structuring Research 

▪ Research question or goal

▪ Literature review (what have others 
learned or done)

▪ Methods planned to answer question 
or achieve goal

▪ Evaluate outcome 

▪ Contextualize findings

▪ Writeup
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Whitten and Tygar evaluated PGP encryption in 1999, surely 
it must be more usable now.



"SECURE" MESSAGING



WhatsApp
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▪ All messages, including group chats, are end-
to-end encrypted

▪ The “ends” are the WhatsApp app on both 

devices

▪ Keys are managed by WhatsApp itself and 

shared with the devices as needed
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https://engineering.fb.com/2021/07/14/security/whatsapp-multi-device/

WhatsApp: syncing chats



Signal
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▪ End to end encrypted

▪ The “ends” are the apps on both sides 



Telegram

▪ Only Secret chats are end-to-end 
encrypted

▪ Secret chats are more restricted than 

other messaging tools

▪ Video and audio calls are end-to-end 

encrypted
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COGNITIVE WALKTHROUGH
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Inspection techniques 
▪ Inspection techniques are a class of methodologies where the evaluation is done 

by one or more experts without involving participants or potential users. 

▪ Pros: 

▪ Cheaper and faster to run than studies on users.

▪  Leverage the knowledge of experts.

▪ Cons:

▪ Experts are not users and may miss issues a real user would identify.

▪ Bias towards more common errors which may be less problematic.

▪ Different inspection techniques define “usability” differently.

▪ Examples: 

▪ GOMES, expert interviews, body storming, heuristic evaluation, cognitive walkthrough, 
ergonomic analysis.
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Heuristic Evaluation 
▪ Basic idea: Have an expert evaluate an interface based on a common 

set of criteria (heuristics).

▪ Experts have a broad knowledge of human behavior as well as subject 
specific knowledge, so their opinion is valuable. 

▪ Pros

▪ Can be done by even a single person.

▪ No ethics, recording, or other human-related problems.

▪ Minimal expense to find a large number of potentially expensive problems.

▪ Cons

▪ Experts are not the same as end users, they will miss some things.

▪ Heuristics are the most common types of problems, but they do not represent all 
problems.
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Nielsen’s 10 
Heuristics

“Heuristics” are simple 
rules that can be easily 
applied and are true in 
most situations. Using the 
ten heuristics to the right 
we can detect a large 
percentage of usability 
issues.

1. Visibility of system status

2. Match between system and the 
real world

3. User control and freedom 

4. Consistency and standards

5. Error prevention 

6. Recognition rather than recall

7. Flexibility and efficiency of use

8. Aesthetics and minimalist design

9. Help users recognize, diagnose, 
and recover from errors 

10. Help and documentation
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Visibility of system status

▪ The system should always keep users informed about what is going on, through 
appropriate feedback within reasonable time. 

▪ Why 

▪ People learn from seeing the feedback of their actions 

▪ Knowledge of system state is necessary for some actions
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Visibility of system status
Me adding a Q&A 
session to my Google 

calendar
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Visibility of system status
Better add a reminder or 
I might forget to go
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39

Is the 
reminder 
saved?



Visibility of system status
I clicked the back 
button without 

clicking “save” and 
get a warning.
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Good example: clear 
which levels have 
been played, how 
they did, what level 
the player is 
currently on, and 
what levels are still 
locked.
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Help and 
documentation 

present (good) but 
not co-located 

(less good). 

Recall and 
Recognition 

both supported 
(good).



Cognitive Walkthrough

▪ A method that evaluates whether the order of cues and prompts in a system 
supports the way people process tasks and anticipate the “next steps” of a system. 

▪ When to use it: 

▪ Initial evaluation of a system 

▪ Low budget 

▪ Walk-up-and-use systems or first-use situations

▪ Have access to HCI experts

▪ When to not use it: 

▪ Formal evaluation of your own system with you as an evaluator.

▪ Systems a user will use frequently.
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Cognitive Walkthrough Process

▪ Briefing session to tell experts what to do.

▪ Evaluation period of 1-2 hours where: 

▪ Each expert works separately.

▪ Take one pass to get a feel for the product.

▪ Take a second pass to focus on specific features.

▪ Debrief session in which experts work together to prioritize problems. 

▪ Use most important problems to design a study to test if the identified problems are ones that 
hinder end users.

▪ Write a report for the client explaining the problems found and the relative importance of each 
problem.
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Number of evaluators & problems

45www.id-book.com



Materials needed

▪ Persona

▪ Task persona is trying to accomplish

▪ List of “correct” steps

▪ Way to record answers to the 4 questions

▪ Way to record issues found

▪ Optionally: List of the heuristics 

Process

▪ For each “correct” step: 

▪ Answer the four questions

▪ Record any identified problems (poor aspects)

▪ Record any notable good things (good aspects)

▪ After completing all steps, review the aspects 
recorded by other evaluators. 

▪ Discuss most serious issues.

Each evaluator: 
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The four questions

1. Will users want to produce whatever effect the action has?

2. Will users see the control (button, menu, label, etc.) for the action?

3. Once users find the control, will they recognize that it will produce the effect they 

want?

4. After the action is taken, will users understand the feedback they get, so they can 
confidently continue on to the next action?
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Task: Open the Tasks 
lecture slides in 
DrawboardPDF.
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1. Will users want to 
produce whatever 
effect the action has?

2. Will users see the 
control (button, 
menu, label, etc.) for 
the action?

3. Once users find the 
control, will they 
recognize that it will 
produce the effect 
they want?

4. After the action is 
taken, will users 
understand the 
feedback they get, so 
they can confidently 
continue on to the 
next action?
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Task: Delete a 
node from a 
mindmap 
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User must press 
and hold the circle 

they wish to 
delete.

1. Will users want to 
produce whatever 
effect the action has?

2. Will users see the 
control (button, 
menu, label, etc.) for 
the action?

3. Once users find the 
control, will they 
recognize that it will 
produce the effect 
they want?

4. After the action is 
taken, will users 
understand the 
feedback they get, so 
they can confidently 
continue on to the 
next action?
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User must drag 
the little circle 

over to the black 
dot.
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Cognitive Walkthrough outcome
Q1: produce effect Q2: see control Q3: recognize 

effect
Q4: understand 
feedback

Push and hold No. User wants to 
delete, not select. 

There are + symbols 
elsewhere to add a 

node, user may 

attempt to find a - 
symbol to directly 

delete rather than 
trying to select the 

node. 

No. The control is 
invisible so there is 

no way to see it. User 
may also try tapping 

rather than a long 

hold, which will also 
prevent them from 

seeing it. 

Yes. Yes.

Drag circle Yes. Yes. No. The black hole in 
the corner is not 

obviously a way to 
delete nodes. Users 

may see it, but they 

are likely to not 
recognize it as a way 

to delete. 

Yes.

Tap “delete” button Yes. Yes. Yes. Yes.
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LAB STUDY
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https://www.nngroup.com/articles/which-ux-research-methods/
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Lab studies are a simple idea. You ask a user to 
come into a physical space and ask them to interact 
with the interface there. 



Lab Study
▪ Basic idea: Have a participant come to a physical place (lab) and interact with the 

interface there

▪ You setup the lab so it mimics the situation you want to test

▪ Pros

▪ Full control over the environment so limited confounds

▪ Detailed data from each subject 

▪ Ability to ask them why they did something

▪ Cons

▪ Small sample sizes

▪ Being in the lab changes user behavior. They feel safer and their normal distractions are gone. They 
may also be more stressed.
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Questions
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