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First, the news… 

▪ First 5 minutes we talk about something interesting and recent

▪ You will not be tested on the news part of lecture

▪ You may use news as an example on tests

▪ Why do this? 

1. Some students show up late for various good reasons

2. Reward students who show up on time

3. Important to see real world examples
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URLS
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K. Althobaiti, G. Rummani, K. Vaniea. A Review of Human-and Computer-Facing URL Phishing Features. In IEEE European Symposium on Security and Privacy Workshops, 2019.
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Like postal addresses, links are read right to left

https://facebook.mobile.com

Sydney, NS, Canada Sydney, NSW, Australia
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https://profile.facebook.com

May 27, 2025
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https://facebook.profile.com

Which of these URLs goes to Facebook?

✓

✘



Vaniea – IMPACT USA 2025

None of these go to Paypal

 paypal.com.login-myaccount.policy.country
 paypal.com.updates-information-accounts.ga
 paypal.com.account.update.amquipac.org
 paypal.com.login.summary-limited-account.gq
 paypal.com-websecure.limited
 paypal.com.resolution-ticket.tk
 www.update-paypal-informations-account.ga
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Data aggregators
use URLs to collect
detai

the e

clicke

led data about
xact link you 

d on.

http://click.email.homedepot.com/?qs=7ed3e8b947f24782bba69dca2afba163

http://click.email.homedepot.com/?qs=7ed3e8b947f24782bba69dca2afba163


May 27, 2025
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Quickly defining 
“phishing” so we 
can use it as an 
example later
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Structuring Research 

▪ Research question or goal

▪ Literature review (what have others 
learned or done)

▪ Methods planned to answer question 
or achieve goal

▪ Evaluate outcome 

▪ Contextualize findings

▪ Writeup
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Inspiration

▪ I decided to run a “fun” worksheet on URLs with my class that could only sorta 
code. 

▪ They could not even answer the first question. 

▪ I then started noticing how often URL reading ability is assumed in safety 
training.
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May 27, 2025
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URL Explainer
Serena Zheng

May 27, 2025
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Project by UG3 
visiting student, 
Serena Zheng, to 
break up and 
explain a URL to 
someone. 
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Project by UG3 
visiting student, 
Serena Zheng, to 
break up and 
explain a URL to 
someone. 

19



Test URL reading

Part 1 – reading 
without assistance 

Part 2 – reading with 
URL Explainer 
support 
(experimental)

Part 3 – reading 
without assistance 
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Test URL reading

Part 1 – reading 
without assistance 

Part 2 – reading with 
URL Explainer 
support 
(experimental)

Part 3 – reading 
without assistance 
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Observation

Users tended to always select the recognizable 
organization name in the URL, even if it is in the 

subdomain.



Research Question

Informal RQ: 

▪ Can people read URLs under optimal conditions?

Formal RQs:

▪ RQ1 Can users accurately predict where a URL will go?

▪ RQ1.1 Can users correctly infer from the URL that it will go to the website of the organization 
listed in the domain position rather than the subdomain, and what factors affect prediction 
accuracy?

▪ RQ1.2 Can users recognize that the end destination of shortened URLs is not easy to predict?

▪ RQ1.3 Can users recognize the end destination of complex URL structures?

▪ RQ2 What effects users’ assessment of the likely safety of a URL?
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Structuring Research 

▪ Research question or goal

▪ Literature review (what have 
others learned or done)

▪ Methods planned to answer question 
or achieve goal

▪ Evaluate outcome 

▪ Contextualize findings

▪ Writeup
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Very little research on URL reading

▪ Lots of research says users cannot 
detect phishing URLs. 

▪ URLs commonly taught in larger 

training programs.

▪ Advice like: Look at the URL to see if it is 
going to the correct place. 

▪ Lots of research on common 
manipulation tactics. 

▪ I also asked Ross Anderson and other 
senior people. 

▪ Tim Berners-Lee (URL inventor) also 

had an opinion piece saying how 
much he regretted its structure. 
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Structuring Research 

▪ Research question or goal

▪ Literature review (what have others 
learned or done)

▪ Methods planned to answer 
question or achieve goal

▪ Evaluate outcome 

▪ Contextualize findings

▪ Writeup
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Method
Online survey (Total = 1929)

▪ Amazon Mechanical Turk (n= 972)

▪ Prolific Academic (n=962)

▪ Advertised as “Opinions on Web 
links”, advertisement and survey did not 
mention privacy or security.

▪ Survey consisted of: 

1. Instructions and Training

2. Set of 23 URLs presented in random order

3. Demographics

▪ Confounds considered

▪ HTTPS – some users think the “s” stands for 
security and might erroneously use it as an 
indicator. 

▪ TLD – There are many top level domains. So 
.com was used to limit confounds. 

▪ Real URLs – Only real URLs were used as a 
base. 

▪ Recognizable names – Only URLs that 
contain the real company’s name. 

27
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Confound

▪ An aspect of a study that may impact 
the study outcome in an unwanted 

way. 

▪ A confound can mean that something 
other than the intended manipulation 
is the cause of the results. 

▪ We control for confounds through 
careful study design. 

Confound examples

▪ Saying something about security 
before the study – bringing security to 

the participant’s attention.

▪ Tested manipulations differ in more 

than the intended way. 

▪ Something happened outside the lab, 

like a large data breach.
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Confound
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▪ Pretend I tested the following two cookie dialogs against each other and found 
that the second one leads to more people opting out. 

▪ What likely caused the effect?



Correlation vs. Causation

▪ Correlation

▪ Two things tend to behave in a way that seems inter-related, where if one thing changes the 
other thing will also change in a related way.

▪ For example, if the price of rice goes up at the same time as the price for beans.

▪ Causation

▪ When one thing changes it causes the other thing to change. 

▪ For example, when the weather gets cold more people wear coats. Cold weather causes more 
people to wear coats. 



Does consuming 
chocolate increase 
the number of Nobel 
Laureates?

This is a correlation, 
not necessarily a 
causation.

31

Chocolate Consumption, Cognitive 
Function, 
and Nobel Laureates
Franz H. Messerli, M.D.



Causations can be 
Correlations, but not 
necessarily the other 
way round

32

Correlations 

Causations



Ice Cream vs Drowning
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https://andreasrmadsen.medium.com/a-story-of-ice-cream-drowning-and-causal-modelling-fff3967f7671

▪ Drowning deaths go up at roughly the 
same time of year as ice cream 

consumption goes up

▪ Does ice cream consumption cause 
drownings? Of course not.

▪ Both ice cream consumption and 
drowning are caused by the weather 
getting warmer

▪ They are correlated. 

▪ There is a latent unmeasured variable 
(temperature) that causes them to 

rise and fall together



Method
Online survey (Total = 1929)

▪ Amazon Mechanical Turk (n= 972)

▪ Prolific Academic (n=962)

▪ Advertised as “Opinions on Web 
links”, advertisement and survey did not 
mention privacy or security.

▪ Survey consisted of: 

1. Instructions and Training

2. Set of 23 URLs presented in random order

3. Demographics

▪ Confounds considered

▪ HTTPS – some users think the “s” stands for 
security and might erroneously use it as an 
indicator. 

▪ TLD – There are many top level domains. So 
.com was used to limit confounds. 

▪ Real URLs – Only real URLs were used as a 
base. 

▪ Recognizable names – Only URLs that 
contain the real company’s name. 
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Survey Overview

Name Example

Domain only https://microsoft.com

Subdomain https://profile.facebook.com

Complex https://facebook.com/picture.html?a=twitter.com

Short https://bit.ly/1bdDlXc

May 27, 2025
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We tested four variations of URLs:

S. S. Albakry, K. Vaniea, M. K. Wolters. What is this URL's Destination? Empirical Evaluation of Users' URL Reading. In CHI 2020.
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Varied for subdomain

▪ Sector – social media, finance, 
news 

▪ How recognizable – well 
known, relatively unknown

▪ Pre-study to find known 
companies

▪ Startups to find unknown real 
companies

▪ Filler word – mobile or profile  

Kami Vaniea -- What is this URL's Destination? -- CHI2020
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Structuring Research 

▪ Research question or goal

▪ Literature review (what have others 
learned or done)

▪ Methods planned to answer question 
or achieve goal

▪ Evaluate outcome 

▪ Contextualize findings

▪ Writeup
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Raw data: attention check
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S. S. Albakry, K. Vaniea, M. K. Wolters. What is this URL's Destination? Empirical Evaluation of Users' URL Reading. In CHI 2020.



Where will the link lead vs safety question
facebook.profile.com
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Research Question

Informal RQ: 

▪ Can people read URLs under optimal conditions?

Formal RQs:

▪ RQ1 Can users accurately predict where a URL will go?

▪ RQ1.1 Can users correctly infer from the URL that it will go to the website of the organization 
listed in the domain position rather than the subdomain, and what factors affect prediction 
accuracy?

▪ RQ1.2 Can users recognize that the end destination of shortened URLs is not easy to predict?

▪ RQ1.3 Can users recognize the end destination of complex URL structures?

▪ RQ2 What effects users’ assessment of the likely safety of a URL?

ECE750 USEC - Kami Vaniea 41

S. S. Albakry, K. Vaniea, M. K. Wolters. What is this URL's Destination? Empirical Evaluation of Users' URL Reading. In CHI 2020.



Structuring Research 

▪ Research question or goal

▪ Literature review (what have others 
learned or done)

▪ Methods planned to answer question 
or achieve goal

▪ Evaluate outcome 

▪ Contextualize findings

▪ Writeup
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How to present results to contextualize them

ECE750 USEC - Kami Vaniea 43

Mid-data analysis Final paper
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Kami Vaniea -- What is this URL's Destination? -- CHI2020
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Interpreting findings

▪ Unsurprisingly people were worse 
when company name was in the 

subdomain position. 

▪ But there is variation... does it mean 
anything?
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Kami Vaniea -- What is this URL's Destination? -- CHI2020
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https://twitter.com/facebook.com

https://facebook.com/picture.html?a=twitter.com

https://facebook.com/?url=twitter

Knew how to 
correctly read path 

URLs



People can read basic and path 
URLs but struggle with 
subdomain URLs.

Can people read URLs under optimal conditions?
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Structuring Research 

▪ Research question or goal

▪ Literature review (what have others 
learned or done)

▪ Methods planned to answer question 
or achieve goal

▪ Evaluate outcome 

▪ Contextualize findings

▪ Writeup
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QUESTIONS
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