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First, the news…

▪ First 5 minutes we talk about something interesting and recent

▪ You will not be tested on the news part of lecture

▪ You may use news as an example on tests

▪ Why do this? 

1. Some students show up late for various good reasons

2. Reward students who show up on time

3. Important to see real world examples
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Two possible papers today:
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AUTHENTICATION
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Authentication 

▪ Verifying a fact about an entity before allowing it/them to perform an action

▪ Entity could be a person or a computer or even an animal (i.e. dog doors)

▪ Actions include: viewing, reading, writing, or interacting in any way

▪ Authentication should happen every time an action is taken and there is no way to 

be certain that the authenticated entity has not changed.

▪ Authentications do not have to be the same 

▪ Initial authentication can be:

▪ person -> computer

▪ person -> web server

▪ computer -> computer
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When you think of 
authentication you 
probably envision a 
password login like 
this one. 
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There are many forms of 
authentication
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Authentication factors (for humans)

▪ Something you know

▪ Password, mother’s maiden name, your address

▪ Something you have

▪ Student ID card, credit card chip, RSA key fob, 
Yubikey

▪ Something you are

▪ Fingerprints, voice tones, iris, typing patterns
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Also jokingly known as: 

▪ Something you can forget

▪ Password, mother’s maiden name, your address

▪ Something you can loose

▪ Student ID card, credit card chip, RSA key fob, 
Yubikey

▪ Something you cannot change

▪ Fingerprints, voice tones, iris, typing patterns
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Something you know
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Something you know

▪ Passwords 

▪ Birthdate

▪ Last ATM visited

▪ Last purchase made

▪ Where you lived in 2012

▪ Drivers license number

▪ SIN number

▪ Favorite song 

▪ Make and model of first car
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Something you have
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Physical keys

▪ Simplest and one of the most common examples 
of something you have

▪ Each key contains a “code” in the form of 

notches on the key

▪ Having one allows you to open physical locks

▪ Single factor authentication
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RSA key fob

▪ When a button is pushed the fob prints 
out a number

▪ The number is generated securely 

using methods we will talk about later

▪ The number must be typed in along 

with a password

▪ Two factor authentication 
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Chip in a credit card
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▪ Similar to RSA fob, the chip generates 
a unique code

▪ The user 



Access to information sent to your phone number or email
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▪ Having access to something else can 
be proof of something you have

▪ Messages sent to your phone number

▪ Messages sent to your email

▪ Information in your bank account 
(how much was deposited) 



Your browser or computer may 
have "something you have" on 
your behalf
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A private digital key

▪ A private key can be "something you 
have"

▪ A PGP key is something you have which 

authenticates you

▪ For example, if a file is encrypted using 

the key on the right only I can decrypt it 
using my matching private key which only 
I possess
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My public key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2
=x5FK
-----END PGP PUBLIC KEY BLOCK-----



Something you are
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Something you are

▪ A property about the person (or device) 

▪ Fingerprints

▪ Iris scan 

▪ Voice recognition

▪ Facial recognition

▪ The way you move your mouse
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Fingerprint readers

▪ Fingerprints are nearly unique so they seem like 
a good authenticator 

▪ Not all people have fingerprints 

▪ Some professions destroy fingerprints

▪ Some fingerprints are too faint to read

▪ Dehydration (from say flying) reduces fingerprint 
ridges

▪ Fingerprints can never be changed

▪ You leave fingerprints everywhere
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Continuous authentication

▪ Your interaction with a computer is 
unique and we can measure it

▪ Mouse movements

▪ Keyboard typing patterns

▪ Nearly impossible to duplicate a real 
user’s typing patterns

▪ Easy to lose access if the user hurts their 
hand, or is doing something non-
standard

▪ Repetitive Stress Injury (RSI) patients 
trigger continuous authentication 
warnings regularly while healing
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Coffee

Child

Cereal, probably 
with milk 

Laptop



Privacy

▪ Users have a right to privacy, that is, a right to keep aspects of themselves hidden 
that are not necessary to expose

▪ Authentication mechanisms need to take privacy into account and not ask for 

more than they need

▪ Identifying a user using a Facebook, Google, or Apple account may be easy, but it 

gives away large amounts of data

▪ Similarly, requiring a validated ID such as drivers or passport information also 

exposes quite a bit of information
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Multi-factor authentication

▪ Combine two of the earlier factors. For 
example: 

▪ Having a credit card and knowing the pin

▪ Knowing a passcode and being the person 
with the correct fingerprints
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Multi factor authentication

▪ Authentication that requires two or more of the factors.

▪ Two-factor

▪ Chip and pin in a credit card. Something you have (chip) something you know (pin). 

▪ Chip and signature credit card. Something you have (chip) something you are (signature 
pattern).

▪ Three-factor

▪ Security guard that check’s your ID against what you look like and then requires a code.

▪ Secure finger print reading fob that gives you a code after it reads your fingerprint, then you 
use the code and a password to log in. 
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Think about who/what verifies the 
second factor

▪ Phone number destinations can be altered by 
a large number of people
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Authentication is not about verifying your identity. 
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Authentication verifies that you possess a property.



Two possible papers today:
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PASSWORDS
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The “create an 
account” is collecting 
information on the 
first interaction.

Then using the 
password to verify 
that you are the same 
person next time you 
log in. 
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Passwords

▪ User enters userID and password

▪ Client sends userID and password to server

▪ Server hashes the password

▪ If hashed password matches the hashed password on file

▪ Send a unique code back to the client as proof of authentication
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How can an attacker get a password? 

▪ Trick someone into giving it to the attacker (i.e. 
phishing)

▪ Steal it from an unsecured place (i.e. sticky note on 

monitor)

▪ Guess it by entering userIDs and passwords into 

the login box till they login – Online attack

▪ Steal hashes + guess by compromising a 

computer, stealing the password hash file, and then 
hashing guessed passwords + salts till the resulting 

hash matches
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Guessing

▪ Online attack: guess password on a live website 
by entering userIDs and passwords into the login 

box till they login – Online attack

▪ Offline attack: steal the password hash file, and 
then guess by hashing passwords + salts till they get 
a match
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"Stronger" passwords are better. 

What does "strong" mean?
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Pushing on string: The don't care region of password strength, D Florêncio, C Herley, PC Van Oorschot - Communications of the ACM, 2016



Pushing on string: The don't care region of password strength, D Florêncio, C Herley, PC Van Oorschot - Communications of the ACM, 2016



Online Attack Mitigation: Lockout

▪ Password guessing attacks work because a computer can guess many times a 
second

▪ Humans don’t guess many times a second

▪ One way to protect against online attacks is to rate limit password attempts

▪ If a user cannot guess a password in 10 tries or less, lock them out for a short time 
OR require another factor

▪ Rate limiting also works, if they fail a password entry attempt, add a short loading 
delay, if they fail twice, double the delay, another failure, double it again. Delays of 

<1s a human won’t notice, but will slow a computer down. 
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Offline Attack Mitigation: Hash+Salt

▪ If no salt is used, an attacker can pre-
compute a “rainbow table” listing 

each password/hash combination 

▪ A salt adds a random string to the 
password that is different for every 
password

▪ Even with the hash file, the attacker 
must still compute the hash for each 

password guess which takes longer 
than a lookup

Hash (SHA1) Password

5BAA61E4C9B93F3F0682250B6CF
8331B7EE68FD8

password

7C4A8D09CA3762AF61E59520943
DC26494F8941B

123456

AB87D24BDC7452E55738DEB5F86
8E1F16DEA5ACE

monkey

9FC60FFF2273806ECA45B9681041
AE95E9652E0D

poodle

EE8D8728F435FD550F83852AABA
B5234CE1DA528

iloveyou

02726D40F378E716981C4321D60B
A3A325ED6A4C

Pa$$w0rd

783573016CC34B120833D5282CC1
89A2E059771A

waterloo123

ECE 458 - Kami Vaniea 43



Think-pair-share

▪ What properties are we looking for in a good password? 

▪ What security impact are good passwords trying to reach?

▪ How should password strength be defined? 

▪ I do not mean requirements around upper/lower case. What higher level properties are we 
trying to attain?
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Entropy
▪ Roughly entropy is a 

calculation of how big the 

space of possible passwords 
is. 

▪ In theory, a bigger space 
makes guessing harder

▪ But only if passwords are 
evenly balanced over the 

space…. 

46



Password space

▪ 1 character passwords made of only ASCII letters: 

▪ 261 possible passwords

▪ 8 characters passwords made of only ASCII letters: 

▪ 268 possible passwords

▪ 8 character password made of ASCII letters + 10 digits: 

▪ 368 possible passwords
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https://www.passcape.com/index.php?section=blog&cmd=details&id=17
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PASSWORD STRENGTH
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Paper: The science of guessing: analyzing an anonymized corpus of 70 
million passwords
▪ How strong are passwords assuming 

that an attacker knows the frequency 

distribution X of human generated 
passwords or a close approximation X’?

▪ How should strength be defined and 
hence computed? 
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What can we tell about this paper from just meta data?

▪ Joseph Bonneau. The Science of 
Guessing: Analyzing an Anonymized 

Corpus of 70 Million Passwords. In 
Proceedings of IEEE SP 2012.
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http://www.jbonneau.com/doc/B12-IEEESP-analyzing_70M_anonymized_passwords.pdf
http://www.jbonneau.com/doc/B12-IEEESP-analyzing_70M_anonymized_passwords.pdf
http://www.jbonneau.com/doc/B12-IEEESP-analyzing_70M_anonymized_passwords.pdf


Entropy vs frequencies

ECE 458 - Kami Vaniea 53



Dictionaries

▪ Lists of common passwords

▪ Lists of commonly used words 

▪ Mangeling strategies: common 

adjustments to dictionary words 

▪ Password -> P@$$w0rd

▪ o (char) -> 0 (num)

▪ s -> $

▪ Theoretically dependent on user 
characteristics like language
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Joseph Bonneau. The Science of Guessing: Analyzing an Anonymized Corpus of 70 Million Passwords. In Proceedings of IEEE SP 2012.

http://www.jbonneau.com/doc/B12-IEEESP-analyzing_70M_anonymized_passwords.pdf


How do we assess password strength?
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Joseph Bonneau. The Science of Guessing: Analyzing an Anonymized Corpus of 70 Million Passwords. In Proceedings of IEEE SP 2012.

▪ Length? 

▪ Character set size?

▪ Character use frequency?

▪ Do we assess each password, or do we 

assess a whole password corpus? 

http://www.jbonneau.com/doc/B12-IEEESP-analyzing_70M_anonymized_passwords.pdf


Problems with prior approaches
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Joseph Bonneau. The Science of Guessing: Analyzing an Anonymized Corpus of 70 Million Passwords. In Proceedings of IEEE SP 2012.

▪ Comparability – being able to see 
how two scientific findings align

▪ Repeatability – can two researchers 

separately produce the same numbers

▪ Evaluator dependency – choices in 

how evaluation is done can have big 
impacts on numbers 

▪ Unsoundness – they might not have 
fully thought through the 

implications of the math

http://www.jbonneau.com/doc/B12-IEEESP-analyzing_70M_anonymized_passwords.pdf


Entropy vs other measures

▪ Shannon entropy – originally 
intended to measure signal/noise 

▪ Hartley entropy – how big is the 

distribution 

▪ Min-entropy – what is the probability 

of guessing the most common 
password

▪ Guesswork: expected number of 
guesses to find the password

▪ Sequential guessing? 

▪ Probabilistic guessing? 

▪ Where do the probabilities come from? 
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Joseph Bonneau. The Science of Guessing: Analyzing an Anonymized Corpus of 70 Million Passwords. In Proceedings of IEEE SP 2012.

http://www.jbonneau.com/doc/B12-IEEESP-analyzing_70M_anonymized_passwords.pdf


Estimated guessing curves

▪ How well can the attacker guess 
based on knowing different % of the 

true corpus. 
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PASSWORD METERS
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Password Meters

▪ Graphical indicators of password 
strength

▪ Intended to help people pick good 

passwords with high entropy

▪ What type of meter works the best?
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