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First, the news…

▪ First 5 minutes we talk about something interesting and recent

▪ You will not be tested on the news part of lecture

▪ You may use news as an example on tests

▪ Why do this? 

1. Some students show up late for various good reasons

2. Reward students who show up on time

3. Important to see real world examples

ECE 458 - Kami Vaniea 2



PHISHING: AN OVERVIEW
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This is a phishing 
email
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Look real

 Fear appeal – 
blocked email 

 Realistic event

 (Mostly) well 
formatted 

But 

 Wrong URL 

 Wrong From 



This is a phishing 
email
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Look real

 Realistic event

 Real student 

 Visually identical to 
real email

But 

 Wrong URL 



This is not a 
phishing email
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 Asking user to 
“reset” a password 
for company 
account

 Appeal to authority 
branding

 No use of my first 
name

 Signed “LastPass 
Administrator”



This is not a 
phishing email
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 Wrong URL 
(sparkpostmail.com)

 Asks user to click links

 Contains a GUID 
(privacy issue)

 Gets flagged for 
remote content by 
Thunderbird



Is this email phishing? A scam? A great deal?

▪ Is the URL: w.lrtpmagfhag.ru safe?
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Is this email phishing? A scam? A great deal?

▪ Is the URL: trk.klclick.com safe?
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Is this email phishing? A scam? A great deal?

Is the URL: emails.flyfrontier.com safe?
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Is this email phishing? A scam? A great deal?
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▪ Is the URL: docs.google.com safe?



HMG Department for Digital, Culture, Media & Sport. Cyber Security 
Breaches Survey 2019. July 2019. 

Phishing is very 
common and very 
disruptive

Also, it really 
annoys those of us 
who are just trying 
to get our work 
done.



UK is starting to 
think about "cyber 
hygiene" not just 
"vulnerabilities" and 
"defense".
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HMG Department for Digital, Culture, Media & Sport. Cyber Security Breaches Survey 2024. 



Testing staff with 
mock phishing is 
(unfortunately) 
considered best 
practice. 
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HMG Department for Digital, Culture, Media & Sport. Cyber Security Breaches Survey 2024. 



MFA = Multi factor 
authentication 

Users knowingly 
take risky actions
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Proofpoint, 2024 State of the Phish 



89% believe that MFA provides complete protection

18



Many types of 
phishing attacks can 
lead to a security 
problem.
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Proofpoint, 2024 State of the Phish 

Business Email Compromise



Phishing attacks are 
expensive
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Proofpoint, 2024 State of the Phish 



Who is responsible for security?
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Proofpoint, 2024 State of the Phish 



PHISHING ECOSYSTEM
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End User

Phisher

Email Server

List of known 
phishing sites

Bank

Potential 
phishing sites

Volunteers

Web browser

Fake Login

Help Desk

Trash

Web Servers

More potential 
victims

The Phishing Ecosystem

Local Rules University

ISP

Support 
Teams

Verizon. 2019 Data Breach Investigation 
Report. p16

78%
Of people do not click on a 

single phish all year.
Verizon. 2018 Data Breach Investigation Report. P12.

Verizon. 2019 Data Breach Investigation Report. P32.

17%
Of phishing campaigns are 

reported at all.

Verizon. 2018 Data Breach Investigation Report. P13.

APWG. Phishing Activity Trends Report, 2nd Quarter 2019.
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By BenAveling - Own work, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=91881875

Swiss Cheese Model

Email server End user Browser protections



Main “solutions”
▪ Automatically block attacks using filters

▪ Stop email from even arriving in inboxes 

▪ Block people from visiting known bad websites 

▪ Train users

▪ Provide users with training on how to identify phishing attacks 

▪ Support users

▪ Show UI indicators to help users tell the difference between real and fake sites 

▪ Also known as “passive indicators”, like the lock icon 

▪ Provide feedback when phishing is reported or blocked

▪ Improve protection of authentication credentials

▪ Make it harder to impossible for a user to give away credentials

▪ Limit the damage of credential sharing to one transaction

▪ Let users authenticate websites



Authentication is very broken

WHY DOES PHISHING WORK?
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Authentication is how Entity A proves their identity to 
Entity B.
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We normally think of authentication as 
one directional 
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But it is actually two directional
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The user must first make sure they are 
interacting with the “correct” website. Then 
the website must make sure that they are 
interacting with the “correct” user.



Emails like this one 
attempt to look like 
they are from a real 
company so the user 
will skip the user-
side authentication 
check.
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PHISHING SUPPORT 
(A HISTORY LESSON)
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AOHell
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Possibly the first 
case of phishing.
 
America Online 
(AOL) users were 
“mail bombed” 
where lots of mail 
was sent to their 
AOL inboxes 
unsolicited. 

https://simson.net/clips/1995/95.Globe.AOHell.pdf



AOHell
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First, AOL tried to 
“fix” by banning 
accounts using 
AOHell. So 
attackers started 
compromising 
other people’s 
accounts and 
getting them 
banned. 

https://simson.net/clips/1995/95.Globe.AOHell.pdf



AOHell
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Then, AOL started 
using a blue icon 
to distinguish 
official AOL 
messages from 
other users’ 
messages. 

Garfinkel, Simson. Design principles and patterns for computer 
systems that are simultaneously secure and usable. 2005.



Passive Indicator
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A UI element that 
provides 
information, but 
the user is not 
forced to look at 
or interact with.

Garfinkel, Simson. Design principles and patterns for computer 
systems that are simultaneously secure and usable. 2005.



Passive Indicator
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A UI element that 
provides 
information, but 
the user is not 
forced to look at 
or interact with.



Passive indicators are used in many places and can drastically impact 
how we interpret information
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Garfinkel, Simson. Design principles and patterns for computer 
systems that are simultaneously secure and usable. 2005.

Garfinkel, Simson. Design principles and patterns for 
computer systems that are simultaneously secure and 
usable. 2005.



2003: Phishing 
moves to email
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Phishing moved 
off AOL and onto 
the less secure 
email. Directing 
people to fake 
sites, particularly 
fake financial 
sites. 



2003: Phishing 
moves to email
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• Massive rise in 
identity theft 

• Financial loss 
skyrocketing 

• Low conviction 
rate with “1-in-
700 chance of 
escaping capture”

• Burdon falling on 
consumers



Recommend:
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• Businesses should 
take security 
seriously 

• Financial 
organizations 
should auto 
identify 
fraudulent 
applications

• Reduce impact on 
consumers



Groups started 
adopting custom 
passive indicators.

Unsurprisingly, 
passive indicators are 
not very effective. 
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Groups started 
adopting custom 
passive indicators.

Unsurprisingly, 
passive indicators are 
not very effective. 
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Groups started 
adopting custom 
passive indicators.

Unsurprisingly, 
passive indicators are 
not very effective. 

People also tend to 
rationalize decisions 
after making them.
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Groups started 
adopting custom 
passive indicators.

Unsurprisingly, 
passive indicators are 
not very effective. 

People also tend to 
rationalize decisions 
after making them.
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Passive security indicators were not working…

So indicators started getting more obvious and 
intrusive. 
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Being passive isn’t working…. 

So lets be active.
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Active Indicator

A UI element that 
interrupts the 
user’s activity and 
demands a 
response. 



Active Indicator
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Active indicators 
work better than 
passive ones in 
terms of helping 
people avoid 
phishing.

Egelman, Serge, Lorrie Faith Cranor, and Jason 

Hong. "You've been warned: an empirical study of the 
effectiveness of web browser phishing warnings." 
Proceedings of the SIGCHI Conference on Human 
Factors in Computing Systems. 2008.



Active indicators are alive 
and well in 2024
▪ Screenshot of Santander payment 

page 

▪ Asks payment purpose, then gives 

specific advice based on answer

▪ More customized to user needs, 

but still likely ignored
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Active indicators are alive 
and well
▪ Screenshot of Santander payment 

page (2022)

▪ Asks payment purpose, then gives 

specific advice based on answer. 
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SOLVING PHISHING
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Web Servers
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Main “solutions”
▪ Automatically block attacks using filters

▪ Stop email from even arriving in inboxes 

▪ Block people from visiting known bad websites 

▪ Train users

▪ Provide users with training on how to identify phishing attacks 

▪ Support users

▪ Show UI indicators to help users tell the difference between real and fake sites 

▪ Also known as “passive indicators”, like the lock icon 

▪ Provide feedback when phishing is reported or blocked

▪ Improve protection of authentication credentials

▪ Make it harder to impossible for a user to give away credentials

▪ Limit the damage of credential sharing to one transaction



Automation 
▪ Automatically scan all incoming 

emails for features 

▪ Attachments for malware

▪ URLs for links to phishing pages 

▪ Spoofed from addresses from highly 
targeted companies (Paypal)

▪ Low tolerance for errors 

▪ Low delay also important 

56



Automation + Encryption
▪ “Going dark” due to encryption isn’t just a 

problem for law enforcement. 

▪ Encryption also makes scanning for 

phishing more challenging. 

▪ Do users know that their more private 

WhatsApp chats may have more 
dangerous content than in web browsers 
or emails?
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Main “solutions”
▪ Automatically block attacks using filters

▪ Stop email from even arriving in inboxes 

▪ Block people from visiting known bad websites 

▪ Train users

▪ Provide users with training on how to identify phishing attacks 

▪ Support users

▪ Show UI indicators to help users tell the difference between real and fake sites 

▪ Also known as “passive indicators”, like the lock icon 

▪ Provide feedback when phishing is reported or blocked

▪ Improve protection of authentication credentials

▪ Make it harder to impossible for a user to give away credentials

▪ Limit the damage of credential sharing to one transaction



Training users
▪ Up-front training

▪ Games 

▪ Advice web pages 

▪ Training videos 

▪ Embedded training 

▪ Information provided in websites

▪ Feedback given by help desk to phishing 
reports

▪ Evaluate impact of training

▪ Send out fake phishing emails to test staff

▪ Measure reporting behaviors 

Anti-Phishing Phil Game

NoPhish anti-phishing training app



The older generation 
is surprisingly 
aware of phishing as 
compared to 
younger people. 

The difference is 
likely due to life 
experience with 
fraud. 

60

Proofpoint. State of the Phish 2019 Report. http://proofpoint.com/security-awareness



Managing phishing
▪ Block people from visiting sites

▪ Browser blocks sites automatically

▪ ISPs take down sites

▪ Provide indicators to help people 

differentiate between intended and malicious 
websites

▪ Lock icon

▪ Plugins with feedback

▪ Show only the URL domain to reduce confusion

▪ Stating what email server sent an email

Active Warning

Passive Warnings



A well designed 
phishing site fools 
90% of people. 
Security cues in 
the browser are 
not seen, ignored, 
or not 
understood.



Managing phishing
▪ Make it invisible 

▪ Auto filter emails (Email provider)

▪ Block phishing sites (ISP, browser, plugins)

▪ Take down the phishing sites

▪ Better interfaces

▪ Passive indicators

▪ Active indicators

▪ Better match to workflows and needs

▪ Train the user

▪ Up-front training

▪ Embedded training 



QUESTIONS?
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