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First, something random…

▪ First 5 minutes we talk about something interesting, often from recent events

▪ You will not be tested on the 5 minutes part of lecture

▪ This part of lecture will sometimes not be recorded

▪ Why do this? 

1. Some students show up late

2. Reward students who show up on time

3. Important to see real world examples
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3https://googleonlinesecurity.blogspot.com.au/2015/07/new-research-comparing-how-security.html



In the next few slides I want to 
make three points: 

1. People give other people 
piles of advice all the time

2. The advice being given out 
can tell you a lot about what 
people think is important or 
what is broken about a situation

3. Warnings are a type of 
advice
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In today’s lecture we will learn how to create useful 
communications with users on security topics.



Study of 
where US 
internet 
users get 
advice and 
what advice 
they trust



Census-
representative 
means that they 
selected people to 
match a given 
population’s 
demographics, in 
this case the USA.

E. Redmiles, S. Kross, and M.L. Mazurek. "How I learned to be secure: a census-
representative survey of security advice sources and behavior." In SIGSAC 2016.



Where people learn security 
behaviors

▪ Notable: 

▪ Prompt – 81%

▪ Auto/Forced – 52%  

▪ Automatic update caused them to 
update

▪ Family/Friends – 42%

▪ Work – 29% 

E. Redmiles, S. Kross, and M.L. Mazurek. "How I learned to be secure: a census-representative survey of security advice sources and behavior." In SIGSAC 2016.



Advice sources

▪ Focus on 4 security 
behaviors 
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E. Redmiles, S. Kross, and M.L. Mazurek. "How I learned to be secure: a census-representative survey of security advice sources and behavior." In SIGSAC 2016.



Reasons for 
accepting advice
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E. Redmiles, S. Kross, and M.L. Mazurek. "How I learned to be secure: a census-representative survey of security advice sources and behavior." In SIGSAC 2016.



Reasons for rejecting

▪ 43% rejected at least one of 
the three behaviors

▪ Lack of negative experience – 

13%

▪ As in: “nothing bad has 
happened so I don’t really need 
X.”

▪ “They were trying to sell me 
something” – 33% rejected 
anti-virus software 
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E. Redmiles, S. Kross, and M.L. Mazurek. "How I learned to be secure: a census-representative survey of security advice sources and behavior." In SIGSAC 2016.



Study of the content of 
different information 
sources
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Rader, E. and Wash, R., 2015. Identifying patterns in informal sources of security 
information. Journal of Cybersecurity.



Compared:

22Rader, E. and Wash, R., 2015. Identifying patterns in informal sources of 
security information. Journal of Cybersecurity.

▪ Websites 

▪ Advice posted on websites like 
Universities, government sites, 
companies

▪ News

▪ Security information in news 
articles 

▪ Stories

▪ Stories people tell each other, info 
drawn from an earlier survey study



Topic co-occurrence

▪ The lines show frequencies of two 
topics both appearing in the same 

story

▪ Hackers, for example, often co-occur 
with Viruses and with Phishing

▪ National Cybersecurity rarely occurs 
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Rader, E. and Wash, R., 2015. Identifying patterns in informal sources of security information. Journal of Cybersecurity.

Stories told by people
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Rader, E. and Wash, R., 2015. Identifying patterns in informal sources of security information. Journal of Cybersecurity.

Stories told by peopleEducation websites
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Rader, E. and Wash, R., 2015. Identifying patterns in informal sources of security information. Journal of Cybersecurity.

Stories told by peopleNews articles



Study of online 
advice aimed at 
Black Lives Matter 
protesters
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Lots of advice
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Boyd, Maia J., et al. "Understanding the security and privacy advice given to black lives matter protesters." In CHI conference on human factors in computing systems. 2021.

▪ Interesting user 
group

▪ Clear threat model

▪ Government / police 
considered to be a 

threat

▪ Serious possible 

consequences if 
identified 



Advice found: 
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Boyd, Maia J., et al. "Understanding the security and privacy advice given to black lives matter protesters." In CHI conference on human factors in computing systems. 2021.
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Boyd, Maia J., et al. "Understanding the security and privacy advice given to black lives matter protesters." In CHI conference on human factors in computing systems. 2021.

Survey
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Boyd, Maia J., et al. "Understanding the security and privacy advice given to black lives matter protesters." In CHI conference on human factors in computing systems. 2021.

Survey



ADVICE SHOULD BE “WORTH IT” 
FOR PEOPLE

USEC - Kami Vaniea 33



34

This paper was: 
• Authored by a 

Microsoft employee 
based in Redmond

• They feel that 
ignoring security 
advice is rational but 
that the community 
disagrees

• Published in 2009
• Accepted by a top 

security (not HCI) 
conference. So top 
people in the field 
think this could be 
true.



Costs and benefits of security advice

▪ Herley points out that following security advice has costs and benefits. These are 
modified by users’ actual skills, and the relative value of different tasks.

▪ Theoretical benefits 

▪ Actual benefits 

▪ Costs
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Externalities vs Internalities 

Externality – The costs or benefits of an activity are born by 
other groups or people. 

Internality – The costs or benefits of an activity effect the 
user themselves.



Example: password composition rules
▪ Costs:

o Select unique strong passwords for every 
site, do not write them down, change them 
periodically. Challenging for users.

▪ Benefits (potential)

o Password will not be guessed if it is strong

o Assuming that web servers lock an account 
after ~10 failed attempts, a 6 digit numeric 
pin is enough to protect an account from 
online attacks

o In case the hashed password file is lost, a 
longer password will buy the user only 
hours, maybe days.

▪ Benefits (actual)

o Most common attacks are: phishing, 
keylogging, and brute-force attack (try all 
combinations)

o Stronger passwords only help against brute-
force attacks and then only if the website 
isn’t using lockout

▪ For most people, stronger passwords take 
more effort and do not protect against the 
most common attacks – wasted effort
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Think-pair-share

▪Select one piece of advice from yesterday – 
or just select one you have heard recently.

▪What are the costs, potential benefits, and 
actual benefits of following that advice?



Study about how 
security awareness 
training sold by 
vendors to 
companies: 
“promises align with
customers’ needs, …, 
and what narrative is 
presented regarding 
the role of 
employees”
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* What do SAT vendors 
promise their 
customers?

* Which problems do 
they claim their 
products solve?

* What products and 
services do SAT 
vendors offer?

* What image of users 
(employees) do SAT 
vendors communicate?
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Easy learning for employees, 1 click for Security Managers

▪ Vendors clearly understand that 
security departments have tight 

budgets

▪ They also emphasize that employee 
involvement is needed but that 
involvement can be “fun” and 

“engaged”.

“Free up IT time to focus on big 
projects.”

“All our e-learning courses and 
challenge games provide interactivity 

and engagement to impart knowledge 
effectively.”

“[...] your training content must be fun, 
informative, and, above all else, 

consistently engaging.”

Hielscher, Jonas, et al. “Selling Satisfaction: A Qualitative Analysis of Cybersecurity Awareness Vendors’ Promises.” In Conference on Computer and Communications Security. 2024.

https://dl.acm.org/doi/pdf/10.1145/3658644.3690196


Stakeholders: management and compliance

▪ Vendors clearly understand that 
security departments have tight 

budgets

▪ They also emphasize that employee 
involvement is needed but that 
involvement can be “fun” and 

“engaged”.

“Track progress and run reports on 
completion for auditing purposes”

“Many compliance regulations such as 
HIPAA, PCI, SOX, GDPR, and CCPA, 

and even some insurance requirements, 
require cybersecurity training for all 
employees..”

Hielscher, Jonas, et al. “Selling Satisfaction: A Qualitative Analysis of Cybersecurity Awareness Vendors’ Promises.” In Conference on Computer and Communications Security. 2024.

https://dl.acm.org/doi/pdf/10.1145/3658644.3690196


Success: poorly expressed

▪ 11/59 vendors talked about success of 
their product

▪ Most in general terms or via case 

studies

▪ “Fortunately, the data showed that 
this 33.2% can be brought down to 

just 18.5% within 90 days of deploying 
new-school security awareness 

training. The one-year results show 
that by following these best practices, 
the final [Phishing] Percentage can be 

minimized to 5.4% on average.”
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Human time
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Employees: Vulnerability or Shield?

▪ Shield - 9 Vendors 

▪ Vulnerability – 15 Vendors

▪ “Human Firewall” 

▪ “First line of defense”

▪ “Employees are the weakest link”

▪ “Easy prey”

▪ “Attackers go for the low-hanging 
fruit: humans”

▪ “All it takes is one click”
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NEAT and SPRUCE

▪ Developed at Microsoft 
Research

▪ Guidance on how to 

create effective security 
messaging for end users



NEAT

Necessary – Can you change the architecture to eliminate or 
defer this user decision? 

Explained - Does your user experience present all the 
information the user needs to make this decision? (See 
SPRUCE)

Actionable – Have you determined a set of steps the user will 
realistically be able to take to make the decision correctly? 

Tested – Have you checked that your user experience is NEAT 
for all scenarios, both benign and malicious? Have you tested 
it on a human who is not a member of your team?



Encryption properties we want:

1. The communication between you and the 
other party is confidential and has not been 
changed

▪ No one can read what you sent

▪ No one can change what you sent

2. Knowing who you are communicating with

▪ You are talking to who you think you are talking to 
and not someone else

Cryptography 
magic sorts this 
one out for us: 
Confidentiality, 
Integrity. 

This one is a bit 
harder. 
Cryptography can 
verify you are 
speaking to the 
same person, but 
not identity.



This error is saying 
that property (1) is 
held and that there is 
an encrypted 
connection. 

But property (2) is not 
held in that it cannot 
determine who the 
browser is talking to.
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Necessary

Explained

Actionable

Tested
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Necessary

Explained

Actionable

Tested

52



Necessary

Explained

Actionable

Tested
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SPRUCE

Source – State who or what is asking the user to make a decision 

Process – Give the user actionable steps to follow to make a good decision 

Risk – Explain what bad thing could happen if they user makes the wrong decision

Unique – Knowledge the user has – Tell the user what information they bring to the 

decision

Choices – List available options and clearly recommend one

Evidence – Highlight information the user should factor in or exclude in making a 
decision 



Source

Process

Risk

Unique

Choices

Evidence
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Source

Process

Risk

Unique

Choices

Evidence
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Source

Process

Risk

Unique

Choices

Evidence
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