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First, the news…

▪ First 5 minutes we talk about something interesting and recent

▪ You will not be tested on the news part of lecture

▪ You may use news as an example on tests

▪ Why do this? 

1. Some students show up late for various good reasons

2. Reward students who show up on time

3. Important to see real world examples
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TRUST AND E-COMMERCE 
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Roll back time to the early 2000’s



“In the rush to build 
Internet businesses, 
many executives 
concentrate all their 
attention on attracting 
customers rather than 
retaining them. That’s a 
mistake. The unique 
economics of 
e-business make 
customer loyalty more 
important than ever.”



“On the Web … business is 
conducted at a distance and 
risks and uncertainties are 
magnified… Customers can’t 
look a salesclerk in the eye, 
can’t size up the physical 
space of a store or office, 
and can’t see and touch 
products. They have to rely 
on images and promises, 
and if they don’t trust the 
company presenting those 
images and promises, they’ll 
shop elsewhere.”



Problem: How can we make people feel safe 
spending money online?
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Literature review

Interviewed 
8 e-commerce 
shoppers and 
5 non-shoppers

Built a theoretical 
model

Online experiment to 
test model using 53 
people 
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Risks people perceive in e-commerce

1. Risks that stem from the Internet include: 

a. Whether credit card data gets intercepted

b. Whether the data is transmitted correctly

c. Their own interaction with the system- i.e. whether they use it correctly

2. Risks that are related to the physical absence of the online-retailer are:  

a. Whether the personal details they supply will be passed on to other parties

b. Whether the online-vendor will actually deliver the products or services

Security

HCI

Privacy

Legal

Security / Networking

Riegelsberger, Jens, and M. Angela Sasse. "Trustbuilders and trustbusters." Towards the E-Society. Springer, Boston, MA, 2001. 17-30.



To buy, or not to buy?

1. Retailer’s performance as evaluated by 
the e-shopper

2. Perceived benefit (e.g. how much 
shopper can save)

3. Personal disposition (e.g. how much risk 
can they bear) 

Riegelsberger, Jens, and M. Angela Sasse. "Trustbuilders and trustbusters." Towards the E-Society. Springer, Boston, MA, 2001. 17-30.



Interviews found key issues to be: 
▪ Internet knowledge

▪ Are businesses even able to protect 
customers?

▪ Low knowledge -> harder to judge 
accuracy of claims

▪ Internet experience

▪ Will I make errors and order the wrong 
thing?

▪ Few conventions – the “correct” approach 
on one page is different on another

▪ Separation in Space & Time

▪ Give money, wait, get item

Riegelsberger, Jens, and M. Angela Sasse. "Trustbuilders and trustbusters." Towards the E-Society. Springer, Boston, MA, 2001. 17-30.



A framework for trust in 
e-commerce
▪ Outcome of all the earlier work 

combined

▪ Proposed a framework of the 

different aspects that impact trust in 
online websites 
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Riegelsberger, Sasse, and McCarthy. "The mechanics of trust: A framework for research and design." International journal of human-computer studies 62.3 (2005)



Separation in time and space

▪ Physical retail is immediate – 
customer gives money and gets item 

right there

▪ Online retail happens

▪ at a great distance, sometimes even 
international

▪ with a time delay, the item will not arrive 
for a while after payment

▪ Time and space separation impacts 
trust
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Trust factors
▪ Temporal – time, how long must the trustor 

trust the trustee? (e.g. shipping speed)

▪ Social – what other people think (e.g. 
reviews)

▪ Institutional – laws, regulations, what 
happens if the item never arrives?

▪ Ability – Is the company able to do what they 
said? (e.g. tariffs, egg shortage)

▪ Motivation

▪ Internalized norms – principles the company 
adheres to because they value them (e.g. “do no 
evil” from Google)

▪ Benevolence – what is the companies' goals and 
motivations (e.g. Apple wants to sell me anther 
phone)
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Riegelsberger, Sasse, and McCarthy. "The mechanics of trust: A framework for research and design." International journal of human-computer studies 62.3 (2005)



Trust transfer

▪ Inexperienced shoppers tend to transfer trust. One thing worked, so they look for 
something else that looks similarly trustworthy.

▪ Collective approaches 

▪ TRUSTe seal 

▪ Being part of a more trusted retail group

▪ Issue of self-assertion: “well they would say 
that, wouldn’t they”…

▪ Individual site approaches

▪ Hard to build trust on just one site. 

▪ Things like customer testimonials first require trust in the company that they are true

Riegelsberger, Jens, and M. Angela Sasse. "Trustbuilders and trustbusters." Towards the E-Society. Springer, Boston, MA, 2001. 17-30.



Problem: We need a trusted cross-site signal that 
users can trust. 

Answer: Privacy policies
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Federal Trade Commission Act of 1914 (USA)

The FTC is empowered, among other things, to:

▪ prevent unfair methods of competition, and unfair or deceptive acts or practices in 
or affecting commerce; 

▪ seek monetary redress and other relief for conduct injurious to consumers; 

▪ prescribe trade regulation rules defining with specificity acts or practices that are 
unfair or deceptive, and establishing requirements designed to prevent such acts 
or practices; 

▪ conduct investigations relating to the organization, business, practices, and 

management of entities engaged in commerce



Federal Trade Commission Act of 1914 (USA)

The FTC is empowered, among other things, to:

▪ prevent unfair methods of competition, and unfair or deceptive acts or 
practices in or affecting commerce; 

▪ seek monetary redress and other relief for conduct injurious to consumers; 

▪ prescribe trade regulation rules defining with specificity acts or practices 
that are unfair or deceptive, and establishing requirements designed to 
prevent such acts or practices; 

▪ conduct investigations relating to the organization, business, practices, and 

management of entities engaged in commerce
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Federal Trade Comision (FTC)

▪ Unfair practices 

▪ Injure consumer

▪ Violate established policy 

▪ Unethical

▪ Deceptive practices

▪ Mislead consumer

▪ Differ from reasonable consumer expectations



Roughly: The FTC declared that if an organization 
said it did X in its privacy policy, but then was shown 
to not be doing X, then the FTC could levy a large 
fine. 
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Trust factors

▪ FTC is trying to build trust by providing a 
legal framework to protect consumers

▪ Helps answer the question:

“what happens if my package
never arrives?”

▪ Ensures that information the company 
provides is legally enforceable
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Riegelsberger, Sasse, and McCarthy. "The mechanics of trust: A framework for research and design." International journal of human-computer studies 62.3 (2005)

FTC targeted the 
“institutional” part of 

trust



T-Mobile “lifetime” plan

▪ T-Mobile offered a “lifetime” plan 
that claimed it would never change 
price

▪ Then they tried to change the price…

▪ Lawsuit

▪ Their marketing material is heavily 
shown in lawsuit 

▪ There was an FAQ about how they might 
maybe change the price

▪ Is it reasonable to expect the consumer to 
read FAQ to find this information, or was 
T-Mobile being deceptive?
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FTC vs Google Buzz
▪ When Google launched Buzz it wanted to use 

the network it already had in Gmail

▪ Gmail privacy policy (2004-2010):

▪ “Gmail stores, processes and maintains your 
messages, contact lists and other data related to your 
account in order to provide the service to you”

▪ Google privacy policy (2005-2010)

▪ “When you sign up for a particular service that 
requires registration, we ask you to provide personal 
information. If we use this information in a manner 
different that the purpose for which it was collected, 
then we will ask for your consent prior to such use.”



FTC vs Google Buzz
▪ User first given options 

▪ If they selected “Nah, go to my 
inbox”

▪ They could still be followed on Buzz

▪ Their Google profile listed them as a 
Buzz user

▪ A link appeared on their UI and if they 
clicked it they were auto enrolled, and 
data was copied over

▪ Contacts that users interacted with 
the most were listed on their profile



Think-pair-share
▪ Snapchat marketing material

▪ “Snap an ugly selfy or a video, add a caption, and 
send it to a friend (or maybe a few). They'll receive it, 
laugh, and then the snap disappears.”

▪ Snapchat privacy policy:

▪ “Although we attempt to delete image data as soon as 
possible after the message is received and opened by 
the recipient . . . we cannot guarantee that the 
message contents will be deleted in every case.”

▪ “users may take a picture of the message contents 
with another imaging device or capture a screenshot 
of the message contents on the device screen.”
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Office of the Privacy Commissioner of Canada
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▪ Oversees compliance with: 

o Privacy Act - how federal government 
handles personal data

o Personal Information Protection 
and Electronic Documents Act 
(PIPEDA) - private sector privacy law

▪ Activities like:

▪ Investigation of complaints

o Auditing

o Public awareness

o Advise parliament



Office of the Privacy Commissioner of Canada: Case
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▪ Home Depot was using Facebook’s “Offline 
Conversions” feature which measures 

effectiveness of Facebook ads.

▪ “Home Depot forwards the customer’s hashed 
email address and off-line purchase details to 
Meta when the customer provides their email 

address to Home Depot, at check-out, to 
obtain an e-receipt”

▪ Facebook then provides statistics on how ads 
are impacting purchases

▪ Meta could use information for its own 
purposes



How did the Home Depot complaint come about?

▪ A user was deleting his Facebook 
profile and noticed Home 

Depot under "activity off Meta"

▪ They complained to OPC

▪ Investigation happened
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My recent 
car 

purchase 
attempt



I tried to disconnect "Dealers United"

▪ Out of curiosity I tried 
disconnecting "Dealers United" and 

got the dialog to the right

▪ In short, I can disconnect and face 
bad usability. But they will still keep 
collecting and using my data?
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REGULATIONS
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Data Protection Directive (EU, 1995)

▪ Notice—data subjects should be given notice when their data is being collected;

▪ Purpose—data should only be used for the purpose stated and not for any other 
purposes;

▪ Consent—data should not be disclosed without the data subject’s consent;

▪ Security—collected data should be kept secure from any potential abuses;

▪ Disclosure—data subjects should be informed as to who is collecting their data;

▪ Access—data subjects should be allowed to access their data and make 
corrections to any inaccurate data

▪ Accountability—data subjects should have a method available to them to hold 
data collectors accountable for not following the above principles.



Safe Harbor: International Safe Harbor Privacy Principles

▪ EU prohibited the transfer of data to 
countries with weaker privacy laws. 

▪ The US had weaker protection laws…..

▪ Safe Harbor was a list of privacy 

principles non-EU companies could 
promise to uphold

▪ Declared invalid in 2015 because the 
United States could order companies 

to give data



Sound familiar? US 
wants to ban TikTok 
because China 
government can 
access data….
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GDPR Principles 
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I will cover GDPR in a separate lecture
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DESIGNING FOR NOTICE AND CHOICE
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Notice and Choice: the idea

▪ Users have the right to know how 
their data will be used, that 

information should be available 

▪ Once users are aware, they can make 
good choices 

▪ Interacting with a site or service is a 
“choice”

▪ Market pressures will force 
companies to provide good choices 

that customers demand 
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GDPR

▪ Lawfulness, fairness and transparency

▪ Purpose limitation

▪ Data minimization

▪ Accuracy

▪ Storage limitation

▪ Integrity and confidentiality (security)

▪ Accountability

FTC

▪ Unfair practices

▪ Injure consumer

▪ Violate established policy

▪ Unethical

▪ Deceptive practices

▪ Mislead consumer

▪ Differ from reasonable consumer expectations

Notice and Consent is a key part of many laws and regulations
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Notice and choice/consent is based on the consumer 
having easy access to decision-altering information. 

Aka Privacy policies
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How much money would it cost the US economy if everyone read through 
privacy policies?
▪ Notice and choice is dependent on 

awareness of content of privacy 

policies 

▪ People do not read all the privacy 
polices, but what if they did? 

▪ How many websites do people visit at 
work? At home?

▪ How many unique policies 

encountered?

▪ How much time is required to read all 

those policies? To skim them?

▪ Average salary in USA. 

▪ Estimate of home time value in dollars
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Aleecia McDonald and Lorrie Faith Cranor. The Cost of Reading Privacy Policies. I/S: A Journal of Law and Policy for the Information Society, 2008.

http://lorrie.cranor.org/pubs/readingPolicyCost-authorDraft.pdf


Amount of time needed to skim a policy

▪ Online survey where users had to find 
answers to privacy question in a 
provided policy

▪ Policies: very short policy (928 
words), one very long policy (6,329 
words) and four policies close to the 
typical 2,500 word length.

▪ The three policies clustered near 
2,500 words ranged in median times 
from 23 to 24 minutes and did not 
show statistically 
significant differences in mean 
values.
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Cost of notice and choice: $1.1 trillion a year
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Aleecia McDonald and Lorrie Faith Cranor. The Cost of Reading Privacy Policies. I/S: A Journal of Law and Policy for the Information Society, 2008.

http://lorrie.cranor.org/pubs/readingPolicyCost-authorDraft.pdf
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For each of the four notice and choice below, where do they sit in 
the design space?

"This call may 
be recorded for training 

purposes."
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Amazon Alexa Smart Speaker
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