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First, the news...

= First 5 minutes we talk about something interesting and recent
= You will not be tested on the news part of lecture
= You may use news as an example on tests
= Why do this?
1. Some students show up late for various good reasons

2. Reward students who show up on time

3. Important to see real world examples
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NOTICE AND CHOICE
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Notice and Choice: The idea

= Users have the right to know how - [TrEE—— . I }

theiI' data Will be used <= O B nttps://uwaterloo.ca o U A I A —
%) WATERLOO

= Once users are aware, they can make
good choices l

= Interacting with a site or service is a WP e 1 | o T .
choice ‘ |

‘ We use cookies on this site to 2

= Market pressures will force SNSEIGO YUANTLERH RDSFIencD |

Select 'Accept all' to agree and continue.

COmpanieS tO prOVide gOOd ChOiceS :;)Eg:?;iru;z;;g.cookies if you continue

that customers demand :
.




Notice is provided via privacy policies

« FTC, OPC and similar regulatory bodies Betterment

enforce privacy policy accuracy so Agree to Checking terms and
consumers can trust organizations conditions

The terms and conditions below are specific to your new Checking

= Organizations make such policies readily
By clicking “Accept and continue,” you acknowledge that you have read

available tO Consumers and agreed to the following documents:

« Cardholder Agreement

» E-sign Disclosure

» nbkc bank Consumer Deposit Account Agreement

» nbkec bank Privacy Policy

» Betterment Financial Terms & Conditions

» Betterment Form CRS Relationship Summary

« Cash Back Rewards Powered by Dosh Terms of Service
« MX Technologies User Agreement
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Amazon Privacy Policy

© waterloo N2V 1E

a_m;on.ca Deliver to

= all

Today's Deals Outlet Deals

Best Sellers  Kindle Books

= 3478 words long
= College education required to read

= Estimated reading time of 15-20 minutes

Hell <ami

Books Browsing History ~ Buy Again Kami's Store New Releases Deals Store Home

Warehouse Deals Coupons eBook Deals Subscribe & Save

Help and customer service

< All help topics

Legal Policies

Amazon.ca Conditions of
Use

Amazon.ca Privacy Notice

Changes to Amazon.ca
Privacy Notice

Content Usage Terms

Non-Exhaustive List of
Applicable Amazon/
Affiliate Patents and
Applicable Licensed
Patents

Non-Exhaustive List of
Amazon Trademarks

Amazon.ca Gift Card and
Electronic Message
Customization Service
Terms

Communications with
Amazon Employees

Quick solutions

~  Your orders
Track or cancel orders

'+ s+ Returns & Refunds
C' ~  Exchange or return

Find more solutions
|a

Security and Privacy » Legal Policies »

Amazon.ca Privacy Notice

Last Updated: January 1, 2024 . Click here to see prior version.

We know that you care how information about you is used and shared, and we appreciate your
trust that we will do so carefully and sensibly. This Privacy Notice describes how
Amazon.com.ca ULC and its affiliates (collectively "Amazon”) collect and process your personal
information through Amazon websites, devices, products, services, online and physical stores,
and applications that reference this Privacy Notice (together "Amazon Services"). By using
Amazon Services you are consenting to the practices described in this Privacy Notice.

What Personal Information About Customers Does Amazon Collect?
For What Purposes Does Amazon Process Your Personal Information?
What About Cookies and Other Identifiers?

* Does Amazon Share Your Personal Information?

.

.

How Secure Is Information About Me?
What About Advertising?

What Information Can | Access?

What Choices Do | Have?

Are Children Allowed to Use Amazon Services?
Conditions of Use, Notices, and Revisions
Related Practices and Information

Examples of Information Collected

.

.

.

For What Purposes Does Amazon Process Your
Personal Information?

B En. | Account & Lists ~

How Secure Is Information About Me?

What About Advertising?

+ Third-Party Adver Links to Other Webs!
»

What Information Can | Access?

What Choices Do | Have?
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How much money would it cost the US economy if
everyone read through privacy policies?

Microsoft

= Notice and choice is dependent on awareness
3,045 words

of content of privacy policies

= People do not read all the privacy polices,
but if they did, how much would it cost the US

0 00 IEY OV OO0 OO RO 6 RAAY D0 i

US Constitution
: 7,591 words
TikTok

/ 11,781 words

https://therealtimereport.
com/2020/09/02/the-
) | average-social-media-

Aleecia McDonald and Lorrie Faith Cranor. The Cost of Reading Privacy Policies. ) € privacy-policy-takes-an-

I/S: A Journal of Law and Policy for the Information Society, 2008. =3 ) hour-to-read/

economy?
Google
= This information is important for policy 7,837 words

makers and regulatory bodies (i.e. OPC)

The Art of War
by Sun Tzu
12,035 words



http://lorrie.cranor.org/pubs/readingPolicyCost-authorDraft.pdf
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How much money would it cost the US economy if everyone read through
privacy policies?

= Notice and choice is dependent on = How many websites do people visit at
awareness of content of privacy work? At home?
policies

= How many unique policies
= People do not read all the privacy encountered?
polices, but if they did, how much

would it cost the US economy? = How much time is required to read all

those policies? To skim them?
= To estimate costs, the information to :
the right is needed: * Average salary in USA.

» Estimate of home time value in dollars

Aleecia McDonald and Lorrie Faith Cranor. The Cost of Reading Privacy Policies. I/S: A Journal of Law and Policy for the Information Society, 2008.


http://lorrie.cranor.org/pubs/readingPolicyCost-authorDraft.pdf
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Calculating the cost of reading privacy policies

Tr =p*Rx*n

Tr - Annual time to read online
privacy policies

p — Population of USA internet users

R — Average national reading rate
(words per minute)

n — Average number of unique sites
visited per year

Factors to consider:

Cost of time at work (wages) vs time at
home (opportunity cost)

Number of websites seen at work vs at
home

Number of websites seen rather than
visits

People do not always read, they skim

Privacy policies vary in length and
content complexity
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Calculating the cost of reading privacy policies

TR =p*R=x*n Factors to consider:
= Ty - Annual time to read online = Cost of time at work (wages) vs time at
privacy policies home (opportunity cost)

Number of websites seen at work vs at
home

p — Population of USA internet users

R — Average national reading rate

(words per minute) = Number of websites seen rather than

Visits

n — Average number Lets look at how

visited per year skimming time
was determined.

People do not always read, they skim

Privacy policies vary in length and
content complexity
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Amount of time needed to skim a policy

= Online survey where users had to find 40
answers to privacy question in a
provided policy

W
9]

W
o

*»
4
¢

= Policies: very short policy (928 words),
one very long policy (6,329 words) and
four policies close to the typical 2,500
word length.

Minutes to Skim
= N
wu o
L 4

[y
o

wu

. The three pOIiCieS CluStered near 0 1000 2000 3000 4000 5000 6000 7000
2,500 words ranged in median times Number of Words in Policy
from 23 to 24 minutes and did not
show statistically = Result: skimming times are constant

significant differences in mean values. and do not very by policy length

Aleecia McDonald and Lorrie Faith Cranor. The Cost of Reading Privacy Policies. I/S: A Journal of Law and Policy for the Information Society, 2008.


http://lorrie.cranor.org/pubs/readingPolicyCost-authorDraft.pdf
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Cost of privacy policy reading: $1.1 trillion a year

Estimate

Lower
bound

Point

Upper
bound

Individual cost

to read

$2,533 / year
(work: $1,970;

home: $563)
$3,534 / year
(work: $2,791;

home: $743)
$5,038 / year

(work: $4,203;
home: $835)

Individual cost

to skim

$1,140 / year

(work: $886;

home: $253)
$2,226 / year
(work: $1,758;

home: $468)
$4,870 / year

(work: $4,063;
home: $807)

National cost
to read

year

(work: $435 B;
home: $124 B)

$781 billion /
year

(work: $617 B;
home: $164 B)

$1.1 trillion /
year

(work: $929 B;
home: $184 B)

National cost
to skim

$559.7 billion /  $251.9 billion /

year

(work: $196 B;
home: $56 B)

$492 billion /
year

(work: $389 B;
home: $103 B)

$1.1 trillion /
year

(work: $898 B;
home: $178 B)

Aleecia McDonald and Lorrie Faith Cranor. The Cost of Reading Privacy Policies. I/S: A Journal of Law and Policy for the Information Society, 2008.



http://lorrie.cranor.org/pubs/readingPolicyCost-authorDraft.pdf
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But wait... we learned
earlier that web
pages are made up of
lots of content.
Doesn't each site
have its own privacy
policy?

First-party

Third-party

Third-party

14



How long to read all privacy policies, including 3rd party policies?

= Looked at top 100 US websites and
the 3403 connections from those sites

= Only 75% of connecting sites had a

. . identify
rivacy polic please 2d P ws
privaty potty prov'd%HaSaE policy wi __"Eollect

" cook IeSsite B acc atase person oy m change

o 63.4% required a query to WHOIS to find ine Gt 8 ~browicer
seice InfGrmation
may websi

lte account

« After deduplication: 79 first party i s mcludepl‘lvacy
policies, and 113 third-party advertise

= 83 billion hours (USA) to read all

o McDonald and Cranor found 67.1
billion hours for first party sites

Fangkai Wang, "Find Conflicting Privacy Policies on a Webpage", 2016, University of Edinburgh
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Think-pair-share

= When was the last time you looked at = OR if you have never read a privacy
a privacy policy or other similar policy:
document?

= What was the last time you had a question
= What were you looking for? about how a company treats your data?

= How did you find the answer to that
question? Or why did you give up?
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STRUCTURED LAYERED NOTICES
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Structured Layered Notices

= Privacy policies are too complex

to read

= But if consumers can’t or won’t
read them, we loose all the value

of privacy policies

= Idea: structured notices

= Banks in the US are required to
provide privacy notices in a

specific format

2

harles
SCHWAB

FACTS WHAT DOES THE CHARLES SCHWAB CORPORATION DO WITH YOUR PERSONAL INFORMATION?

Financial companies choose how they share your personal information. Federal law gives consumers the right to limit
Why? some but not all sharing. Federal law also requires us to tell you how we collect, share, and protect your personal
information. Please read this notice carefully to understand what we do.

“The types of personal information we collect and share depend on the product or service you have with us. This
information can include

2
What? - Social Security number and income
« account balances and transaction history
« investment experience and assets

Al financial companies need to share customers' personal information to run their everyday business. In the section
How? below, we lst the reasons financial companies can share their customers' personal information; the reasons The Charies
Schwab Corporafion chooses to share; and whether you can limit this sharing.

Does The Charles Schwab
Corporation share?

Reasons we can share your personal information it this sharing?

For our everyday business purposes— YES NO
such as to process your transactions, maintain your account(s), respond
to court orders and legal investigations, or report to credit bureaus

For our marketing purpeses— YES NO
to offer our products and services to you

For joint marketing with other financial companies NO We don't share
For our affiliates’ everyday business purposes— YES NO
information about your transactions and experien

For our affiliates’ everyday business purposes— YES YES
information about your creditworthiness

For our affiliates to market to you YES YES

For nonaffiliates to market to you NO We don't share

Call 877-812-1817 within the U.S. or +1-415-667-8400 from outside the U.S.—our menu will prompt you through your
choices.

To limit our sharing Please note:
1f you are a new customer, we can begin sharing your information 30 days from the date we sent this notice. When you
are no longer our customer, we continuie to share your information as descried in this notice. However, you can contact
us at any time to limit our sharing

Questions? Call 877-812-1817 or 800-435-4000 or go 10 sch acy.

Who we are

Who s providing this The Charles Schwab Corp
notice?

What we do

How does Schwab To protect
protect my personal federal law
information? at Sch

How does Schwab collect | We

my personal information?
i income information

tments of tell us about your investment or retirement portfol

from your account

mation from others, such as credit bureaus, affiliates, or other companies

Why can't | limit all you the right to limit only

sharing?

jormation about your creditworthine:

What happens when | Your choice jeryone on your account
limit sharing for an

account | hold jointly with

someone else?

Definitions

Affiliatos Companies related by con

Nonaffiliates Companies not

Joint marketing A formal agreem panies that together market financial products or services o you

2601 North Lamar B Phone: 1-877-276-5550; Fax: 1-512-936-2003; or

's website

for California Resid

g

Nevada residents: Ne:
calling 800-435-4000
a Attor

urther information by
132; email BCPINFO

Las Vegas,

Vermont residents: aring of your information.

To leam more about our Online Privacy & Tracking practices, pleass
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Structured Layered Notices

= Structured notices make finding
information easier because it is
in the same place on all policies

= Specific questions also require
clear yes/no answers

FACTS

WHAT DOES THE CHARLES SCHWAEB CORPORATION DO WITH YOUR PERSONAL INFORMATION?

Why?

What?

How?

Reasons we can share your personal information

For our everyday business purposes—

Financial companies choose how they share your personal information. Federal law gives consumers the right to limit
some but not all sharing. Federal law also requires us to tell you how we collect, share, and protect your personal
information. Please read this notice carefully to understand what we do.

The types of personal information we collect and share depend on the product or service you have with us. This
information can include:

+ Social Security number and income
« account balances and transaction history
* investment experience and assets

All financial companies need to share customers' personal information to run their everyday business. In the section
below, we list the reasons financial companies can share their customers' personal information; the reasons The Charles
Schwab Corporation chooses to share; and whether you can limit this sharing.

Does The Charles Schwab

Corporation share? Can you limit this sharing?

such as to process your transactions, maintain your account(s), respond
to court orders and legal investigations, or report to credit bureaus

For our marketing purposes—

to offer our products and services to you

For joint marketing with other financial companies

For our affiliates' everyday business purposes—

information about your transactions and experiences

For our affiliates' everyday business purposes—

information about your creditworthiness

For our affiliates to market to you

For nonaffiliates to market to you

YES NO

YES NO

NO We don't share
YES NO

YES YES

YES YES

NO We don't share
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Structured Layered Notices

Nice idea but:

= Requires policy makers to
make laws and regulations

= Requires in-depth knowledge
of issues around a
specific industry

= Nuances are hidden/lost

= People still do not normally
read these

= Will not work for all sites

Why?

What?

How?

Reasons we can share your personal information

FACTS

WHAT DOES THE CHARLES SCHWAEB CORPORATION DO WITH YOUR PERSONAL INFORMATION?

Financial companies choose how they share your personal information. Federal law gives consumers the right to limit
some but not all sharing. Federal law also requires us to tell you how we collect, share, and protect your personal
information. Please read this notice carefully to understand what we do.

The types of personal information we collect and share depend on the product or service you have with us. This
information can include:

+ Social Security number and income
« account balances and transaction history
* investment experience and assets

All financial companies need to share customers' personal information to run their everyday business. In the section
below, we list the reasons financial companies can share their customers' personal information; the reasons The Charles
Schwab Corporation chooses to share; and whether you can limit this sharing.

Does The Charles Schwab

Corporation share? Can you limit this sharing?

For our everyday business purposes— YES NO
such as to process your transactions, maintain your account(s), respond
to court orders and legal investigations, or report to credit bureaus

For our marketing purposes— YES NO
to offer our products and services to you
For joint marketing with other financial companies NO We don't share

For our affiliates' everyday business purposes— YES NO
information about your transactions and experiences

For our affiliates' everyday business purposes— YES YES
information about your creditworthiness

For our affiliates to market to you YES YES

For nonaffiliates to market to you NO

We don't share



ECE 458 - Kami Vaniea

P3P, DNT, AND OTHERS
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P3P Platform for Privacy Preferences (2002)

US Government told companies that privacy was an issue. They needed to find a
solution or the Government would regulate.

W3C worked with companies to propose a machine-readable privacy policy.

Idea was that users would express their privacy preferences once to their browser.
Then the browser would automatically compare preferences to each site’s privacy

policy.

Automatic negotiation would happen between the browser and the site to pick the
best privacy option for this user.

No one has to read long policies any more.
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Simple Example P3P POlicy

<?xml version=
<P3P = >
<POLICY>
<ENTITY>
<DATA-GROUP>
<DATA

>ExampleCorp</DATA>

<DATA >privacy@example.com</DATA>
</DATA-GROUP>

</ENTITY>

<ACCESS>
<contact-and-other/>
</ACCESS>

<DISPUTES-GROUP>
<DISPUTES = >
<SERVICE>PrivacySeal</SERVICE>

{STATEMENT>We follow industry best practices for dispute resolution.</STATEMENT>

</DISPUTES>
</DISPUTES-GROUP>

23

<STATEMENT>
<PURPOSE><current/><admin/></PURPOSE>
<RECIPIENT><ours/></RECIPIENT>
<RETENTION><indefinitely/></RETENTION>
<DATA-GROUP>
<DATA = />
<DATA = />
<DATA = />
<DATA = />
</DATA-GROUP>
</STATEMENT>
</POLICY>
</P3P>
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P3P Privacy Bird Plugin

Use of P3P User Agent by Early Adopters

File Edit View Favorites

Tools Help
o ] 4] fat E3 | & % ‘ = \
Back Forward Stop  Refresh  Home Favorites Media  History Print
Address l’_e_’] http:/fshane.cranor.orgf

Shane Zachary Cranor

Born ay 4, 2001, 7:25 am, 7 pounds, 13 oz., 21 inches

Photo Album | Latest Photos | 2001 Favorite Photos | 2002
Favorite Photos

Shane's Photo Album
e Shane's First Year

Shane's Latest Photos

Shane attended Mom's Chatham Community Band Concert, but he was so bored he fell asleep.

€

The next dav Shane heloed Dad change a lishtbulb -- climbing a ladder couldn't be that much

[ [ [ |% mternet

NG| R

Lorrie Faith Cranor - hitp://lorrie.cranor.org/ 7 i
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Privacy Finder and Privacy Bird

= Search engine that includes P3P information in the results

lposter Search |

Search Engine: « Google * ¥ahoo! Preference Level: |J'u'|edium j

Q000 Decorate with Framed Posters, Art Prints & Photography from

riacy Bgpet Barewalls.com
Offers posters and lithographs. Custom framing, canvas transfers, and board mounting services
also available.

nttp:/fwww. barewalls.comy/ - No Cache - Privacy Policy - Similar Pages

Qabo  AllPosters.com - The World's Largest Poster and Print Store!
Online store for posters and prints of movies, actors, sports, music, and other subjects.
nttp:/fwww . allposters.com/ - No Cache - Privagy Policy - Similar Pages

Privacy Report
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P3P was politically challenging to create

= There were many stakeholders (advertising companies, technology companies,
consumer rights groups, international legal issues, etc.)

= Structured content requires some loss of details, and companies view those details
as vital

Does The Charles Schwab

Reasons we can share your personal information :
Corporation share?

Can you limit this sharing?

For our everyday business purposes— YES NO
such as to process your transactions, maintain your account(s), respond
to court orders and legal investigations, or report to credit bureaus

For our marketing purposes— YES NO

to offer our products and services to you

For joint marketing with other financial companies NO We don't share
For our affiliates' everyday business purposes— YES NO

information about your transactions and experiences

For our affiliates' everyday business purposes— YES YES
information about your creditworthiness

For our affiliates to market to you YES YES

For nonaffiliates to market to you NO We don't share
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Sharing with partners, preferred partners, affiliates, associated
companies

= Companies have complex relationships with each other, often managed via formal
contract.

» What does “share” mean? What about “transfer”? Or “rent”? “Access”?

= There is a large difference between selling data to a third party and sharing it with
a “preferred provider” under an ongoing relationship legal contract.
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Sharing with partners, preferred partners, BMO 9
affiliates, associated companies

= “We do not sell the names or other Personal Information of our customers. We do
not disclose the names or other Personal Information of our customers to
companies outside of BMO Financial Group, for their own use, without consent
unless required or permitted by law. “

= We may disclose your Personal Information to:

= “To a merchant, a payment system, a payment card network, or a telecommunications
provider.”

= “To companies or affiliates where we offer loyalty or reward programs, for the purposes of the
program, include analyzing and developing new benefits.”

= “To BMO's affiliates or other companies to provide services on our behalf such as data
processing, account administration, analytics and marketing.”


https://www.bmo.com/main/about-bmo/privacy-security/definitions/
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Do Not Track

= Mozilla-initiated attempt to send a much simpler computer signal: track, don’t
track, or no setting,.

= Hard to incorrectly interpret (theoretically)

= Companies refused to honor the signal so it died
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REGULATIONS
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Notice and Consent is a key part of many laws and regulations

GDPR FTC

= Lawfulness, fairness and transparency » Unfair practices

. = Injure consumer

= Data minimization = Violate established policy
= Accuracy = Unethical

= Storage limitation = Deceptive practices

Integrity and confidentiality (security) .

Accountability = Differ from reasonable consumer expectations



S EE—
Data Protection Directive (EU, 1995)

= Notice—data subjects should be given notice when their data is being collected;

= Purpose—data should only be used for the purpose stated and not for any other
purposes;

= Consent—data should not be disclosed without the data subject’s consent;
= Security—collected data should be kept secure from any potential abuses;
= Disclosure—data subjects should be informed as to who is collecting their data;

= Access—data subjects should be allowed to access their data and make
corrections to any inaccurate data

= Accountability—data subjects should have a method available to them to hold
data collectors accountable for not following the above principles.



Safe Harbor: International Safe Harbor Privacy Principles

= EU prohibited the transfer of data to
countries with weaker privacy laws.

= The US had weaker protection laws.....

= Safe Harbor was a list of privacy
principles non-EU companies could
promise to uphold

= Declared invalid in 2015 because the
United States could order companies
to give data

AMICUS BRIEFS

Data Protection Commissioner v
Facebook and Max Schrems

(Standard Contractual Clauses)

DOWNLOAD PDF 269.0KB

CONTENTS

SUMMARY

One of the most important international privacy cases in recent history arose
from a complaint against Facebook brought to the Irish Data Protection
Commissioner by an Austrian privacy advocate named Max Schrems. In the
complaint, Mr. Schrems challenged the transfer of his data (and the data of EU
citizens’ generally) to the United States by Facebook, which is incorporated in
Ireland. The case (“"Schrems I”) led the Court of Justice of the European Union
on October 6, 2015, to invalidate the Safe Harbor arrangement, which governed
data transfers between the EU and the US.
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What a TikTok ban in the US could mean for you

Sound familiar? US
BY THE ASSOCIATED PRESS
wa nt s to ba n Ti kT o k Updated 10:51 AM EDT, April 24, 2024

[ ]
because China
No, TikTok will not suddenly disappear from your phone. Nor will you go to jail if you continue

government Can using it after it is banned.

a ccess data D000 After years of attempts to ban the Chinese-owned app, including by former President Donald
Trump, a measure to outlaw the popular video-sharing app has won congressional approval and is
on its way to President Biden for his signature. The measure gives Beijing-based parent company
ByteDance nine months to sell the company, with a possible additional three months if a sale is in
progress. If it doesn't, TikTok will be banned.

So what does this mean for you, a TikTok user, or perhaps the parent of a TikTok user? Here are
some key questions and answers.

WHEN DOES THE BAN GO INTO EFFECT?

The original proposal gave ByteDance just six months to divest from its U.S. subsidiary,
negotiations lengthened it to nine. Then, if the sale is already in progress, the company will get
another three months to complete it.

So it would be at least a year before a ban goes into effect — but with likely court challenges, this
could stretch even longer, perhaps years. TikTok has seen some success with court challenges in
the past, but it has never sought to prevent federal legislation from going into effect.




R
GDPR Principles

Lawfulness, fairness and transparency — there needs to be a lawful basis for
processing and the data subject as the right to know how their data will be used.

Purpose limitation - data must be collected with the purpose and only used for it or
compatible purposes.

Data minimization — personal data should be adequate, relevant, and limited to what is
necessary.

Accuracy — personal data should be kept updated and incorrect data must be deleted.
Storage limitation — only keep personal data as long as you need it

Integrity and confidentiality (security) — appropriate security measures should be
taken. Follow “integrity and confidentiality”.

Accountability — take responsibility and keep records showing compliance.



7417

Cancel Payment

+/ Add to Apple Wallet

Collect from station ()

To pay
Booking fee £0.80
Total £45.40

8 Pay by card

Set up & Pay

PayPal

Login or Create a trainline account

We'll send you personalised marketing, valuable discounts
and great offers.

D Tick here if you don't want this

By booking your ticket you accept our Website Terms &
Conditions and National Rail conditions of travel

Privacy policy applies

ull giffgaff = 7:41 pm

Cancel Payment

To pay

Booking fee £0.75
16-25 Railcard discounts applied

Total £30.20

Card security code

N

@ Pay by card

Change payment method

Be first to hear

Yes, | want great discounts, sales, offers and
more from Trainline.

By booking your ticket you accept our Website Terms
& Conditions and National Rail conditions of travel

Privacy policy applies
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PRIVACY BY DESIGN
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Privacy by Design

1. Proactive not Reactive; Preventative not Remedial
2. Privacy as the Default

3. Privacy Embedded into Design

4. Full Functionality — Positive-Sum, not Zero-Sum
5. End-to-End Security — Lifecycle Protection

6. Visibility and Transparency

7. Respect for User Privacy
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Proactive not Reactive: Preventative not Remedial

= ] once went to a major security company’s faculty
outreach event

= The very first thing they did was show a “funny”
video of a motorcycle rider stopping to help
someone and getting both is motorcycle and phone
stolen

= The starting message was simple: users are stupid

= That message was clearly how they thought about
users internally and it impacted many of their
choices
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DESIGN OF CONSENT
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privacy notice

timing channel modality control
at setup primary visual blocking
. . hon-
just in time secondary auditory blocking
dSSQL%"et},t public haptic decoupled
o machine-
periodic readable
persistent " . "
Privacy notice design space
on demand
F. Schaub, R. Balebako, A. Durity, L.F. Cranor, A Design Space for

Effective Privacy Notices, SOUPS’15
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For each of the four notice and choice below, where do they sit in
the design space?
(e )

Q % "This call may NOTICE

be recorded for training ’lo)
purposes.” SECURITY CAMERAS AND
\AUDlO RECORDING IN USE/

We use cookies on this site to
enhance your user experience

Select 'Accept all' to agree and continue.
You consent to our cookies if you continue
to use this website.

Accept all

Amazon Alexa Smart Speaker
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