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AbstrAct

Vehicular networking is promising to improve 
traffic efficiency and driving safety, as well as trav-
el experience. However, the traditional network 
employs a highly coupled design, which is quite 
limited in its ability to satisfy various challenging 
vehicular demands. Recently, new studies focus 
on how to design software defined vehicular net-
works smartly to meet various vehicular demands. 
In this article, we investigate a new smart identi-
fier networking (SINET) paradigm and propose a 
SINET customized solution enabling crowd collab-
orations for software defined vehicular networks 
(SINET-V). In particular, through crowd sensing, 
network function slices are well organized with 
a group of function-similar components. Differ-
ent function slices are further driven to serve var-
ious applications by using crowd collaborations. 
We clearly illustrate how SINET-V works and also 
analyze its potential advantages in several special 
vehicular instances. Experimental results show that 
SINET-V has great potential to promote powerful 
vehicular networks.

IntroductIon
Vehicular networking has been paid significant 
interest in recent years. The time people would 
normally spend in a vehicle (i.e., car, bus, or train) 
may last for several hours or even longer. It is 
greatly expected to enjoy high-quality entertain-
ment services and social communications on the 
road for pleasant long journeys [1]. On the other 
hand, issues such as urban traffic congestion and 
traffic accidents in big cities have become so seri-
ous that they cannot be ignored. For example, 
the traffic congestion level was up to 37 percent, 
and the number soared even up to 74 percent at 
evening peak times in Beijing in 2014 [2]; there 
are about 500,000 traffic accidents in China each 
year. These traffic issues also promote an urgent 
requirement on vehicular networks to provide 
travel assistance, driving safety, and so on. Nowa-
days, numerous countries and organizations have 
invested or are investing great efforts in research 
on powerful vehicular networks.

Up to date, there have been many umbrella 
communication technologies serving vehicular 
networks, such as IEEE 802.11p, dedicated short-
range communication (DSRC), third generation 
(3G) communications, WiMAX, Long Term Evolu-
tion (LTE), LTE-Advanced (LTE-A) and the Internet 
of Things (IoT) [3]. However, these communica-

tion technologies are all based on the tradition-
al network architecture, which adopts a highly 
coupled design due to historical reasons. Such a 
rigid architecture makes it difficult to satisfy var-
ious challenging demands in the vehicular envi-
ronment [4, 5]. Therefore, many research efforts 
have started on the emerging software defined 
networking (SDN), which is considered as an 
alternative approach to renovate the traditional 
networks [6].

SDN is featured with flexible programmabili-
ty by decoupling the data plane and the control 
plane. It is expected to realize more flexible man-
agement, greater service capability, higher data 
rate, less delay, and better quality in next genera-
tion vehicular ad hoc networks (VANETs). Figure 
1 illustrates the architecture of software defined 
vehicular networks (SDVNs). To the best of our 
knowledge, few studies have been reported on 
how to make SDN smart in scheduling ubiqui-
tous network resources to meet various vehicular 
demands. This is really an open gap to fill to pro-
mote powerful vehicular networks. Therefore, the 
scope of this article is to present the studies on 
how to enable crowd collaborating for SDVNs.

The contribution of our work is that we investi-
gate a new network paradigm named smart iden-
tifier networking (SINET), and propose a novel 
customized SINET solution for the vehicular net-
work (SINET-V). In SINET-V, virtualized function 
slices are able to be flexibly selected through 
crowd sensing. Furthermore, crowd collaborations 
are served to dynamically adapt to various vehic-
ular scenarios and applications, including intra-
slice collaborations and inter-slice ones. Practical 
experiments demonstrate the excellent perfor-
mance and power of SINET-V.

The rest of this article is organized as follows. 
We present the related work and background. 
Next, we analyze the challenges and offer our 
considerations. Then the SINET-V solution is 
detailed. Furthermore, we summarize its potential 
advantages. Finally, we present the performance 
evaluations in the vehicular scenario.

relAted Work And bAckground
To the best of our knowledge, we are the first 
to design a network system that enables crowd 
collaborating to strengthen SDVN architecture 
in multiple aspects. There are some scattered 
related works on various individual aspects in the 
literature.

There are several research studies on SDVN 
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architecture. He et al. built an SDN-based 
approach to enable rapid network innovation for 
vehicular communications [7]. Zheng et al. sum-
marized the software defined cloud radio access 
network (cloud-RAN) architecture for heteroge-
neous vehicular networks [8]. Li et al. presented 
a hybrid southbound communication mode to 
balance latency and cost for the software-defined 
VANET [9]. Zhang et al. analyzed a socially aware 
Internet of Vehicles and proposed a novel per-
spective and supportive technologies for social 
vehicle swarms [10]. However, the aforemen-
tioned research studies focused on the overall 
design of network architecture, and failed to con-
sider powerful crowd collaboration and analyze 
its implementation mechanisms.

Crowd collaboration provides a novel 
approach to smarten the SDVN architecture. 
Recently, smart collaborative networking (SCN) 
has been widely discussed as a novel perspec-
tive for future network architecture. It was first 
proposed in a future Internet project in China, 
and SINET is a significant output of the project. 
The concept of smart collaboration is highlighted 
in the SINET architecture, which is able to flexi-
bly meet various network requirements through 
crowd wisdom and capacity [11]. Moreover, 
Zhang et al. studied how to promote efficient 
communications for high-speed railway environ-
ments using smart collaborative networking [12]. 
However, all of these are just preliminary research 
for some special application scenarios. There is 
still a long way, and a great opportunity, to devel-
op a fully intelligent SDVN system for future 
vehicular applications.

In this article, we focus on a customized 
SINET-based solution to enable crowd collaborat-
ing for SDVNs.

problems And chAllenges
Vehicular networks are significantly different from 
conventional wireless communication scenarios. 
Many challenges hinder their applications, such 
as highly dynamic topology, frequent informa-
tion interactions, and strict latency requirement 

[13]. Therefore, we have to overcome obstacles 
in SDVN design. In this work, we focus on three 
key design considerations for the smart SDVN.

Vehicular security-related assurance: Safety in 
vehicular networking is more serious than that in 
traditional networks. Vehicular networking is not 
only related to the risk of information leakage, 
but also involved in driving safety (i.e., car safety 
and personal safety). In 2016, the Tencent Cohen 
laboratory announced that after several month’s 
extensive study, they could attack Tesla by remote 
control, including parking status control and driv-
ing status control. Therefore, it is critical to find 
how to guarantee the security in future vehicular 
networking.

Heterogeneous network integration: Vehic-
ular networks are sophisticated and hetero-
geneous. On one hand, there are various base 
stations (BSs) supporting specific wireless tech-
niques, such as 3G, WiMAX, LTE, and even 
device-to-device (D2D) without BSs. On the other 
hand, there are many diversified communication 
modes, including vehicle-to-vehicle (V2V), vehi-
cle-to-roadside (V2R), and vehicle-to-everything 
(V2X). Besides, different network deployment 
scales further aggravate its heterogeneity [14]. For 
instance, a macrocell can support tens of users, 
while a small cell usually supports no more than 
10. Hence, the compatibility of heterogeneous 
communications must be fully considered in the 
design of future vehicular networks. It is urgent to 
use multiple wireless interfaces collaboratively for 
better performance.

Network load optimization: Due to the ran-
domness of vehicle movement, vehicles can sud-
denly gather in a given area, resulting in a sharp 
increase of the network load. This severe jitter 
affects the network performance greatly. Even 
worse, the access point or BS would be overload-
ed when the load is beyond their capabilities. As a 
result, we should consider meticulous scheduling 
of ubiquitous network resources for network load 
optimization.

There is no doubt that these challenges are 
hindering the further development of vehicular 
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Figure 1. Illustration of a software defined vehicular network.
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networks. How to better solve these practical 
problems becomes urgent. Nevertheless, it is 
crystal clear that it is too difficult to solve all the 
above challenges using one new technology. In 
practice, most application scenarios do not need 
us to solve the mentioned issues simultaneous-
ly. One application scenario usually focuses on 
one essential requirement, and another scenario 
requires another one. For example, low delay is 
highly required to achieve real-time traffic moni-
toring, while security is necessary for self-driving 
applications.

Based on the above analysis, a flexible net-
work architecture is highly required to meet these 
vehicular demand. It allows us to build smart 
SDVNs to adaptively meet various vehicular 
demands by leveraging crowd collaboration and 
their capacities.

solutIon: sInet-V
In this section, we explain how to enhance crowd 
collaborations for SDVNs in our solution, includ-
ing its architecture, key mechanisms, protocol, 
and workflow.

oVerVIeW of sInet
SINET is a specific instance of smart collaborative 
networking (SCN) [12]. SINET can be vertical-
ly divided into three layers: the smart pervasive 
service layer (L-SPS), the dynamic resource adap-
tion layer (L-DRA), and the collaborative network 
component layer (L-CNC). In particular, to extend 
this triple-layered network architecture, SINET hor-
izontally contains two domains: the entity domain 
(D-EN) and behavior domain (D-BE).

More specifically, L-SPS is responsible for nam-
ing and description of services. L-DRA dynamical-
ly controls network functions to allocate network 
resources through perceiving service demands 
and network statuses. L-CNC is responsible for 
data storage and transmission. D-EN contains 
three kinds of identifiers to identify different net-
work entities. A service identifier (SID) is used to 
name and manage pervasive services. A function 
identifier (FID) is used to mark a network func-
tion slice. A node identifier (NID) is used to locate 
a network component. Analogous to the D-EN, 
service behavior description (SBD), function 
behavior description (FBD), and node behavior 

description (NBD) are adopted to provide further 
information for each SID, FID, and NID, respec-
tively.

With these basic elements, SINET provides a 
framework to completely integrate the pervasive 
services management, dynamic resources adap-
tation, and network components collaboration. 
This design allows us to make many kinds of inno-
vations to flexibly meet various network require-
ments according to smart collaboration.

sInet-V mechAnIsms

By leveraging the SINET architecture, we pro-
pose SINET-V, a customized solution for SDVNs. 
SINET-V is able to smartly schedule ubiquitous net-
work resources and fully meet diversified vehicular 
demands. It shows two aspects: through crowd 
sensing, network function slices are flexibly orga-
nized with a group of function-similar components; 
through crowd collaborations, different function 
slices are further driven to serve various applica-
tions on demand. The architecture of crowd collab-
orations in SINET-V is shown in Fig. 2.

Specifically, SINET-V is able to perceive vari-
ous requirements of vehicular services in L-SPS, 
including service type, bandwidth, and delay 
requirement. L-DRA is responsible for dynamically 
adapting to network resources and building func-
tion slices through crowd collaborations. L-CNC 
is constructed as an overlay network to eliminate 
the heterogeneity of existing vehicular networks. 
In L-CNC, different components can carry on the 
tasks collaboratively, such as caching storage and 
data transmission.

Different virtual function modules are included 
in SINET-V. A service identifier registration module 
and a service management module are used in 
L-SPS. The service identifier registration module is 
responsible for storing SID and SBD. The service 
management module can respond to service regis-
tration messages and service request messages by 
querying the service identifier registration module.

In L-DRA, there is a crowd collaboration 
module used to achieve intelligent scheduling of 
network resources. A crowd collaboration mod-
ule is composed of several sub-modules. A ser-
vice-aware module perceives service statuses (i.e., 
service type, data rate, and bandwidth require-
ment) and assigns different priorities to corre-

Figure 2. The architecture of crowd collaborations in SINET-V.
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sponding services. A network-aware module is 
responsible for awareness of network behaviors, 
including wireless spectrum, network congestion, 
and network bandwidth. Traffic shaping and data 
scheduling can adjust the data traffic based on the 
service and network status. The above sub-mod-
ules can cooperate with each other. Through the 
upper service perception and the lower resource 
awareness, network function slices are smartly 
organized with a group of function-similar compo-
nents, such as low-latency slices, high-bandwidth 
slices, and low-cost slices. SINET-V controllers 
are in charge of controlling network function slic-
es, which can be centralized or distributed. The 
crowd collaboration module can also dynamically 
adjust components based on real-time feedback 
of network status. It is worth noting that the same 
component may belong to one or several func-
tion slices at the same time.

L-CNC is in charge of storage and transmis-
sion of data, which embraces a component intra-
aware module, a component inter-aware module, 
and a component identifier management module. 
It is noteworthy that the component intra-aware 
module is used to perceive internal statuses (e.g., 
the speed and location of vehicles, supported net-
work interfaces, hardware type, and processing 

capacity of BS or roadside unit, RSU). The compo-
nent inter-aware module is responsible for mon-
itoring environmental characteristics, including 
density of ambient vehicles, interference statuses, 
and so on. The component intra-aware and com-
ponent inter-aware modules will send messages 
to the network-aware module of the upper layer.

protocols And WorkfloW

In order to demonstrate our scheme better, 
we further summarize the typical workflows of 
SINET-V, as shown in Fig. 3. The whole process is 
divided into two phases: the organization phase 
and the collaboration phase.

During the organization phase, the typical 
workflow mainly contains three processes:
• Register NIDs and SIDs (steps 1, 2). When 

vehicle terminals access a network, NIDs will 
be assigned to them. Meanwhile, vehicular 
service providers (i.e., vehicles, BSs, and con-
tent providers) will generate SIDs for their 
local services and register them.

• Crowd sensing (steps 3, 4). It includes both 
the upper service perception and the lower 
resource awareness. The resource awareness 
is composed of two parts: traffic and road 
monitoring, and network state monitoring.

Figure 3. Workflow of SINET-V.
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• Construct function slices (steps 5, 6). After 
crowd computing of state notifications, 
the controller can organize function slices 
according to service demands and resource 
status. Game theory can be selected to max-
imize the benefit of cooperations.
During the collaboration phase, a typical work-

flow also involves the following three steps:
• Request services (steps 1, 2). When requiring 

the service, vehicles will send an SBD to the 
controller. The controller will select the specific 
SID and SBD after analyzing service demands.

• Select function slices (steps 3–6). Function 
slices will be decided according to the map-
ping between FID and SID, which can be 
implemented using an existing fast lookup 
algorithm. What’s more, different slices can 
work harmoniously due to the inter-slice 
cooperation mechanism.

• Establish transmission path (step 7). The 
network components will be aggregated 
according to crowd collaboration. Network 
components further cooperate to establish a 
path for delivering the service according to 
an intra-slice cooperation mechanism.
All in all, crowd collaborations are highlighted in 

SINET-V to achieve smart adaptation between the 
vehicular services and the network infrastructure. 
Besides, the entity domain and behavior domain 
are separated for improving the feasibility by per-
ceiving service demands and network behaviors. 
The mappings from one namespace to another 
are used to link the behaviors analysis and entities 
selection. Meanwhile, SINET-V deploys intra-slice 
and inter-slice collaborations to achieve dynamic 
adaption and allocation of network resources.

potentIAl AdVAntAges
In this section, we present several cases to clearly 
illustrate how SINET-V addresses the aforemen-
tioned challenges and problems.

Guarantee network security: The existing net-
work systems are relatively fixed, which makes the 
attack actions equally easy. SINET-V employs an 
intrinsic peculiarity to manage logical function slic-
es dynamically. This feature can be used in security 
defense for vehicular networks. Figure 4 illustrates 
an example of security defense in SINET-V. When 
a targeted host is attacked, it can sense malicious 
attack flows. Then it immediately initiates the 
defense function by crowd collaboration. Specif-
ically, the targeted host first calls for collabora-
tive nodes to organize a security defense slice by 
dispersing requests. The SINET-V controller will 
arrange suitable network nodes and resources to 
protect this targeted host. In a nutshell, these col-
laborative nodes can handle the incoming attack 
flows instead of the original targeted host. More-
over, they can counterattack the hacker if neces-
sary. Therefore, they are able to establish a logical 
defensive shield for the targeted host. The dynamic 
collaborations among these nodes make it harder 
for an attacker to discover an accurate transmis-
sion path or a victim server. Consequently, SINET-V 
makes it difficult to attack the targeted host and 
improves the network security.

Support heterogeneous communications: 
SINET-V constructs an overlay network to elimi-
nate the heterogeneity of the existing vehicular 
networks. As mentioned earlier, function slices 
can be organized by a group of function-similar 
components. Different function slices can work 
independently. Therefore, function slices can be 
constructed according to the characteristics of 
heterogeneous communication means. For exam-
ple, vehicular nodes supporting time-division LTE 
(TD-LTE) can be organized within the same func-
tion slice, which provides reliable transmission qual-
ity through intra-slice collaboration. On the other 
hand, SINET-V employs inter-slice collaboration. 
Different function slices can collaborate to under-
take some task through inter-slice collaboration. 

Figure 4. Illustrations of security defense and network load balancing in SINET-V.
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Multiple communication means can be supported 
simultaneously and selected adaptively according 
to adjusting the function slices. Therefore, through 
crowd collaboration, SINET-V can eliminate the 
heterogeneity of the existing vehicular networks.

Balance network load: Different from the tra-
ditional network, SINET-V is more flexible and 
configurable for load balancing through crowd 
collaboration. Figure 4 also illustrates an example 
of network load balancing in SINET-V. The net-
work load can be sensed for each function slice. 
When a function slice is overloaded, SINET-V will 
immediately select or organize other available 
function slices to share the network load. In par-
ticular, a sub-function slice can move from this 
slice to another one. In that case, the load satu-
ration condition of the popular slice is alleviated 
greatly, and the slices with low load can be used 
sufficiently. SINET-V can easily achieve network 
load balance according to crowd collaboration 
among different function slices.

From the above analysis, we can see that 
SINET-V is available to adapt to various require-
ments in vehicular networks by leveraging vari-
ous crowd collaboration mechanisms. It provides 
an efficient and complete architecture for highly 
dynamical vehicular networks.

experImentAl AnAlysIs
In this section, we present some preliminary 
experimental analysis to verify the feasibility and 
efficiency of SINET-V. We developed a proto-
type system and tested it in Beijing subway line 

two, as shown in Fig. 5. Beijing subway line two 
is covered by multiple cellular networks, wide-
band code-division multiple access (WCDMA) for 
China Unicom, evolution data only (EVDO) for 
China Telecom, and TD-LTE for China Mobile. In 
our experiments, each network slice was repre-
sented by one kind of network connection means, 
that is, WCDMA, EVDO, or TD-LTE. SINET-V can 
reduce latency and improve network perfor-
mance by enabling crowd collaboration among 
multiple network function slices. A SINET-V con-
troller was employed as the crowd collaboration 
management unit. We tested the effectiveness of 
SINET-V in terms of round-trip time (RTT). As for 
the testing terminals, we adopted the iPhone 6, in 
which the iPhone Ping Tool was installed. During 
this experiment, the iPhone Ping Tool continuous-
ly attempted to ping a public IP address on our 
campus every second for acquiring corresponding 
RTT along the testing subway line two. Then we 
evaluated the network quality.

Figure 6 shows an intuitive performance com-
parison between 4G-LTE and SINET-V. We can see 
that RTT values of SINET-V are significantly lower 
than those of 4G-LTE. The average RTT is 58 ms in 
SINET-V, while it is 83 ms in 4G-LTE. In particular, 
86 percent of RTT values are smaller than 75 ms, 
and the valley RTT value remains at around 18 ms 
in SINET-V, while only 47 percent of RTT values 
are smaller than 75 ms in the solution of 4G-LTE. 
The main reason is that SINET-V can dynamical-
ly sense and predict network link states [15], and 
hence flexibly employ the best network slice and 

Figure 5. Experimental scenario.
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transmission links through crowd collaboration. In 
detail, when the quality of one network slice status 
is poor, a SINET-V controller is triggered to choose 
another optimal slice(s) through crowd collabora-
tion to serve different applications dynamically. It is 
worth noting that this experiment is just our prima-
ry function implementation of SINET-V, and there is 
great potential to realize better performance in the 
near future.

conclusIons
In this article, we propose a novel customized 
SINET-V solution enhancing crowd collaboration 
for software defined vehicular networks. In SINET-V, 
virtualized function slices are flexibly organized by 
a group of network elements through crowd sens-
ing. Then one or multiple function slice(s) may be 
motivated to dynamically serve different applica-
tions with crowd collaboration, including intra- and 
inter-slice ones. We analyze its potential advantages 
in several different vehicular instances. Experimen-
tal results show that SINET-V is able to improve the 
quality of service in a realistic urban vehicular sce-
nario. In the near future, more investigations upon 
practical applications will be studied to promote the 
deployment of smart SDVNs.
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Figure 6. Experimental results comparison.
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