
ECE780 T07:  Fault-Tolerant Secure Control 
(Full title: Fault-Tolerant and Secure Dynamical Systems) 

EIT 3151, Fridays, 11:30am – 2:30pm, Fall 2012 

Instructor:  Prof. Shreyas Sundaram 

Calendar Description 

This course will discuss the design and control of fault-tolerant and secure dynamical systems.   Topics 

include:  models of faults and attacks in dynamical systems, graphical models of dynamical systems, 

structured system theory, model-based fault-diagnosis and analytical redundancy, unknown-input 

observers and residual generators, fault-tolerant combinatorial systems, applications of error-control 

coding to reliable controller design, stability under packet dropouts in networked control systems, 

identifying malicious attackers in multi-agent networks, attack and fault-tolerance of large-scale 

complex networks. 

 

Course Description 

The term “Dynamical System” loosely refers to any system that has a state and some dynamics (i.e., a 

rule specifying how the state evolves in time).  These systems are pervasive in our lives, from 

automobiles and aviation to industrial manufacturing plants and the electrical power grid.  Many of 

these systems are of a life- and safety-critical nature, where disruptions (either by intent or by accident) 

could have dire consequences.   Since these increasingly complex systems form the backbone of our 

society, every effort must be made to ensure that they operate in a reliable and secure manner. 

This course will cover various techniques for designing fault- and attack-tolerant dynamical systems.  

Topics will include model-based techniques for fault diagnosis, graph-based analysis techniques for 

linear systems, and the application of traditional fault-tolerance techniques to synthesizing reliable 

control mechanisms.  The course will also cover recent research on the topics of tolerating packet 

dropouts in networked control systems, exchanging information in multi-agent systems despite the 

presence of malicious agents, and analyzing the vulnerability of large-scale complex systems (such as the 

power grid and the internet) to attacks and failures. 

Course Outline: 

Part I: Introduction and Mathematical Background (1-2 lectures) 

 Motivation and overview, case studies of faults and attacks in dynamical systems 

 Review of linear algebra and linear system theory 

Part II:  Model-based Fault Diagnosis and Analytical Redundancy (3-4 lectures) 

 Fault models for dynamical systems  

 Design of unknown-input observers:  relationship to dynamic system inversion and invariant 
zeros of the system 

 Analytical redundancy, residual generators and parity functions 

 Structured system theory and graph-based analysis of linear dynamical systems 



Part III:  Synthesis of Fault-Tolerant and Secure Control Mechanisms (5-6 lectures) 

 Fault-tolerant combinatorial systems: majority voting and building reliable systems from 
unreliable components 

 Error-control coding and its application to designing reliable controllers 

 Networked control systems: packet dropouts and mean square stability 

 Distributed multi-agent systems:  consensus, flocking, information dissemination, 
overcoming malicious behavior 

Part IV:  Analysis of Large-Scale Complex Networks (1 lecture) 

 Random graph models of large-scale systems: Erdos-Renyi and scale-free graphs 

 Vulnerability of complex networks to attacks and faults 

Part V:  Project Presentations (1 lecture) 

Project:   The course will contain a final project by each student on a topic pertaining to fault-tolerance 

and security in dynamical systems.  Students are expected to survey the state-of-the-art on their chosen 

topic, and either formulate new ideas or describe novel applications of existing ideas to their own 

research.  Students will be expected to present their projects in class, and turn in a final report 

describing their findings. 

Grading:  The best grade from the following three schemes will be applied to each student. 

Scheme 1 Scheme 2 Scheme 3 
 Homework:  15% 

 Project:  35% 

 Final Exam:  50% 

 Homework:  25% 

 Project:  25% 

 Final Exam:  50% 

 Homework:  5% 

 Project:  30% 

 Final Exam:  65% 

 

Late turn-in policy:  Late homework, assignments and projects will not be accepted, unless prior 

arrangements have been made with the instructor. 

Recommended background:  Linear Algebra (MATH215), Probability (ECE316) and Control Theory 

(ECE380), or consent of instructor. 

Textbook:  There is no required textbook.  Papers and electronic references will be made available on 

the course website.  Some supplemental reference texts will be placed on reserve in the library, 

including: 

 C.N. Hadjicostis, Coding Approaches to Fault Tolerance in Combinational and Dynamic Systems, 

Kluwer Academic Publishers, 2001. 

 R.E. Blahut, Algebraic Codes for Data Transmission, Cambridge University Press, 2002. 

 M. Blanke, M. Kinnaert, J. Lunze and M. Staroswiecki, Diagnosis and Fault-Tolerant Control, 

Springer-Verlag, 2006. 

 R. J. Patton, P. M. Frank and R. N. Clarke (eds.), Issues of Fault Diagnosis for Dynamic Systems, 

Springer-Verlag, 2000. 

 D. D. Siljak, Large-Scale Dynamic Systems: Stability and Structure, Dover Publications, 1978 


