
ECE 780 HW 3 Due Friday, Nov 30

Problems:

1. On the course website, there is a file named distillation_fd.mat, which generalizes the chemical
distillation column model to include faults and disturbances:

x[k + 1] = Ax[k] +Bf f [k] +Bdd[k]

y[k] = Cx[k] +Df f [k] +Ddd[k].

Here x ∈ R
7 is the system state, f ∈ R

3 represents actuator faults, and d ∈ R
2 is the disturbance.

We will assume that the known inputs to this system are zero, to simplify things. Use the command
“load distillation_fd.mat” in MATLAB to import the data in the file.

We will be interested in detecting the faults in this question. Using the method described in class
(Section 4.2.1 in the notes), design an unknown input observer to eliminate the effect of the distur-
bances, and then design a residual to indicate the presence of faults. In the file that you loaded, there
is a variable labeled y, which is the output of the system over 200 time-steps. It has three rows and
200 columns; the first column contains y[0], the second contains y[1] and so forth. Use the provided
outputs to drive your residual generator, and determine whether a fault occurs. Be sure to indicate
when/if a fault occurs. (35 points)

Note: it would be useful for you to write a function in MATLAB that you can use to construct an
unknown input observer for a given (A,B,C,D) set. Perhaps something of the form

[E,F, L] = make_uio(A,B,C,D)

which produces the matrices E and F for the observer, along with the delay L (if such an observer
exists).

2. Consider a majority voting scheme where the majority voter compares the outputs of three compo-
nents, and outputs the value 0 or 1 depending on which one occurs most frequently. Suppose that
the majority voter can fail with probability ǫ = 0.05, and each component can fail with probability
η = 0.2.

(a) What is the probability of error at the output of the majority voter with these parameters? (3
points)

(b) Suppose that we would like to obtain a probability of error less than 8% at the output of the
voter. Using the repeated majority voting scheme shown in class, how many components would
be required? (8 points)

(c) What is the smallest probability of error that is possible via repeated application of the majority
voting scheme? (4 points)

3. Suppose that we wish to send a message consisting of 6 numbers across a channel; this message can
be represented by the vector m ∈ R

6. Instead of transmitting the message directly, we would like to
add some redundancy so that the original message can be recovered even if any two of the numbers
are changed.

(a) What is the minimum number of redundant numbers that need to be added to the message? (2
points)



(b) Provide a specific generator matrix G that can be used to create the redundant message, and
provide the parity check matrix that would be used to decode the message on the other side.
You must specify the dimensions and all numerical entries of your generator and parity check
matrices. Hint: Look up Vandermonde matrices. They may come in handy. (8 points)

4. On the course website, there is a file called distillation_net_con.mat that contains A,B and C

matrices for a chemical distillation column. Load this file into MATLAB.

In this question, we will suppose that the output of the system is sent over a packet-dropping channel
to a state estimator. We will construct the state estimator by solving a Linear Matrix Inequality
(LMI) in MATLAB (as done in class and Section 6.2 of the notes). You can use the built in MATLAB
LMI toolbox to do this, but this has a somewhat steep learning curve. A more intuitive option is
to use the CVX software package for MATLAB, available at http://cvxr.com/cvx/. Download and
install this package by following the directions on that website. This package allows us to solve
LMI problems in a fairly straightforward manner. For example, the following code can be used to
implement and solve the LMI for mean square stability of the estimator.

cvx_begin sdp

variable P(n,n) symmetric;

variable Y(n,q);

variable t;

maximize t;

[P sqrt(1-p)*(A’*P-C’*Y’) sqrt(p)*A’*P;

sqrt(1-p)*(P*A-Y*C) P zeros(n,n);

sqrt(p)*P*A zeros(n,n) P] > t*eye(3*n,3*n);

P > 0;

cvx_end

The command variable tells CVX what the free variables are; in this case, we are defining an n× n

symmetric matrix P and an n × q matrix Y, where n is the number of state variables and q is the
number of outputs, respectively. The number p is the specified packet drop probability. The variable
t will be maximized by CVX. Specifically, after this code is run, CVX will produce the largest t that
solves the LMI specified in the code.

Questions:

(a) What values of t would signify that the estimation error is mean square stable? (3 points)

(b) Find the largest probability of packet drop p for which the estimation error is mean square
stable. What is the corresponding value of L in the state estimator? (14 points)

(c) In class, we saw that if C is invertible, then the probability of packet drop must be less than
|λmax(A)|−2, where λmax(A) is the eigenvalue of A with largest magnitude. In the above system
C is not invertible, but rather, is a single row. In this single-output case, it is known that the
largest probability of packet drop that can be tolerated is

1

(λ1λ2 · · ·λr)2
,

where λ1, λ2, · · · , λr are all of the unstable eigenvalues of A. Verify that this result matches
your solution from part b). (3 points)
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5. Suppose that a graph G = {V, E} has connectivity k. Now suppose that we add a node v to the
graph, and add k incoming edges to v from k different nodes, and add k outgoing edges from v to k

different nodes. Prove that the new graph is still k connected. (10 points)

6. In a graph G = {V, E}, a node v is said to be a gatekeeper if there exist two other nodes v1 and v2
such that all paths from v1 to v2 pass through v.

(a) Give an example of a graph where more than half of the nodes are gatekeepers. Provide an
explanation. (3 points)

(b) Give an example of a graph where no node is a gatekeeper. (2 points)

7. Consider the network shown below.

(a) Suppose that x1 would like to calculate some function of all values in the network. You are an
attacker and would like to prevent x1 from correctly calculating its function by targeting some
of the other nodes. How many nodes would you have to target, and which ones would you pick?
(5 points)

(b) Repeat the above analysis for node x5. (5 points)

x1

x2

x3

x4
x5

x6

Total: 105 points
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