
Chapter 6

Control Over Packet-Dropping

Channels

So far, we have considered the issue of reliability in two different elements of the feedback
loop. In Chapter 4, we studied estimator-based methods to diagnose faults that affect
the plant itself. In the last chapter, we considered faults that affect the controller,
and described schemes to develop fault-tolerant controllers. In this chapter, we will
study what happens when the link between the plant and the controller is unreliable.
Specifically, we will consider links that drop the information (or packets) that they carry
with a certain probability, so that the plant’s actuators receive no information at certain
time-steps.

The issue of stability under such packet-dropping channels has been studied extensively
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over the past decade in the context of networked control [20, 31, 37, 77, 46, 28, 68, 69,
73, 74]. Many of these works also consider the issue of optimality of the control scheme
under packet drops. In this chapter, we will focus on the simpler issue of stability in
order to understand the fundamental limitations of networked control.

6.1 Control of a Scalar System with Packet Drops

To start, we will consider a simple scalar plant of the form

x[k + 1] = αx[k] + βu[k],

where x ∈ R and u ∈ R. The state of the plant is sent through a channel to a controller,
which then applies an appropriate control input to the plant. When the channel is
perfectly reliable, the controller can apply the input u[k] = −γx[k], where γ is chosen so
that α− βγ has magnitude less than one. However, suppose that the packet is dropped
with a certain probability p. In other words, at each time-step k, the controller applies
the input u[k] = −γx[k] with probability 1− p, and applies u[k] = 0 with probability p.
This produces the closed loop system

x[k + 1] =

{
(α− βγ)x[k] with probability 1 - p
αx[k] with probability p

. (6.1)

We will be interested in making the state of the system ‘small’, or at least prevent it from
exploding to infinity. To make this more formal, suppose that |α| < 1, in which case the
system is already stable. In this case, even if we never apply an input to the system,
the state will go to zero by itself, and thus this case is not too interesting. If |α| ≥ 1,
on the other hand, the state will generally blow up (or stay constant) unless we apply
an appropriate control signal. However, since inputs are applied probabilistically in the
above setup, there is a chance (albeit small) that we will not apply inputs to the system
for long stretches of time; specifically, the probability that we do not apply an input
for a specific set of L contiguous time-steps is given by pL. Thus, the usual notion of
deterministic stability will have be to changed in order to properly analyze this scenario.

For example, we could ask what happens to the state on average. That is, we can
study the expected value of the state E[x[k]] and ask if that goes to zero, or is bounded.
However, this solution is not satisfactory: the state could go to positive infinity half the
time, and to negative infinity the other half of the time, and the average state would still
be zero. To avoid this, we could consider instead the expected value of the square of the
state; if this value is bounded, then the state must be bounded (on average). While we
have been discussing a scalar system, we can generalize our discussion to vector states
via the notion of a vector norm (see Section A.4.7 in Appendix A).

Definition 6.1. The system is said to be mean square stable if
E[‖x[k]‖22] <∞ for all k.

c© Shreyas Sundaram



6.2 General Linear Systems with Packet Drops 76

Based on (6.1), the mean squared state is given by

σ[k + 1] , E[x[k + 1]2]

= E[((α − βγ)x[k])2](1− p) + E[(αx[k])2])p

= (α− βγ)2E[x[k]2](1− p) + α2E[x[k]2]p

=
(
(α2 − 2αβγ + β2γ2)(1− p) + α2p

)
E[x[k]2]

=
(
α2 − 2αβγ(1 − p) + β2γ2(1− p)

)
E[x[k]2]

=
(
α2 − 2αβγ(1 − p) + β2γ2(1− p)

)

︸ ︷︷ ︸

f(γ)

σ[k].

The above expression signifies that we can view σ[k] as the state of a dynamical system,
where the dynamics are given by f(γ) = α2−2αβγ(1−p)+β2γ2(1−p). If we can choose
the parameter γ so that this quantity has magnitude less than 1, then we can guarantee
that σ[k] → 0, which proves mean square stability. To do this, let us find the minimum
possible value of f(γ) by differentiating with respect to γ and setting it equal to zero;
this produces

df

dγ
= −2αβ(1− p) + 2β2(1 − p)γ = 0⇒ γopt =

α

β
.

Note that this is the same γopt that would be used to set α − βγ = 0 even when the
channels are perfectly reliable. With this γ, we have

f(γopt) = α2 − 2α2(1− p) + α2(1− p) = α2p.

Thus we can never reduce f(γ) to below α2p, and so we will be able to obtain mean
square stability if and only if α2p < 1. This produces the following result.

Theorem 6.1. Consider a scalar plant with dynamics given by α.

Let the channel between the plant and the controller drop packets

with a probability p. Then, it is possible to obtain mean square

stability with a linear controller if and only if α2p < 1.

6.2 General Linear Systems with Packet Drops

We will now turn our attention to state-space models of the form

x[k + 1] = Ax[k] +Bu[k]

y[k] = Cx[k] +Du[k],
(6.2)

with state x ∈ R
n, input u ∈ R

m and output y ∈ R
p. Before we generalize the discussion

in the previous section to study mean square stability, we will find it useful to review a
different way of examining the stability of linear systems (without packet drops).
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6.2.1 Lyapunov Stability of Linear Systems

In Section 2.5, we considered the stability of a linear system x[k + 1] = Ax[k], and
showed that x[k]→ 0 if and only if all eigenvalues of A are stable (i.e., have magnitude
less than 1). We will now cover an alternative characterization of stability that will also
be useful; we will be making extensive use of the material on positive definite matrices
and vector norms from Section A.4.6 and A.4.7 in Appendix A.

First, the definition of stability (Definition 2.2) says that the state of the system should
asymptotically go to zero. Since the state is a vector, this definition means that every
component of the state vector should asymptotically go to zero. Rather than dealing
with the vector directly, we could try to capture the ‘size’ of the state somehow, and show
that this size goes to zero asymptotically. If we define the size of the vector appropriately
(i.e., so that the size equals zero if and only if the vector itself is zero), and we show that
the size of the vector goes to zero, then we can prove stability of the system.

To do this, we will use the notion of the norm of a vector. Recall from Section A.4.7 in
Appendix A that for a given vector a and a norm ρ(·), ρ(a) ≥ 0, with equality if and only
if a = 0. Thus, for the system x[k+1] = Ax[k], if we can show that ρ(x[k])→ 0 for some
appropriate norm ρ(·), then we will have shown that the system is stable. Specifically,
the goal will be to show that ρ(x[k + 1]) < ρ(x[k]) for all k and all x[k], so that the
norm is constantly decreasing. Since the norm of a vector is lower bounded by 0 (by
definition), we will have shown that the norm of the state is converges to something. We
will then argue that it must converge to 0.

An obvious first choice would be to consider the function V (x[k]) = ‖x[k]‖22 (i.e., the
square of the 2-norm of the state vector). This produces

V (x[k + 1])− V (x[k]) = ‖x[k + 1]‖22 − ‖x[k]‖22
= ‖Ax[k]‖22 − ‖x[k]‖22
= x[k]′A′Ax[k]− x[k]′x[k]

= x[k]′ (A′A− I)x[k].

In order to ensure that this is negative regardless of x[k], we would have to ensure that
the matrix A′A − I is negative definite (see Section A.4.6). Certainly, if this condition
is satisfied, then we have shown that V (x[k + 1]) < V (x[k]) for all k (which means that
ρ(x[k + 1]) < ρ(x[k])). However, even if the system is stable, it is possible that A′A− I

is not negative definite, in which case this test fails. This is illustrated by the following
example.

Example 6.1. Consider the system

x[k + 1] =

[
0.5 1
0 0.5

]

x[k].

The eigenvalues of A are 0.5 and 0.5, and thus the system is stable. To see if the 2-norm
of the system state decreases at each time-step, we check the matrix

A′A− I2 =

[
0.5 0
1 0.5

] [
0.5 1
0 0.5

]

−
[
1 0
0 1

]

=

[
−0.75 0.5

0.5 0.25

]

.
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This matrix is not negative definite; it has eigenvalues at −0.9571 and 0.4571 (recall
that a negative definite matrix must have all eigenvalues be negative). Thus, the 2-norm
does not necessarily decrease at each time-step. For example, consider the initial state
x[0] =

[
0 1

]
′

, so that x[1] = Ax[0] =
[
1 0.5

]
′

. In this case we have ‖x[0]‖22 = 1 and
‖x[1]‖22 = 1.25, and thus the 2-norm has increased.

Since choosing the 2-norm does not seem to produce satisfactory results, we expand our
focus to consider the square of the P-norm of the state vector, for some positive definite
matrix P that we will choose (i.e., V (x[k]) = ‖x[k]‖2

P
). The evolution of this quantity is

given by

V (x[k + 1])− V (x[k]) = ‖x[k + 1]‖2
P
− ‖x[k]‖2

P

= ‖Ax[k]‖2
P
− ‖x[k]‖2

P

= x[k]′A′PAx[k]− x[k]′Px[k]

= x[k]′ (A′PA−P)x[k].

Now, if we can find a positive definite matrix P so that A′PA−P is negative definite,
then we will have shown that the norm constantly decreases.

Example 6.2. Consider again the system from the previous example. We will try to
find a positive definite matrix P so that

A′PA−P ≺ 0;

if we choose P =

[
9 6
6 29

]

, we find that

A′PA−P =

[
−6.75 0

0 −6.75

]

,

which is negative definite. Thus, the P-norm of the state constantly decreases.

The function V (x[k]) = ‖x[k]‖2
P

is called a Lyapunov Function for the system, and
A′PA − P ≺ 0 is called the Lyapunov equation. If there exists a positive definite
matrix P satisfying this inequality, then we know that V (x[k]) = ‖x[k]‖2

P
converges

to something; however, how do we know it converges to zero? For example, it could
converge to some nonzero value, as shown in the following figure.

We will now argue that the Lyapunov function must converge to zero (i.e., the situation
in the above figure cannot occur). First, note that if A′PA−P ≺ 0, then all eigenvalues

c© Shreyas Sundaram



6.2 General Linear Systems with Packet Drops 79

of A′PA−P are strictly negative. Let −λ be the eigenvalue that is closest to zero (λ is
taken to be positive here), and let ǫ be any number smaller than λ. Next, note that the
eigenvalues of A′PA − P + ǫIn are simply the eigenvalues of A′PA − P shifted to the
right by ǫ. Since ǫ < λ, all eigenvalues of A′PA−P+ ǫIn are still negative, i.e.,

A′PA−P+ ǫIn ≺ 0,

or equivalently,
A′PA−P ≺ −ǫIn. (6.3)

Next, suppose that V (x[k]) converges to some value c > 0, and note that c < V (x[0])
(since the Lyapunov function decreased at each time-step. Define the set

X = {a ∈ R
n | c ≤ V (a) ≤ V (x[0])}.

Note that the set X does not contain a = 0 (since c > 0 and V (0) = 0). From the set
X , choose any vector a such that a′a is minimum over all vectors in X , and denote this
minimum value by δ. From (6.3), we have

V (x[k + 1])− V (x[k]) = x[k]′(A′PA−P)x[k]

< −ǫx[k]′x[k].
Since c ≤ V (x[k]) ≤ V (x[0]), it must be the case that x[k] ∈ X , and thus −ǫx[k]′x[k] ≤
−ǫδ < 0. Next, note that

V (x[k]) − V (x[0]) = V (x[k])− V (x[k − 1])
︸ ︷︷ ︸

<−ǫδ

+V (x[k − 1])− V (x[k − 2])
︸ ︷︷ ︸

<−ǫδ

+ V (x[k − 2])− V (x[k − 3])
︸ ︷︷ ︸

<−ǫδ

+ · · ·+ V (x[1])− V (x[0])
︸ ︷︷ ︸

<−ǫδ

< −ǫδk,

or equivalently, V (x[k]) < V (x[0]) − ǫδk. This indicates that for k >
V (x[0])

ǫδ
, we would

have V (x[k]) < 0 which is not possible (since V (·) is always nonnegative). Thus, it must
be the case that δ = 0, which indicates that the set X must contain the zero vector, which
contradicts the assumption that c > 0. Thus, the Lyapunov function must converge to
zero. While the above analysis shows that considering a norm of this form is sufficient

to show stability, it turns out that the P-norm is also necessary (we will not go over the
proof of this here; see [36]). This leads to the following result.

Theorem 6.2. The system x[k + 1] = Ax[k] is stable if and only

if there exists a positive definite matrix P such that

A′PA−P ≺ 0.

Equivalently, there exists a positive definite matrix satisfying the

above inequality if and only if all eigenvalues of A are inside the

unit circle.
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6.2.2 Mean Square Stability of Linear Systems with Packet Drops

With the tools from Lyapunov theory in hand, we will return to the system (6.2) and
reconsider what happens when there are packet drops in the channel between the sensors
and the controller. Specifically, we will consider a setup of the form shown below.

The output y[k] of the plant is sent via the channel to the controller C; the packet
is dropped with probability p, and delivered correctly with probability 1 − p. For the
controller, we will consider observer-feedback of the form

x̂[k + 1] =

{
Ax̂[k] +Bu[k] + L(y[k] −Cx̂[k]−Du[k]) with probability 1− p

Ax̂[k] +Bu[k] with probability p
,

u[k] = −Kx̂[k].

That is, when the state estimator receives a packet containing the output y[k], it incor-
porates it into its update via the corrective term L(y[k] − Cx̂[k] − Du[k]). However,
when the state-estimator does not receive a packet at time-step k, it simply updates its
estimate of the state according to the model of the system, without incorporating the
corrective term. The evolution of the estimation error e[k] = x[k]− x̂[k] is given by

e[k + 1] =

{
(A− LC)e[k] with probability 1− p

Ae[k] with probability p
. (6.4)

We would like to show that the estimation error is mean square stable (which means
that the state estimator provides an accurate estimate of the system state, on average).
To do this, we would like to show that the mean squared estimation error E[‖e[k]‖22]
is bounded (or goes to zero). From Section A.4.7 in Appendix A, recall that for any
positive definite matrix P, we have ‖e[k]‖22 ≤ (λmin(P))−1‖e[k]‖2

P
, where λmin(P) is the

smallest eigenvalue of P. Thus, if we can show that E[‖e[k]‖2
P
] goes to zero, we will have

proved that the estimation error is mean square stable.

To this end, for system (6.4), we will examine

σk+1 , E[‖e[k + 1]‖2
P
]

= E
[
E[‖e[k + 1]‖2

P
| e[k]]

]

= E[‖(A− LC)e[k]‖2
P
(1− p) + ‖Ae[k]‖2

P
p].

(6.5)
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Now, examine the quantity

‖(A− LC)e[k]‖2
P
(1− p) + ‖Ae[k]‖2

P
p =

e′[k] ((A− LC)′P(A− LC)(1 − p) +A′PAp) e[k].

If we can choose the positive definite matrix P and matrix L to satisfy

(A− LC)′P(A− LC)(1 − p) +A′PAp ≺ P,

then we would obtain E[‖(A− LC)e[k]‖2
P
(1− p) + ‖Ae[k]‖2

P
p] < E[‖e[k]‖2

P
], and (6.5)

would become

σk+1 < σk.

Using a similar argument to the one in the previous section, we have that σk → 0, which
proves mean square stability. This leads us to the following theorem.

Theorem 6.3. Consider a system (A,B,C), and let p be the prob-

ability that the state estimator receives the output y[k] over the

channel at time-step k. If there exists a positive definite matrix P

and a matrix L such that

(A− LC)′P(A− LC)(1 − p) +A′PAp ≺ P, (6.6)

the estimation error is mean square stable.

When the matrix C is square and full rank, we can easily choose L = AC−1, in which
case (6.6) becomes

A′PAp−P ≺ 0⇔ √
pA′PA

√
p−P ≺ 0. (6.7)

From Theorem 6.2, we see that there is a matrix P satisfying this equation if and only if
all eigenvalues of the matrix

√
pA have magnitude less than 1. This immediately leads

to the following result.

Corollary 6.1. Consider the system (6.2) with matrix C being

square and full rank. Let p be the probability that the feedback loop

drops a packet. Then, the state estimation error is mean square

stable if and only if

p|λmax(A)|2 < 1 . (6.8)

where λmax(A) is the eigenvalue of A of largest magnitude.
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Note that this generalizes the condition found in Theorem 6.1 for scalar systems (in that
case, we had C = 1). However, for more general systems (i.e., when C is not invertible),
it is harder to find an analytical characterization of the probability for which (6.6) holds.
The main problem is that for any fixed p, both L and P are unknown in (6.6), and
furthermore, these unknown matrices multiply each other. Thus, an inequality of the
form (6.6) is known as a bilinear matrix inequality, since if we fix either L or P to some
numerical value, the inequality is linear in the other unknown matrix. Bilinear matrix
inequalities are very difficult to solve efficiently, and thus we cannot deal with (6.6)
directly.

We can, however, transform (6.6) into a more convenient form by using the Schur Com-
plement (Theorem A.12 in Section A.4.6). First, rearrange this inequality as

P− (A− LC)′P(A− LC)(1− p) +A′PAp ≻ 0

⇔ P−
[√

1− p(A− LC)′
√
pA′

]
[
P 0

0 P

] [√
1− p(A− LC)√

pA

]

≻ 0

⇔ P−
[√

1− p(A− LC)′
√
pA′

]
[
P 0

0 P

] [
P 0

0 P

]
−1 [

P 0

0 P

] [√
1− p(A− LC)√

pA

]

≻ 0.

Applying the Schur Complement in Theorem A.12 with

Q = P, S =
[√

1− p(A− LC)′
√
pA′

]
[
P 0

0 P

]

, R =

[
P 0

0 P

]

,

we obtain

P− (A− LC)′P(A− LC)(1 − p) +A′PAp ≻ 0⇔




P
√
1− p(A− LC)′P

√
pA′P√

1− pP(A− LC) P 0√
pPA 0 P



 ≻ 0.

While the above inequality is still bilinear, note that the bilinear terms are all of the
form PL. Since P is supposed to be positive definite, it will be invertible. Thus, we can
define a new matrix Y = PL, in which case the above inequality becomes





P
√
1− p(A′P−C′Y′)

√
pA′P√

1− p(PA−YC) P 0√
pPA 0 P



 ≻ 0.

The above inequality is now linear in the unknown variables P and Y (assuming a fixed
p), and naturally, is called a Linear Matrix Inequality (LMI). Such inequalities can be
solved efficiently using convex optimization techniques, and software such as MATLAB
provides built-in toolboxes for handling these problems [8]. Thus, to find the largest
packet drop probability p for which mean square stability is possible, we use the following
strategy.
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1. Choose some value of p between 0 and 1.

2. Try to solve the LMI





P
√
1− p(A′P−C′Y′)

√
pA′P√

1− p(PA−YC) P 0√
pPA 0 P



 ≻ 0

for Y and P.

3. If a solution is found, mean square stability is possible for
that value of p; increase p. If no solution exists, mean square
stability is not possible for that value of p; decrease p. Return
to step 2.

For any p that allows mean square stability, we can calculate the observer gain as L =
P−1Y, once the LMI has been solved for that p.
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