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ABSTRACT

Comparingthe expressie power of accesscontrol modelsis rec-
ognizedas a fundamentalproblemin computersecurity Such
comparisonsregenerallybasedon simulationsbetweendifferent
accesgontrol schemes.However, the definitionsfor simulations
thatareusedin theliteraturemale it impossibleto put resultsand
claims aboutthe expressie power of accesscontrol modelsinto
a single context andto comparesuchmodelsto one anotherin a
meaningfulway. We proposea theoryfor comparingthe expres-
sive power of accesxontrol models. We perceve accessontrol
systemsasstate-transitiorsystemsandrequiresimulationsto pre-
sene securityproperties. We discussthe rationalebehindsucha
theory applythetheoryto reexaminesomeexistingwork ontheex-
pressve powerof accesgontrolmodelsin theliteratureandpresent
threeresults.We shaw that: (1) RBAC with aparticularadministra-
tive modelfrom theliterature(ARBAC97)is limited in its expres-
sive power; (2) ATAM (AugmentedTypedAccessMatrix) is more
expressie than TAM (Typed AccessMatrix), therebysolving an
openproblemposedin the literature;and(3) a trust-management
languages atleastasexpressie asRBAC with aparticularadmin-
istrative model(the URA97 componenbf ARBAC97).
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1. INTRODUCTION

An accessontrol systemenforcesa policy on who may access
what resourcesand in what manner Policies are generallyex-
pressedn termsof the currentstateof the system,and statesthat
may resultfrom prospectie changege.g., “Alice shouldalways
have readaccesdo a particularfile, f”). Whenan accesscon-
trol systemis perceved asa state-transitiosystemijt consistsof a
setof statesyruleson how state-transitionsnay occuranda setof
propertiesor querieghatareof interestin agivenstate(e.g.,"Does
Alice have readaccesgo a particularfile, f?") Policiesmaythen
be expressedn termsof thesecomponentsandsuchpoliciesmay
be verified to hold notwithstandingthe fact that state-transitions
occur

An accesscontrol systemis an instanceof an accesscontrol
scheme:a schemespecifiesthe typesof state-transitiorulesthat
may bespecifiedn asystembasednthatschemeA setof access
controlschemess anaccessontrolmodel. An exampleof anac-
cesscontrolmodelis the accessnatrix model[5]. An exampleof
ascheméasedntheaccessnatrixmodelis the HRU schemd6]
which specifiesthat state-transitionrules are commandsf a par
ticularform. A specificsetof HRU commandsogethemith a start
stateis an example of an accesscontrol system. The expressie
power of an accesscontrol model captureshe notion of whether
differentpoliciescanberepresenteth systemsasedon schemes
from thatmodel.

Comparingheexpressie power of accesgontrolmodelsis rec-
ognizedas a fundamentabroblemin information securityandis
studiedextensiely in theliterature[1, 3, 4, 15, 19, 16, 18]. The
expressie power of amodelis tied to the expressie pawer of the
schemedrom themodel. In comparingschemedasedon expres-
sive power, we askwhat typesof policies canbe representedby
systemsbasedon a scheme If all policiesthatcanberepresented
in schemeB canberepresenteth schemeA, thenschemeA is at
leastasexpressie asschemeB.

A common methodologyused for comparingaccesscontrol
modelsin previouswork is simulation WhenaschemeA is simu-
latedin aschemeB, eachsystemin A is mappedo a correspond-
ing systemin B. If every schemén onemodelcanbe simulated
by someschemen anothemodel,thenthe lattermodelis consid-
eredto beatleastasexpressie astheformer. Furthermoreif there
existsascheman thelattermodelthatcannotbe simulatedby ary
schemen the former, thenthelattermodelis strictly moreexpres-
sive thantheformer Differentdefinitionsfor simulationsareused
in the literatureon comparingaccessontrol models. We identify
two axesalongwhich thesedefinitionsdiffer.



e Thefirst axisis whethera simulationis requiredto presere
safety properties. In the comparisonof different schemes
basedon the accesanatrix model[1, 4, 16, 18], the preser
vation of safetypropertiess required.If aschemeA is sim-
ulatedin a schemeB, thena systemin schemeA reaches
anunsafestateif andonly if theimageof the systemunder
the simulation(which is a systemin schemeB) reachesan
unsafestate.

On the other hand, the preseration of safetypropertiesis

not requiredin the simulationsusedfor comparingMAC

(Mandatory AccessControl), DAC (DiscretionaryAccess
Control), andRBAC (Role-BasedAccessControl) [15, 19,

13]. Norisit requiredn thesimulationausedfor thecompar

ison of AccessControlLists (ACL), Capabilitiesand Trust
ManagemenfTM) systemg3]. In thesecomparisonghere-

quiremenfor asimulationof A in B is thatit shouldbe pos-
sibleto useanimplementatiorof theschemeB toimplement
theschemeA. We call this the implementatiorparadigmof

simulations.

e The secondaxis is whetherto restrictthe numberof state-
transitionsthat the simulatingschemeneedsto malke in or-
derto simulateonestate-transitiorn the schemebeingsim-
ulated. Chanderet al. [3] definethe notionsof strongand
weak simulations. A strongsimulationof A in B requires
that B makesone state-transitiowvhen A malesonestate-
transition. A weak simulation requiresthat B males a
bounded(by a constant)numberof state-transitionso sim-
ulate one state-transitiorin A. A mainresultin [3] is that
a specificTM schemeconsideredhereis more expressie
than ACL becausehereexists no (strongor weak) simula-
tion of the TM schemein ACL. The proof is basedon the
obsenration that an unbounded(but still finite) numberof
state-transitiongn ACL arerequiredto simulateone state-
transitionin theTM scheme.

Ontheotherhand,anunboundediumberof state-transitions
is allowed by Sandhuand Ganta[18]. They usea simula-
tion thatinvolvesan unboundechumberof state-transitions
to prove that ATAM (AugmentedTyped AccessMatrix) is
equivalentin expressie power to TAM (TypedAccessMa-
trix).

Although significantprogresshasbeenmadein comparingac-
cesscontrol models,this currentstateof art is unsatiséctory for
the following reasons. First, different definitions of simulations
male it impossibleto put different resultsand claims aboutex-
pressve power of accessontrol modelsinto a singlecontet. For
example theresultthatRBAC is atleastasexpressie asDAC [15,
13] is qualitatively differentfrom the resultthat TAM is at least
as expressie as ATAM [18], asthe former doesnot requirethe
preseration of safety properties. Theseresultsare again quali-
tatively differentfrom the resultthat ACL is lessexpressie than
TrustManagemenf3], asthe latterrequiresa boundedhumberof
state-transitions simulations.

Secondsomedefinitionsof simulationsthatareusedin the lit-
eraturearetoo weakto distinguishaccessontrolmodelsfrom one
anotherin a meaningfulway. Sandhuetal. [13, 15, 19] shav that
variousforms of DAC (including ATAM, in which simple safety
is undecidable)can be simulatedin RBAC, using the notion of
simulationsderived from the implementatiorparadigm.We shav
in [20] that using the samenotion of simulations,RBAC canbe
simulatedin strict DAC, one of the mostbasicforms of DAC in
which simple safetyis trivially decidable. This suggestghat us-
ing sucha notion of simulationsit is likely thatonecanshaw that
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all accesscontrol modelshave the sameexpressie power. Thus,
this notion of simulationsis not usefulin differentiatingbetween
modelsbasedn expressie powver.

Finally, the rationalefor somechoicesmadein existing defini-
tions of simulationsis often not clearly statedandjustified. It is
unclearwhy certainrequirementsare madeor not madefor sim-
ulationswhen comparingthe expressie power of accesscontrol
models. For instance when a simulationinvolves an unbounded
numberof state-transitiongzanta4] considerghisto bea“weak”
simulation, while Chanderet al. [3] do not considerthis to be a
simulationatall.

In this paper we build on existing work and seekto construct
uniform basedor comparingaccessontrolmodels.To determine
therequirementsnsimulationsn asystemati@ndjustifiableman-
ner, we startfrom the rationalesandintuitionsunderlyingdifferent
definitionsfor simulations.Our approachs to first identify thede-
sirableandintuitive propertiesonewould like simulationsto have
andthencomeup with conditionson simulationsthatareboth suf-
ficient andnecessaryo satisfythoseproperties.Informally, what
is desiredis thatwhenoneschemecanrepresensll typesof poli-
ciesthatanothercan, thenthe formeris deemedo be at leastas
expressie asthe latter This obsenationis madeby Ganta[4] as
well.

Our theoryis basedon definitionsof simulationsthat presere
securityproperties Examplesof suchsecuritypropertiesareavail-
ability, mutualexclusionandboundedsafety Intuitively, suchse-
curity propertiesarethe sortsof policiesonewould wantto repre-
sentin anaccesgontrolsystem.Securityanalysisis usedto verify
thatdesiredsecuritypropertiesareindeedmaintainedacrossstate-
transitionsin anaccesgontrol system.It wasintroducedby Li et
al. [11], andgeneralizeghe notion of safetyanalysis[6]. In this
paper we introducecompositionakecurityanalysis which gener
alizessecurityanalysisto considedogical combinationf queries
in securityanalysis.

We introducetwo notionsof simulationscalled state-mathing
reductionsaandreductions We shav thatstate-matchingeductions
arenecessanandsufiicient for preservingcompositionakecurity
propertiesandthatreductionsare necessanandsuficient for pre-
servingsecurityproperties A state-matchingeductionreduceshe
compositionalsecurityanalysisproblemin one schemeto thatin
anotherschemeA reductionreduceshe securityanalysigproblem
in oneschemeo thatin anotherscheme.

To summarizethe contrikutionsof this paperareasfollows.

e Weintroducea theoryfor comparingaccessontrol models
basednthe notionsof state-matchingeductionsandreduc-
tions, togetherwith detailedjustificationsfor the designde-
cisions.

e We analyze the deficieny of using the implementation
paradigmto compareaccessontrol modelsand shaw that
it leadsto a weaknotion of simulationsand cannotbe used
to differentiateaccesgsontrolmodelsfrom oneanothebased
on expressie power.

e We applyourtheoryin threecasesWe shaw that:

— There exists a reduction, but no state-matchingeduc-
tion from Strict DAC with Changeof Ownership(SDCO)
to RBAC with ARBAC97[17] asthe administratve model.
To our knowledge,this is thefirst evidenceof the limitation
of the expressie power of RBAC in comparisonto DAC.
RBAC hasbeencomparedo variousformsof DAC, includ-
ing SDCO,in theliterature[15, 19].



— Thereexists a state-matchingeductionfrom RBAC with
an administratve modelthatis a componeniof ARBAC97
[17] to RT [8, 9], atrust-managememanguage.

— Thereexists no state-matchingeductionfrom ATAM to
TAM. This solves an open problem statedby Sandhuand
Ganta[18] by formalizing the benefitof the ability to check
for theabsencef rightsin additionto theability to checkfor
thepresencef rights.

The restof this paperis organizedasfollows. We presentour
theoryfor comparingaccesontrolmodelsin Section2. In Sec-
tion 3, we analyzethe implementationparadigmfor simulations.
In Section4.1,we discusscomparison®f DAC to RBAC from the
literature. In the restof Section4, we apply our theoryto com-
parethe expressie pawer of schemesn threecasesWe conclude
with Sectionb. Proofsandprecisecharacterizationsf schemesiot
includedin the paperappeaiin [20].

2. COMPARISONS BASED ON SECURITY
ANALYSIS

A requirementisedin theliteraturefor simulationss the preser
vation of safetyproperties. Indeed,this is the only requirement
from simulationsin [1, 16, 18]. If a simulationof schemeA in
schemeB satisfieghis requirementthenasystemn A reachesn
unsafestateif andonly if thesystem$mappingin B reachesanun-
safestate.In otherwords,theresultof safetyanalysisis presered
by the simulation.

Safetyanalysisj.e., determiningwhetheran accessontrolsys-
temcanreachastatein which anunsafeaccesss allowed,wasfirst
formalizedby Harrisonet al. [6] in the contet of the well-known
accesgnatrix model[5, 7]. In the HRU schemd6], a protection
systemhasa finite setof rights anda finite setof commands.A
stateof a protectionsystemis anaccessontrol matrix, with rows
correspondingo subjects.and columnscorrespondingo objects;
eachcell in the matrix is a setof rights. A commandtakes the
form of “if thegivenconditionsholdin the currentstate executea
sequence®f primitive operations. Eachconditiontestswhethera
right existsin a cell in the matrix. Therearesix kinds of primitive
operations:enteraright into a specificcell in the matrix, deletea
right from a cell in the matrix, createa new subject,createa new
object,destry an existing subject,anddestry an existing object.
The following is an examplecommandhatallows the owner of a
file to grantthereadright to anothemser

command grant Read(ul, u2, f)

if ‘own’ in (ul,f)
then enter ‘read’ into (u2,f)
end

In theexample,ul, u2 andf areformal parameterso thecom-
mand.They areinstantiatedy objects(or subjectswhenthecom-
mandis executed. In [6], Harrisonet al. prove thatin the HRU
scheme the safety questionis undecidablepy shaving that ary
Turing machinecanbe simulatedby a protectionsystem.

Treatingthe preseration of safetypropertiesasthesolerequire-
mentof simulationsis basecbn theimplicit assumptiorthatsafety
is the only interestingpropertyin accessontrol schemesan as-
sumptionthatis notvalid. Whenoriginally introducedn [6], safety
was describedasjust one classof queriesone canconsider Re-
cently Li et al. [11] introducedthe notion of security analysis,
which generalizesafetyto otherpropertiessuchassimplesafety
boundedsafety simpleavailability, mutualexclusionandcontain-
ment.

In this sectionwe presenttheoryfor comparingaccesgontrol
modelshasedn the preseration of securityproperties.

2.1 AccessControl Schemesand Security
Analysis

Definition1. (Access Contol Sdhem@ An access control
schemeis a state-transitiorsystem(I", Q,+, ¥), in whichT" is a
setof states,@ is a setof queries,-: I' x Q — {true, false}
is calledthe entailmentrelation,and ¥ is a setof state-transition
rules.

A state v € T, containsall theinformationnecessarjor making
accessontrol decisionsat a giventime. The entailmentrelation
F, determinesvhethera queryis trueor notin agivenstate.When
aquery g € @, arisesfrom anaccessequest;yy - ¢ meandhatthe
accessequesy is allowedin thestatey, and~ t/ ¢ meanghatq is
notallowed. Someaccessontrolschemeslsoallow queriesother
thanthosecorrespondindo a specificrequeste.g.,whetherevery
subjectthathasaccesgo a resourcds anemplo/ee of the organi-
zation. Suchqueriescanbe usefulfor understandinghe properties
of comple accesgontrol systems.

A state-tansitionrule, ¢ € ¥, determineshow the accesson-
trol systemchangestate.More precisely ¢ definesa binaryrela-
tion (denotedby —y) onT. Given~y,y1 € T', wewrite y —y 7
if thechangeof statefrom « to y1 is allowedby 1, andy F=,, 1 if
asequencef zeroor moreallowedchangedeadsfrom v to~;. In
otherwords, s, is the transitive closureof . If v =y 1, we
saythat~y, isy-readablefrom~, or simply~, is reacablg when
~ andy areclearfrom the context.

An accesgontiol modelis a setof accessontrolschemesAn
accesgontol systemn anaccessontrolscheme(T’, Q, -, ¥) is
givenby apair (v, 1), wherey € T is thecurrentstateof the sys-
temandy € ¥ is thestate-transitiomule thatgovernsthesystems
statechanges.

Similar definitionsfor accesscontrol schemesppearin [1, 3];
our definitionfrom above appearslsoin [10], andis differentfrom
thedefinitionsin [1, 3] in thefollowing two respectsFirst, our def-
inition is moreabstracin thatit doesnot referto subjectspbjects,
andrightsandthatthedetailsof a state-transitiomule arenotspeci-
fied. Wefind suchanabstractlefinitionmoresuitableto capturethe
notionof expressie powver especiallywhenthemodelsor schemes
thatarecomparedare“structurally” different(e.g.,aschemebased
on RBAC thathasa notion of rolesthatis anindirectionbetween
usersand permissionsand a schemebasedon the access-matrix
modelin which rights are assignedo subjectsdirectly). Second,
our definitionmalesthe setof querieshatcanbe asledanexplicit
partof the specificationof an accesscontrol scheme.In existing
definitionsin the literature,the setof queriesis often not explic-
itly specified.Sometimestheimplicit setof queriesis clearfrom
contet; atothertimes,it is notclear
The HRU SchemeWe now shav an example accesscontrol
schemethe HRU schemethatis derived from the work by Har-
risonetal. [6]. We assumeaheexistenceof threecountablyinfinite
sets:S, O, andR, which arethe setsof all possiblesubjectsob-
jects, andrights. We assuméurtherthatS C O. In the HRU
scheme:

e T'is the setof all possibleaccessnatrices. Formally, each
~ € I is identified by threefinite sets,S, ¢ S, O, C O,
andR, C R, andafunction M,[] : Sy x O, — 28,
whereM, [s, o] givesthesetof rights s hasover o.

e ( is the setof all queriesof the form: r € [s, o], where
r € Risaright, s € S is asubject,ando € O is an



object. This queryaskswhethertheright r existsin thecell
correspondingo subjects andobjecto.

e Theentailmentrelationis definedasfollows: v - r € [s, 0]
if andonlyif s € Sy, 0 € Oy, andr € M, s, o].

e Eachstate-transitiorrule ¢ is given by a setof command
schemas.Given v, the changefrom ~ to ~; is allowed if
thereexistsaninstanceof acommandscheman ¢ thatwhen
appliedto ~ resultsin ;.

Thesetof queriess not explicitly specifiedin [6]. It is concev-
ableto considertherclasse®f queriesge.g.,comparingthe setof
all subjectghathave agivenright over a givenobjectwith another
setof subjects.In our framevork, HRU with differentclassesof
queriescan be viewed as different schemesn the accesamatrix
model.

Definition2. (SecurityAnalysig Givenanaccesgontrolsystem
(T, Q, F, ¥), asecurityanalysisinstancehastheform (v, q, ¢, IT),
wherey € T"isastateg € Q isaqueryy € ¥ isastate-transition
rule,andII € {3, V} is aquantifier An instance(~, g, ¢, 3) is said
to beexistential it askswhetherthereexists~; suchthaty ¥y v1
and~; F q. If so,wesaygq is possible(given~ andi). An instance
(v, q,%, V) is saidto beunivesal; it askswhetherfor every~: such

thaty vy v1, 71 F ¢. If so,we sayq is necessarygiven~ and

).

Simple safetyanalysisis a specialcaseof securityanalysis. A
simple safetyanalysisinstancethat askswhethera system(~, ¢)
in theHRU schemecanreacha statein whichthe subjects hasthe
right » over the objecto is representeésthe following instance:
(v, 7 € [s, 0], %, 3). Theuniversalversionof thisinstance (v, r €
[s, 0], v, V), askswhethers alwayshastheright r overthe objecto
in every reachablestate. Thusit refersto the availability property
and askswhethera particularaccessight is always available to
the subjects. We now introducea generalizechotion of security
analysis.

Definition3. (CompositionaBecurityAnalysi§ Givenascheme
(T, Q,F, ¥), a compositionalsecurity analysisinstancehas the
form (v, ¢, v, IT), wherewy, v, andIl arethe sameasin a security
analysisinstance,and ¢ is a (possiblyinfinite) propositionalfor-
mulaover Q, i.e., ¢ is constructedrom queriesin Q usingpropo-
sitionallogic connectvessuchasA, v, and—.

For example, the compositional security analysis
instancéy, (r1 € [s,01]) A (r2 € [s,02]),%,3) askswhether
the system(+y, ¢) canreacha statein which s hasboth the right
r1 over o; andtheright ro over oo. We arguethat ¢ shouldbe
allowedto beinifite by consideringa safetypropertyin the context
of the HRU schemd6]. The propertyis whetherary subjectcan
geta particularright » over a particularobjecto that the subject
doesnot have in the start-statey. This propertyis representeth
ourformalismby letting ¢ be\/, (r € [si, 0]) wheres; € S — S,
and§7 is the setof subjectseachof whomhastheright r overo in
thestatey.

Whetherwe should use securityanalysisor compositionalse-
curity analysisis relatedto what types of policies we want to
representand what typesof policieswe wantto useasbasesto
comparethe expressie power of differentaccesscontrol models
or schemes.With compositionalsecurity analysis,we would be
comparingmodelsor schemesasedon typesof policiesthat are
broaderthan with security analysis. For instance,if our set of
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queries@ containsqueriesrelatedto users’accesdo files, then
with compositionakecurityanalysiswe canconsiderpoliciessuch
as“Bob shouldnever have write accesgo a particularfile solong
ashis wife, Alice hasa useraccount(andthus hassometype of
accesdo somefile).”

2.2 Two Typesof Reductions

In this sectionwe introducethe notionsof reductionsandstate-
matchingreductionsthat we believe are adequate€for comparing
the expressie power of accesontrol models. Before we intro-
ducereductionsye discusgwo typesof mappingsetweeraccess
controlschemes.

Definition4. (Mapping Giventwo accesgontrolschemesi =
(r4,Q4, -4, vy andB = (I'?, QB, -2, w®), amappingfrom
Ato Bisafunctiono thatmapseachpair (y*,4*) in A to apair
(vB,4P) in B andmapseachqueryq” in A to aqueryq® in B.
Formally, o : (T4 x ¥4) U Q4 — (I'P x vB)u QP.

Definition5. (Security-PeservingMapping A mappingo is
saidto besecurity-peservingvhenevery securityanalysisnstance
in A is trueif andonly if theimage of the instances true. Given
amappings : (T4 x ¥4y Uu Q* — (I8 x ¥8) U @5, the
image of a securityanalysisinstance(y*, ¢*, «»*, II) undero is
(v7,a% ¥", 1), where (v",47) = o((y",¢")) and¢” =
a(q”).

The notion of security-preservingnappingscapturesthe intu-
ition that simulationsshould presere security properties. Given
a security-preservingnappingfrom A to B andan algorithmfor
solving the securityanalysisproblemin B, one canconstructan
algorithmfor solvingthe securityanalysisproblemin A usingthe
mapping.Also, securityanalysisin B is atleastashardassecurity
analysisn A, modulotheefficiengy of themapping.If anefficient
(polynomial-time)mappingfrom A to B exists,andsecurityanal-
ysisin A is intractable(or undecidable)thensecurityanalysisin
B is alsointractable(undecidable) Securitypreservingnmappings
arenotpowerful enoughfor comparisonsf accesgontrolschemes
basedon compositionakecurityanalysis.We needthe notion of a
stronglysecurity-preservingnappingfor thatpurpose.

Definition6. (Strongly Security-Peserving Mapping Given
a mapping o from scheme A to scheme B, the image of
a compositional analysis instance, (v#, ¢, %, 1II), in A is
(v%,¢" 4", 10), where(y?, %) = o((v*,4")) and¢” is ob-
tainedby replacingevery query¢? in ¢ with o(¢*) (we akuse
the terminologyslightly andwrite ® = o (¢%)). A mappingo
from A to B is saidto be strongly security-peservingwhenevery
compositionakecurityanalysisinstancein A is trueif andonly if
theimageof theinstancds true.

While the notionsof security-preservingnappingscapturethe
intuition thatsimulationsshouldpresere securitypropertiesthey
arenotcorvenientfor usto usedirectly. Usingthedefinitionfor ei-
thertypeof mappingo directly prove thatthemappingis (strongly)
security preservinginvolves performing security analysis,which
is often expensve. We now introducethe notionsof reductions,
which statestructuralrequirement®n mappinggor themto be se-
curity preserving We startwith aform of reductionappropriateor
compositionakecurityanalysisandthendiscusswealer forms.

Definition7. (State-Mathing Reductioh Given a mapping
from Ato B, o : (I x ¥y uQ* — (' x vB) U QF,
we say that the two statesy” and~® are equivalentunderthe



mappinge whenfor every ¢* € Q#, v* F4 ¢# if andonly if
v2 FB o(¢™). A mappingo from A to B is saidto be a state-
matcing reductionif for every 44 € I'* andevery y* € ¥4,

(vB, B = o ((v*,v™)) hasthefollowing two properties:

1. For every stateyi' in schemeA suchthaty”* =, ~7', there

existsastatey{” suchthaty” 5 v andyi* and~ are
equialentundero.

2. For every statey’ in schemeB suchthat+? 5 7,

thereexistsastateyi* suchthaty* /-, ~4{* and~{* andy?
areequialentundero.

Propertyl saysthatfor every stateyi* thatis reachablérom 4,
thereexists a reachablestatein schemeB thatis equivalent,i.e.,
answersall queriesin the sameway. Property2 saysthe reverse,
for everyreachablestatein B, thereexistsanequialentstatein A.
Thegoal of thesetwo propertiess to guaranteghatcompositional
securityanalysisresultsare presered acrossthe mapping. With
thefollowing theoremwe justify Definition 7.

THEOREM 1. Giventwo schemesA and B, a mappingo from
A to B is strongly security-peservingif and only if o is a state-
matcing reduction.

ProoOF. The “if ” direction. When ¢ is a state-matching
reduction, given a compositional security analysis instance
(v* 0%, ¢ I0) in schemed, let (7, 4F) = o((v*,4*)) and
¢B = a(¢“‘), we shaw that (y*, ¢, ¥, II) is trueif andonly if
(2, ¢P, B 11) is true.

First considerthe casethattheinstance(y*, ¢*, ¥4, T1) is ex-
istential, i.e., IT is 3. If the instanceis true, then there exists
a reachablestate{* in which ¢* is true. Propertyl in Def-
inition 7 guaranteeghat there exists a reachablestate v that
is equialent to 'yf; thus ¢? is true in 42; therefore,the in-
stancein B, (v2, %, ", 3), is alsotrue. On the otherhand, if
(v2, P, 47, 3) is true, thenthereexists a reachablestatey? in
which ¢Z is true. Property2 in Definition 7 guaranteeshatthere
existsastatein A in whichtheanalysisnstancen A istrue.

Now considerthe casethattheinstance(y#, ¢, ¢, 1) is uni-
versal,i.e.,ITisV. If theinstancds false thenthereexistsareach-
ablestateyi in which ¢ is false. Propertyl guaranteeshatthe
instancen B is alsofalse. Similarly, if theinstancein B is false,
thentheinstancdn A is alsofalse.

The “only if” direction. Wheno is not a state-matchinge-
duction, then there exists v* € T andy”® € ¥ suchthat
(vB,BY = o((y*, ™)) violatesone of the two propertiesin
Definition 7.

Firstconsiderthe casethat Propertyl is violated. Thereexistsa
reachablestatey;' suchthatno statereachabldrom +Z is equiva-
lentto4{*. Constructaformula¢” asfollows: ¢ is aconjunction
of queriesin @ or their complement.For every query¢” in Q*,
#* includesg™ if i* +4 ¢* and—¢? if 4 4 —¢™. Notethat
thelengthof ¢ maybeinfinite, asthetotal numberof queriesnay
beinfinite. Clearly, ¢* istruein ~{*, buto(¢*) is falsein all states
reachablérom vZ. Thus, the existential compositionalanalysis
instancenvolving ¢“ hasdifferentanswersando is not strongly
securitypreserving.

Thenconsiderthe casethat Property? is violated. Thereexists
a statev? reachablegrom ~Z suchthat no statereachablerom
~+4 is equivalentto v£. Constructa formula ¢ asfollows: ¢*
is a conjunctionof queriesin @ or their complement. For every
query ¢® in Q#, ¢* includesq? if & B o(¢?) and —¢* if
v B 5(—q?). Clearly, ¢ is falsein all statesreachablerom
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74, but o(¢?) is truein v£; thus, the existential compositional
analysisinstancenvolving ¢* hasdifferentanswersando is not
stronglysecuritypreserving. [

A state-matchingreduction preseres compositional security
propertiesIf weneedonly queriesrom QQ to represenburpolicies
andnot compositionsf thosequeries,thenthe following wealer
notionof reductionss moresuitable.However, we believe thatthe
notion of state-matchingeductionsis quite naturalby itself, and
certainlynecessarywvhencompositionabjueriesareof interest.

Definition8. (Reductioh Given two accesscontrol schemes
A= (T4 QA F, 4 andB = (I'?, QP2 ,wP), amapping
from A to B, o, is saidto beareductionfrom A to B if for every
74 € T4 andevery o € U4, (vB,4P) = o((y*,¢*)) hasthe
following two properties:

1. For every state~;* and every query ¢ in schemeA, if
44 %y ~ft, thenin schemeB there exists a state P
suchthaty”? +5,5 4 and+i* F* ¢* if andonly if
R a(gh).

2. For every state~? in schemeB and every query ¢*
schemed, if v® %5 77, thereexistsastatey;* suchthat

v 5y it andyt F ¢ if andonly if A FE o(g?).

Definition 7 differsfrom Definition 8 in thatthe formerrequires
thatfor everyreachablestatein A (B, resp.)thereexist amatching
statein B (A, resp.) thatgivesthe sameanswerfor every query.
Definition 8 requiresthe existenceof a matchingstatefor every
query; however, the matchingstatesmay be differentfor different
queries. Propertyl in Definition 8 saysthat for every reachable
statein A andevery queryin A, thereexists a reachablestatein
B that givesthe sameanswerto (the imageof) the query Prop-
erty 2 saysthe reversedirection. The goal of thesetwo properties
isto guarante¢hatsecurityanalysisesultsarepreseredacrosshe
mapping.Thefactthatareductionasdefinedn Definition8, is ad-
equatefor preservingsecurityanalysisresultsis formally captured
by thefollowing theorem.

THEOREM 2. Giventwo schemesA and B, amapping o, from
A to B is securitypreservingif andonlyif o is a reduction.

Proor. The “if " direction. When o is a reduction, given
a secunty analysnsmstance( g, A, 1) in schemeA, let
(VPP = a((y* ) andq a(q" ), we shav that
('yA,qA,wA, II) is trueif andonly if (v%, qB B 1'[) is true.

First considerthe casethattheinstance( N ,II) is ex-
istential, i.e., II is 3. If the instanceis true, then there exists a
reachablestateyi® in which ¢* is true. Propertyl in Definition 8
guaranteeshat thereexists a reachablestateZ in which ¢Z
true. Therefore the instancein B, (vZ, ¢®,v?, 3), is alsotrue.
On the otherhand,if (vZ, ¢ ,wB,EI) is true, thenthereexists a
reachablestatey? in which ¢? is true. Property2 in Definition 8
guaranteeshat thereexists a statein A in which ¢* is true; thus
theanalysisinstancen A is true.

Now considerthe casethattheinstance(y*, ¢, ¥, II) is uni-
versal,ji.e., ITisV. If theinstancds false thenthereexistsareach-
ablestateyi* in which ¢* is false. Propertyl guaranteeshatthe
instancen B is alsofalse. Similarly, if the instancein B is false,
thentheinstancen A is alsofalse.

The “only if” direction. When o is not a reduction, then
thereexists v* € I'* andy® € ¥4 suchthat (vB ¢B) =
o((v*,v™*)) violatesoneof thetwo propertiesn Definition 8.



First considerthe casethat Property1 is violated. There ex-
ists a reachablestateyi' anda queryq® suchthatfor every state
reachabldrom +? the answerfor the queryo(¢”) in the stateis
differentfrom the answerfor ¢* in 47*. If 47 " ¢*, thenthis
meanghat ¢? is falsein every statereachabldrom v2. Thusthe
securityanalysisnstance(y*, ¢*, ", 3) is true, but its imageun-
der o is false. Thus,the mappingo is not security-preservinglf
v 4 ¢*, thenthismeanghatq? is truein every statereachable
from 4®. Thusthe securityanalysisinstance(y*, ¢, ", V) is
false,but its imageundero is true.

Now considerthe casethat Property?2 is violated. Thereexists
a statey reachabldrom vZ andaqueryq® suchthatfor every
statereachablérom 4* the answerfor the query¢# in the state
is differentfrom the answerfor o (q¢*) in 2. If v2 2 o(¢?),
thenthis meansthat ¢ is falsein every statereachabldrom ~*.
Thusthesecurityanalysisinstance(y*, ¢, v, 3) is false but its
imageundero is true. If v£ 2 ¢7, thenthis meansthat¢? is
true in every statereachablgrom 4. Thusthe securityanalysis
instance(y?, ¢, ¥4, V) is true,but its mappingin B isfalse. [J

Comparison®f two accesscontrol modelsare basedon com-
parisonsamongaccesscontrol schemeshasedon thosemodels.
Comparison®f two accessontrol schemesin turn, arebasedon
whetheronly the queriesfrom @ needto be representedpr com-
positionsof thosequeriesneedto berepresentedswell.

Definition9. (Comparingthe ExpressivePower of Acces<Con-
trol Model9 Giventwo accessontrolmodelsM andM’, we say
that M’ is atleastasexpressie asM (or M’ hasatleastasmuch
expressie power as M’) if for every schemein M thereexists
a state-matchingeduction(or a reduction)from it to a schemen
M. In addition,if for every schemen M’, thereexists a state-
matchingreduction(reduction)from it to a schemen M, thenwe
saythat M and M’ areequivalentin expressie power. If M’ is
at leastas expressie asthe M, andthereexists a schemeA in
M’ suchthatfor ary schemeB in M, no state-matchingeduction
(reduction)from A to B exists, we saythat M’ is strictly more
expressve than M.

We comparegheexpressie power of two schemebasednstate-
matchingreductionavhencompositionatjueriesareneededo rep-
resentthe policiesof interest. Otherwise reductionssufiice. Ob-
sene thatwe canusethe abore definitionto comparethe expres-
sive power of two accesscontrol schemesA and B, by viewing
eachschemeas an accesscontrol model that consistsof just that
scheme.

We emphasizé¢hatareductionor state-matchingeductionmust
be computable. In addition, if there exists a reductionor state-
matchingreductionfrom A to B thatcanbe computedefficiently
in the sizeof A, thenwe canusethe efficiengy with which secu-
rity analysiscanbe performedin B asatight upperboundfor the
analysisinstancen A.

2.3 Alterati ve definitions for reduction

In this sectionwe discussalternatve definitionsthatdiffer from
theonesdiscussedh the previoussection.Thefirst of thesedefini-
tionsis usedby SandhuandGanta[16, 18] for simulations.

Definition10. (Form-1WeakReduction A mappingfrom A to
B, givenby o : (I x ¥ U Q* — B x vB)uQ®, isa
form-1weakreductionif for everyv* € I'* andevery v € T4,
(vB, P = o ((v*,v*)) hasthefollowing two properties:

1. For every query¢?, if thereexists a statev;* in schemeA

suchthaty® ¥4 7' andy{* H* ¢*, thenthereexists a
statey?’ suchthaty” =,z 47 andy? 2 o(¢?).
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2. For every query ¢, if thereexists v£ in schemeB such
thaty? = 5 4 and~y? 2 o(q*), thenthereexists a
stateyi' suchthaty® sy 4i* and~i' H* ¢ if andonly if
7w P a(gh).

Theintuition underlyingDefinition 10, asstatedby Sandhy16]
is, “systemsare equialentif they have equivalentworst casebe-
havior”. Therefore,simulationsonly needto presere the worst-
caseaccess. Definition 10 is wealer than Definition 8 in that it
requiresthe existenceof a matchingstatewhena queryis truein
thestate but doesnotrequiresowhenthequeryis false.Therefore,
it is possiblethata queryq” is truein all stateshatarereachable
from v, but thequeryo(¢) is falsein somestateghatarereach-
ablefrom 4?2 (the query o(¢) needsto be true in at leastone
statereachablérom ~2). This indicatesthat Definition 10 does
not presere answergo universalsecurityanalysisinstancesDef-
inition 10 is adequatdor the purposesn [16, 18] asonly safety
analysigwhichis existential)wasconsideredhere.

Thedecisionof definingamappingto beafunctionfrom (I' x
) U Q4 to (I'® x wP) U QF alsowarrantssomediscussion.
An alternatve is to definea mappingfrom A to B to beafunction
thatmapseachstatein A to a statein B, eachstate-transitiomule
in A to astate-transitiomule in B, andeachqueryin A to aquery
in B. Suchafunctionwouldbedenotedass : I'* U T4 U Q4 —
IrBuwPuQ?®. Onecanverify ary suchfunctionis alsoamapping
accordingto Definition 4, which givesmoreflexibility in termsof
mappingstatesandstate-transitiomulesfrom A to B. By Defini-
tion 4, the statecorrespondingo a statey” mayalsodependipon
the state-transitiomule beingconsidered.

Another alternatye is to definea mappingfrom A to B to be
afunctiono : T x ¥4 x Q4 — I'P x U8 x Q. In other
words,themappingof statesstate-transitionules,andquerieamay
dependon eachother This definitionalsoleadsto awealer notion
of reduction:

Definition11. (Form-2WeakReductioh A form-2weakreduc-
tion from A to Bisafunctiono : I'* x ¥4 x Q4 — '’ x P x
QP suchthatfor every v* € T'*, every ¥ € ¥*, andevery
¢t € Q% (vP,9P,¢%) = o((v*,4",¢")) hasthefollowing
two properties:

1. For every stateyi' in schemeA suchthaty® =, ~{', there
existsastatey suchthaty® 5 +¥ andy{* =4 ¢* if
andonly if 2 2 ¢B.

2. For every statey{’ in schemeB suchthaty® 5 ~7,

thereexistsa statey;* suchthaty® ¥, ~{* and~{* +4 ¢*
if andonlyif v FZ ¢®.

It is not difficult to prove thata Form-2 weakreductionis also
securitypreservingjn the sensehatary securityanalysisinstance
(v, ¢*, 4™, 11) in A canbe mappedto a securityanalysisin B.
However, it is not a mapping,asthe mappingof statesand state-
transitionrulesmaydepenconthequery

Definition 11 is usedimplicitly in Theorems and3 in [10] for
reductionsfrom two RBAC schemego the RT Role-basedrrust-
managemerframeavork [9, 11]. As we asserin Theorem5 in this
paper a reductionusedtherefor one of the RBAC schemesan
be changedo a security-preservingnappingin a straightforvard
manner

We choosenot to adoptthis wealer notion of reductionfor the
following reason. Under this definition, given an accesscontrol
system('y/‘, w/‘), to answern analysisinstancesnvolving differ-
entqueries,one hasto performn translationsof statesand state-
transitionswhich is oftentime consuming.Using Definition 4 and



Definition 8, one canperformthe mappingof (v#,4*) onceand
useit to answenll n analysisinstances.

A third weak form of reductionis introducedby Ammannet
al. [1]. Thatwork discusseshe expressie power of multi-parent
creationwhencomparedo single-parentreation.

Definition12. (Form-3WeakReductiof A mappingfrom A to
B, givenby o : (I x ¥ U Q* — B x vB)Uu QP isa
form-3weakreductionif for everyy* € I'* andevery ¢ € T4,
(vB, P = o ((v*,v*)) hasthefollowing two properties:

1. For every stater{' and every query ¢”* in schemeA, if
44 %y 4f, thenin schemeB there exists a state y2
suchthaty”® 5,5 4 and+* =* ¢* if andonly if
W E a(gh).

2. For every statey” in schemeB and every query ¢* in
schemed, if 7B »i»wg ~8, then either (a) there exists a

stateyi' suchthaty* %, ~{* and~i* F* ¢* if andonly
if v2 2 o(g?), or (b) thereexists a staterZ® suchthat
v e 75 andastateyi suchthaty* +y 4, and
v FA ¢4 if andonly if 48 FB o (¢?).

As pointedout by Ammannetal. [1], this form of reductionsuf-
fices for monotonicschemes— thoseschemesn which oncea
stateis reachedn whichaqueryis true,in all reachablestatesrom
thatstate thequeryremaingrue. Thereforethis form of reduction
cannotbeusedto compareschemesvhenqueriescanbecomefalse
afterbeingtrue,or for universalanalysisinstances.

3. THE IMPLEMENT ATION PARADIGM
FOR SIMULATION: AN EXAMIN ATION

Several authorsuse the implementationparadigmfor simula-
tions, e.g.,Osbornet al. [15] statethat“a positive answer|to the
questionwhetherLBAC (lattice-basedccessontrol) canbe sim-
ulatedin RBAC] is alsopractically significant,becauset implies
thatthe sameTrust ComputingBasecanbe configuredto enforce
RBAC in generalandLBAC in particular’” However, in thesepa-
pers[13, 15, 19], a precisedefinition for simulationsis not given.
This makesthesignificanceof suchresultsunclearatleastin terms
of comparingheexpressie power of differentaccesgontrolmod-
els.

In this sectionwe analyzetheimplementatiorparadigmandar-
guethatit doesnotleadto notionsof simulationghataremeaning-
ful for comparingthe expressie power of differentaccessontrol
models. More precisely the notionsof simulationsderived from
this paradigmare so weakthat almostall accesscontrol schemes
areequialent.

To formalizetheimplementatiorparadigmfor simulation,anat-
ural goalis to useanimplementatiorof anaccessontrol scheme
for anotheischemelntuitively, if aschemed canbesimulatedn a
schemeB, thenthereexists a simulatorthat, whengivenaccesgo
aninterfaceto (animplementatiorof) B, canprovide aninterface
thatis exactly the sameastheinterfaceto (animplementatiorof)
A.

Whenconsideringheinterfaceof anaccessontrolschemewe
have to considerhow state-transition®ccur Intuitively, an ac-
cesxontrolsystenchangedts statebecaussomeactors(subjects,
principals,users.etc.) initiate certainactions.Thus,animplemen-
tation of anaccesgontrolschemehasaninterfaceconsistingof at
leastthefollowing functions:

e init(y): setthecurrentstateto ~.
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e query(q): askthequeryq andreceve ayes/noresponse.

o apply(a): applytheactiona onthesystemwhichmayresult
in a state-transition the system.

e functions providing other capabilities, e.g., traversing the
subjectsandobjectsin the system.

A simulatorof A in B is thusaprogramthattakesaninterfaceof
B andprovidesaninterfaceof A thatis indistinguishabldrom an
implementatiorfor A. Thesimulatoris ablackboxthatwhengiven
accesd$o abackboximplementatiorof B, givesanimplementation
of A. Thisintuition seemso make sensef the goalis to usean
implementatiorof B to implementA.

It is temptingto startformalizing the above intuition; however,
thereareseveral subtleissueghatneedto beresohedfirst.

As canbe easilyseenfor ary two schemesA and B, a trivial
simulatorexists. The simulatorimplementsall the functionalities
of A by itself, without interactingwith the implementatiorof B.
Clearly, onewould like to rule out thesetrivial simulators.A nat-
ural way to do sois to restrictthe amountof spaceusedby the
simulatorto be sub-linearin thesizeof the stateof theschemaet is
simulating. It seemdo be a reasonableequirementhat the sim-
ulator takes constantspaceon its own, i.e., the spaceusedby the
simulatordoesnotdependon the sizeof the state.(Thespaceused
by theimplementatiorof B is notconsideredhere.)

Anotherissueis whetherto further restricta simulators inter-
nal behaior. Whenthe simulatorreceivesa queryin the scheme
A, it may issuemultiple queriesto the blackboximplementation
of B beforeansweringhe query;it may even performsomestate-
transitionon B beforeansweringthe query Similarly, the simu-
lator may perform multiple queriesand state-transitionsn B to
simulateonestate-transition A.

If no restrictionis placed,thenthe notion of simulationis too
weak to separatalifferent accesscontrol models. For example,
in [13], Munawer andSandhwconstructedsimulationof ATAM in
RBAC. In [20], we give asimulationof RBAC in strict DAC, adis-
cretionarymodelthat allows only the owner of an objectto grant
rights over the objectto anothersubjectanddisallovs the tranfer
of ownership. Accordingto theseresults,the simplestDAC (in
which securityanalysisis efficiently decidable)hasthe sameex-
pressve power asATAM (in which safetyanalysids undecidable).
Thisillustratesthatwithout preciserequirementssimulationis not
ausefulconcepfor comparingaccessontrolmodels.

If one placesrestrictionson the simulator thenthe questionis
whatrestrictionsarereasonableOur conclusionis thatit is difficult
to justify suchrestrictions.In thefollowing, we elaborateon this.

A possibility is to restrictthe internal behaior of the simula-
tor, e.g., to restrictit to issueonly one queryto B in orderto
answerone queryin A andto make a boundednumberof state-
transitionsin B to simulateonestate-transitiorin A. Underthese
restrictions,one canprove that RBAC cannotbe simulatedin the
HRU model. Theassignmenof a userto arolein RBAC resultsin
the usergainingall the accesseto objectsimplied by the permis-
sionsassociatedvith thatrole; therefore,it changeghe answers
to an unboundechumberof queries(queriesinvolving thoseper
missions.) One may arguethat the assignmenof a userto arole
is asingle“action” in RBAC, andtherefore the acquiringof those
permissionsy thatuseris accomplishedn asingle“action”” The
correspondin@ssignmentf rightsin the HRU accessnatrix can-
not be accomplishedy a single commandor a boundednumber
of commandsaseachcommandchangenly a boundedhumber
of cellsin the matrix. Thus,ary mappingof the userassignment
in RBAC involvesanunboundedumberof commandseingexe-
cutedin HRU. Nonethelesspne canarguethatthis is balancedy



the efficiengy of checkingwhethera userhasa particularright in

thetwo models. A naive implementatiorof an RBAC modelmay
involve collectingall rolesto which thatuseris assignedthencol-
lectingall permissionassociateavith thoseroles,andthencheck-
ing whetheroneof thosepermissiongorrespondso theobjectand
accessight for whichwe arechecking.Thetime this procesgakes
depend®nthesizeof thecurrentstateandis unboundedThe cor

respondingheckin HRU is simpler: we simply checkwhetherthe
correspondingaccessight exists in the cell in the matrix. Thus,
we canarguethatthereis a trade-of betweentime-to-updateand
time-to-check-accedsetweerthetwo schemes.

Another possibility is to measurehow much time the simula-
tor takesto performa state-transitiorandto answeronequeryin
the worst caseandrequirethattherecannotbe a significantslow-
down. This possibility is complicatedby the fact that the effi-
cieng of theseoperationsarenotpredetermineih ary accesgon-
trol schemetheimplementatiorcanmale trade-ofs betweertime
compleity and spacecompleity and betweenquery answering
and state-transitionsAny comparisormustinvolve at leastthree
axes, query time, state-transitiortime, and space. Furthermore,
the bestapproacto implementinganaccessontrolschemas not
alwaysknown. Finally, theseimplementation-ieel detailsdo not
seento belongin thecomparisorof accesgontrolmodels;assuch
modelsby themselesareabstracimodelsto studypropertieother
thanefficiengy.

In summaryouranalysisin this sectionsuggestshatthe “imple-
mentationparadigm”doesnot seemto yield effective definitions
of simulationsthat are usefulto compareaccesscontrol models.
This suggestalsothat expressie power resultsproved underthis
paradigmshouldberee<xamined.

An Alter nate ApproachBertinoetal. [2] proposea differentim-
plementatiorparadigmfrom theonediscusse@bove. They present
aframewvork basednlogic programmingwithin whichto compare
the expressie power of accessontrolmodels. A library of logic
factsand rules are provided, and eachaccesscontrol modelis a
collectionof somefactsandrulesfrom thatlibrary. Accesscontrol
modelsarethencomparedbasedon whatfactsandrulesareused
to represeneachof them. Theapproachn thatwork is structural:
if in onemodelwe usecertainfactsandrules,but not in another
thenthe two modelsareincomparable Furthermorejf onemodel
usesmorefactsandrulesthananotherthentheformeris moreex-
pressve thanthelatter. This basisis usedin amguingthatRBAC is
moreexpressie thanMA C asRBAC hasthenotionof roles. State-
transitionsare not consideredn this approachandthe presera-
tion of propertiesacrossstate-transitions not partof thebasedor
comparisonOurtheoryfor comparingthe expressie power of ac-
cesscontrolmodelsis basedon whetherschemesrom onemodel
canrepresenpoliciesthatscheme$om anothercannot.Wedonot
have ary structuralrestrictionsin comparingtwo models.Thereby
our work is fundamentallydifferentfrom the work by Bertino et
al. [2].

4. APPLYING THE THEORY

In this section,we apply our theoryfrom Section2 to compare
the expressve power of differentaccessontrol schemesWe ex-
aminetwo particularresultsfrom literatureusing our theory: (1)
thatRBAC is atleastasexpressie asDAC (Sections4.1and4.2),
and(2) that TAM is at leastasexpressie asATAM (Section4.4).
We shaw alsothatthetrustmanagemeriinguageRT[N] is atleast
asexpressve asanRBAC schemédSectior4.3). Precisecharacter
izationsof our schemesindproofsarein [20].
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4.1 Examining comparisonsof RBAC and
DAC

Munawer and Sandhu[13] presenta simulation of ATAM in
RBAC andconcludethatRBAC is atleastasexpressie asATAM.
Osbornet al. [15, 14, 19] give simulationsof variousMAC and
DAC schemesn RBAC. Themainconclusionof Osbornetal. [15,
14, 19] is that as MAC and DAC can be simulatedin RBAC, a
TrustedComputingBased(TCB) needgo includeanimplementa-
tion of RBAC only, andDAC andMA C policiescanbesuccessfully
representedndenforcedby the TCB.

In the simulationsusedin [13, 15, 14, 19], the preseration of
safety (or other security) propertiesis not identified as an objec-
tive. Fromthe above conclusionin [15, 14, 19], it seemshatthey
follow the implementationparadigm. As discussedn Section3,
this paradigmeadsto aweaknotionof simulations asexemplified
by the simulationof RBAC in strict DAC in [20].

We obsere alsothatthe problemof comparingRBAC with DAC
as statedby Osbornet al. [15, 19] is ill-defined (or at leastnot
clearly defined). RBAC by itself only specifiesthe structuresto
storeaccessontrol information, but not how to manipulatethese
structureswhich are specifiedby administratve models. In other
words, only the setT" of statesis preciselydefined,the set ¥ of
state-transitiomulesis not. The counterparbf RBAC is theaccess
matrix model,andnot DAC or MAC. In DAC, we specifythatac-
cesxontrolinformationis storedin anaccessnatrix, andwe spec-
ify alsoruleson how theaccessnatrix maychange Thestatement
that RBAC is at leastas expressie asDAC (or MAC) is similar
to sayingthatthe accesgnatrix modelis at leastasexpressie as
DAC or MAC. Comparinghe RBAC modelwith theaccessnatrix
modelis not fruitful either asboth modelscaninclude arbitrary
state-transitiomules.

4.2 Comparing ARBAC97with aform of DAC

To compareary RBAC-basedmodel with DAC, one needsto
specifythe administratve model(state-transitiomules)for RBAC.
In existing comparison®f RBAC andDAC [13, 15, 19], new and
rather complicatedadministratve modelsare introduced“on the
fly” to simulatethe effectsin DAC. In this sectionwe comparehe
expressie pover of RBAC with ARBAC97[17] astheadministra-
tive modelto thatof SDCO,a rathersimpleform of DAC. Precise
characterizationsf SDCOandthe ARBAC97 schemearein [20].
Osbornet al. [15] assertthat SDCO can be simulatedin RBAC.
We asserthattheredoesnot exist a state-matchingeductionfrom
SDCOto the ARBAC97schemegivenanaturalquerysetfor each
scheme.

This resultis significantasit shovs thatwe cannotassertthat
RBAC is moreexpressie thanDAC without qualifying the asser
tion; a strongly security-preservingnappingdoesnot exist from
SDCOto ARBAC97. Our conclusionprovidesthe first evidence
that the expressie powver of RBAC (or at leastsomereasonable
incarnationof it) is limited.

THEOREM 3. Thek existsa reductionfrom SDCOto the AR-
BAC97stheme

THEOREM 4. Thek existsno state-mathing reductionfrom
SDCOto the ARBAC97scheme

The proofsarein [20]. One may ask whetherthereare other
schemedasedn RBAC for whichthereis indeeda state-matching
reductionfrom SDCO. An approachmay be to adopta different
querysetfor ARBAC97. We obsere thatfor certainotherquery
setsaswell, the non-istenceof a state-matchingeductionholds.
As an example,supposenve mapthe queryfor the presenceof a



rightin SDCOto aqueryfor theabsencef apermissiorin RBAC.
In this caseaswell, thereexists no state-matchingeductionfrom
SDCO. Whetherthere exists a meaningfulset of state-transition
rules(anadministratve model)for RBAC for whichthereis astate-
matchingreductionfrom SDCOis anopenproblem.

4.3 Comparing an RBAC schemewith a Trust
ManagementLanguage

In this section,we comparea particularRBAC schemeto the
trust managementanguageRT[N]. The RBAC schemewe con-
sideris called AssignmentAnd Revocation(AAR) [10]. In AAR,
the stateis anRBAC state andstate-transitiomulesarethosefrom
the URA97 componenbf ARBAC97[17]; usersmay be assigned
to andrevoked from roles. Precisecharacterizationsf AAR are
in [10] and[20].

RT[N] is atrustmanagemenianguagen which a stateis a set
of credentialdssuedby the principalsinvolved in the system. A
credentialdenotesmembershign a principal’s role. A credential
is oneof threetypes: (1) A principalis assertedo be amemberof
anothermrincipal'srole, (2) All the principalsthataremembersof
aprincipal’srole areassertedo alsobe memberf anotherprinci-
pal'srole,and(3) All theprincipalsthataremembersf two roles
(theintersectionof the memberf theroles)arealsomemberof
anothemrincipal's role. We referthereaderto Li etal. [9, 11,12]
for moredetailson RT|[N].

Li and Tripunitara[10] presenta form-2 weak reduction(see
Definition 11) from AAR to RT[N]. We asserwith the following
theoremthat the result can be madestronger The proof for the
following theoremis in [20].

THEOREM 5. Thek existsa state-mathing reductionfromthe
RBAC schemeAARto RT[N].

4.4 Comparing ATAM with TAM

TAM is ascheméasedntheaccessatrixmodelandis similar
totheHRU schemd6] (seeSection2.1). Everyobjectis typed,and
thetype cannotchangeoncethe objectis created State-transitions
occurvia theexecutionof commandshataresimilarto HRU com-
mands. We specify a type for every parametelin a command.
ATAM is thesameasTAM, exceptthatin ATAM, theabsenc®f a
rightin acell of theaccessnatrix maybechecled (andnotjustthe
presencef aright). See[20] for moredetailsonthetwo schemes.

SandhuandGanta[18] presenta mappingfrom ATAM to TAM.
Basedon the mapping,one may concludethat TAM s at leastas
expressie as ATAM. As the corverseis trivially true (TAM is a
specialcaseof ATAM), one may concludethat ATAM and TAM
have the sameexpressve power; we gain nothingfrom the ability
to checkfor the absenceof rights. Sandhuand Ganta[18] make
the obsenation that the simulationof a commandin ATAM may
requirethe executionof an unboundechumberof commandsn
TAM, andconcludewith the following comment:“. .. practically
testingfor the absencef rightsappeargo be useful. It is anopen
questionwhetherthis claim canbe formalized..” In this section,
we formalizethis claim by assertinghatthereis no state-matching
reductionfrom ATAM to TAM.

THEOREM 6. Thek existsno state-mathing reductionfrom
ATAM to TAM.

Theproofis in [20]. Thus,thenotion of state-matchingeductions
formalizesthe differencein expressve pover betweerATAM and
TAM. Onemay askwhetherthereexists a reductionfrom ATAM
to TAM. Onemay askalsowhetherreductionsor state-matching
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reductionsxist from ATAM to TAM whenwe allow TAM to con-
tainqueriesof thetype‘is r ¢ My s, 0]?” aswell (butacommand
allows only checkingfor the presenceof a right in a cell in the
condition). Theseareopenquestions.

5. CONCLUSIONS AND FUTURE WORK

We have presentedh theoryto comparethe expressie power of
accesscontrol models. Our theoryis basedon perceving an ac-
cesxontrolsystemasastate-transitiosystemandaskingwhether
thereexist security-preservingr stronglysecurity-preservingnap-
pingsbetweentwo schemesWe have appliedour theoryin three
casesandshawvn that: (1) RBAC with ARBAC97 asits administra-
tive modelis limited in its expressie powerin comparisono aver-
sionof DAC; (2) thetrust-managemenanguageRT[N] is at least
asexpressie asRBAC with the URA97 componenbf ARBAC97
asits administratve model;and(3) ATAM is moreexpressie than
TAM. To ourknowledge,(1) is thefirst evidencethattheexpressie
power of RBAC is limited, and(3) solvesan openproblemstated
in theliterature[18].

As future work, we proposeto useour theoryto comparemore
modelswith eachother For instance we would like to compare
variousversionsof DAC and“layer” theseversionsbasecbn their
relative expressie power. Also, while our theoryis basedon cap-
turing the notion of policiesthatcanrepresentedndverifiedin an
accessontrol systemwe do not believe thatreductionsandstate-
matchingreductionscaptureall typesof policies we would want
to consider For instancejt is reasonabléo askatemporalquery
suchas:“did Alice getherwrite accesdo asensitve file only after
herhusbandBobwasgivenprivilegedaccesso thesystem?"Nei-
ther reductionsnor state-matchingeductionscapturesuchquery
expressionsAs partof our futurework, we proposeto expandour
theoryto includesuchqueries.
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