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Log parsing is a critical step in analyzing software logs by transforming unstructured raw logs into structured formats, which are
essential for system monitoring, failure debugging, and anomaly detection purposes. Creating and maintaining log parsing rules for
specific systems requires both domain expertise and significant time and manual effort. To address this challenge, various automated
log parsers have been proposed to alleviate the parsing efforts and enhance parsing efficiency. These approaches commonly evaluate
their parsing performance using off-the-shelf benchmarks (i.e., Loghub-2k and Loghub-large) that comprise manually labeled logs
(i.e., oracle templates) collected from a limited number of datasets. However, such benchmarks are not designed to be extended or
adapted to evaluate logs from different sources, making them less applicable to real-world scenarios. On the other hand, crafting
new benchmarks requires substantial domain expertise and manual effort, rendering generating log-parsing benchmark datasets an
extremely challenging task. Consequently, there is a growing need for a standardized process to assist practitioners in efficiently
generating high-quality log parsing benchmarks.

In this paper, we propose LPB-Gen, a semi-automated process designed to facilitate the log parsing benchmark datasets generation
for practitioners. We present a comprehensive evaluation of LPB-Gen through a user-based assessment to evaluate the correctness of
the log benchmark data generated by LPB-Gen as well as the efficiency and reproducibility of LPB-Gen. The user study results not
only show that LPB-Gen can generate a benchmark that outperforms the state-of-the-art benchmark in both coverage and accuracy,
but also prove that LPB-Gen can provide actionable solutions that apply to generalized datasets, where practitioners may leverage
our semi-automated process to produce oracle templates based on their specific datasets. Finally, we summarize seven factors that
contribute to inconsistencies during developers’ manual refining of logs. These factors shall provide valuable insights for future

research aimed at advancing log parsing and analysis.
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1 Introduction

Log data is an essential source of system runtime information that supports various software engineering activities.
In practice, it provides developers with valuable insights into the runtime behaviors of software systems and assists
in diagnosing failures [6, 11]. Since log files are typically large and complex, automated log analysis techniques
have been proposed to facilitate tasks such as anomaly detection [18, 25, 83], failure diagnosis [17, 65], and system
comprehension [17, 61], thereby improving software quality and reliability.

Log data typically consists of unstructured text produced from heterogeneous sources and represented in different
formats. Since automated log analysis approaches usually rely on structured inputs, log parsing, which transfers
unstructured text logs into a structured format, usually serves as the prerequisite step of log analysis. As shown in
Figure 1, the raw log is generated by executing the logging statement in the source code. Taking the raw log as an input,
the initial step of log parsing is to separate each line of logs into two parts, i.e., header information (e.g., datetime, log
level) and content (Block not found: blk_12). Log parsing identifies the static text that is written by developers and
dynamic variables that are produced by dynamic information generators (e.g., variable or method invocation). Accurate
log parsing still faces several challenges. For instance, the source code and logging configurations shown in the left
part of Figure 1 are often unavailable in practice due to issues such as security restrictions and the use of external
libraries. Moreover, differences in practitioners’ preferences and experiences can influence the manual refinement
process illustrated in the right part, ultimately affecting the quality and consistency of the oracle templates.

Our semi-automated process can reduce the impact of problems related to practitioners’ experience in the manual
refinement process. Moreover, our approach does not rely on source code to generate accurate oracle templates for
benchmark data. The benchmark data generated by our approach shows a high consistency with benchmark data

extracted from source code (over 0.95).

Log Generation Log Parsing

/ try{ *
</> readBlock(blockId);
}eatch(Exception ex){

. "Block found: blk_{}", 5
Logging Logger.error("Block not found: blk_{}", blockId)
Statement

'
'
'
'
'
'
'
'
.
—
'
' <File name="ConsoleLog" filename="runtime.log">
'
'
'
'
'
'
'

Datetime: 2024-69-11 12:42:05,706
Logger:readBlock

Level: ERROR
Header
Extraction

ﬁ content
>
Refine

Content { } Static Template: Block not found: <*>

Refine Dynamic Variable(s): ['blk_12']
. template  Automated
degparsing= - - - - - - -T-Tsossmssmsmsmsmsmes s

O\
( <PatternLayout pattern="%d %logger %level %m%n"/>
AN B Files

Logging
Configuration

oracle Template: Block not found: blk_<*> or
2024-09-11 12:42:05,706 readBlock ERROR Block not found: blk_12
L06 Block not found: <*>

Manual

'
'
|
'

'
'
'
'
.

Raw Log ~_Refinement _ _ _ _ _ o ecciicccccccaaoo

Challenges related to source code: IChallenges related to practitioner:

« Source code and logging configurations are often inaccessible due to security constraints
or the use of third-party components
« Source code and logging statements change frequently as software evolves

can affect the manual refinement

« D in pre
process

' experience and pi

Fig. 1. An illustrative example of log generation and log parsing process.
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In practice, developers usually utilize ad hoc rules like specially designed regular expressions for log parsing [23, 32, 97].
However, given the heterogeneous nature of logs and the evolving nature of log data as software updates, developing
and maintaining such rules can be a complex task. To solve the problems of developing and maintaining ad hoc rules,
prior research proposes various automated log parsers like Drain [24], Hue [81], and PILAR [14].

Although a large number of log parsers (e.g., ULP [60], DivLog [82], NuLog [53]) have been proposed in recent years,
their direct evaluation remains largely confined to a relatively small-scale benchmark, namely Loghub-2k [97]. The
version most frequently used in prior research consists of 16 log datasets, each containing only 2,000 log lines with
manually created parsing results.

The limited availability of comprehensive benchmarks has become a major obstacle to further advancements in log
parsing and analysis research. While some parsers are evaluated on self-constructed datasets, these datasets are still
derived from widely used systems in Loghub-2k [97], such as BGL, HDFS, and OpenStack. Consequently, the evaluation
of log parsers remains confined to similar environments, restricting the diversity and representativeness of assessment
scenarios.

More recently, an updated version of Loghub, referred to as Loghub-large [96], was released, containing significantly
more labeled log data. Nevertheless, practitioners still face challenges in directly adopting off-the-shelf automated
log parsers solely based on benchmark evaluations. Prior research has shown that parser performance often varies
substantially across datasets [14], meaning practitioners must first assess existing parsers on their own log data before
deployment. Moreover, no existing parser achieves near-perfect accuracy [97]. In practice, customized pre- and post-
processing steps are often necessary to refine automatically generated parsing results. However, both of these tasks
fundamentally depend on the availability of a human-curated log parsing oracle for the specific log data under analysis.

Despite the necessity of a larger and more diverse log parsing benchmark for both research and practice, constructing
such benchmarks can be a challenging task. First, the large size of logs renders manually curating oracle templates
an impractical practice. Besides, practitioners’ perceptions of defining log templates and dynamic variables may vary,
and biased judgment can lead to discrepancies among different practitioners, thus impairing the trustworthiness and
consistency of the benchmark. Although Loghub-large (namely Loghub in the rest of the paper for simplicity) keeps
extending its labeled data [96], Loghub still experiences the same challenges aforementioned as 1) it only serves as a
benchmark log dataset, which lacks providing an actionable approach to extending or creating new benchmarks, 2) the
huge labeling efforts render logs partially labeled in large-sized datasets (only 51.1% logs labeled in Thunderbird dataset),
and 3) no human feedback reported to assess the correctness of the benchmark log datasets. In fact, to the best of our
knowledge, there is no standard process that practitioners can follow to generate high-quality benchmarks
for their specific log datasets, and we argue that such a process would benefit both research and practice on software
logs over the existing log benchmark datasets.

In this paper, we design a semi-automated process, LPB-Gen. LPB-Gen leverages state-of-the-art log parsers to
cross-reference the clustering results to group similar logs into the same cluster. This process reduces the overwhelming
number of logs to be reviewed into a single log per cluster, allowing practitioners to efficiently define oracle templates
based on their expertise and perception. Furthermore, LPB-Gen adopts an iterative process by applying itself to a small
sample of full log data in each iteration to avoid runtime overhead. Practitioners may adopt LPB-Gen to construct new
benchmarks or extend existing benchmarks based on their specific log datasets.

To assess the practicality of adopting this process in real-world scenarios, we conducted user studies with LPB-Gen
focusing on two key aspects. First, we examined the accuracy of the benchmark datasets generated by LPB-Gen.

Specifically, we study: 1) the ability to group logs with different templates correctly, and 2) the ability to identify the
Manuscript submitted to ACM
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static text and dynamic information correctly. The findings indicate that LPB-Gen produces highly accurate benchmark
data for log parsing evaluation, with both grouping and identification performance surpassing those of Loghub-large.
Second, we evaluated the consistency and efficiency of LPB-Gen. The results demonstrate that LPB-Gen achieves stable
grouping consistency for benchmark generation while maintaining efficiency. Evaluation also indicates that grouping
consistency is insensitive to sample size, so practitioners may select an appropriate sample size freely. Finally, we
summarize several factors that may lead to inconsistencies when developers manually curate log parsing data. These
findings offer valuable insights for future research on improving the reliability and automation of log parsing.

In summary, our paper makes four major contributions.

e We propose a semi-automated process, LPB-Gen, which can enable practitioners to generate log parsing
benchmark datasets for system logs with relatively stable formats.

e We conduct a user-based assessment to evaluate the quality of log benchmark datasets generated by LPB-Gen.
The same assessment approach can be adopted for evaluating other log parsing benchmarks.

e We conduct a user study to evaluate the effectiveness of the LPB-Gen process and investigate the common
pitfalls during template labeling. The findings shed light on further research directions on log parsing.

o We release our log benchmark datasets for future research and potential extension of this work for evaluation

and replication purposes.

Paper organization. Section 2 introduces the background and related work of LPB-Gen. Section 3 presents our
semi-automated process for generating oracle templates. Section 4 conducts comprehensive user studies to evaluate
both the benchmark data and the process of LPB-Gen. Section 5 discusses the threats to the validity, and Section 6

concludes our paper.

2 Background and Related Work

In this section, we present the background and related work of LPB-Gen.

2.1 Log parsing

In general, log parsing is the process of transforming logs from unstructured text to a structured format. The main
goal of this process is to identify the static information written by the developers as well as the dynamic information
generated during runtime. An automated log parser typically contains two steps. In the first step, header information,
such as the time stamp and log verbosity levels, is automatically identified. Such header information usually follows
pre-defined formats. Often, the header format can be found in the configuration of various logging libraries [88, 94],
making extracting header information less challenging. However, if the format of the headers is not readily available,
this step may still be a challenging step for automated parsers. In the second step, after removing the header information,
the remaining parts in the logs are typically referred to as log content. The main challenge of log parsing is to identify
static information and dynamic information in log content.

Log parsers can be classified into three categories: heuristic rules, code-driven, and data-driven approaches. Heuristic
rules based parsers, which parse logs with hand-crafted rules [30], usually require significant efforts in maintaining
such rules as the software evolves. Code-driven log parsers leverage source code to assist in identifying the static
information from raw logs [67, 84, 89]. While code-driven log parsers may achieve high accuracy, they are usually
limited by the program complexity and source code accessibility [92].
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A data-driven based log parser is proposed to solve the problem caused by the former two types of log parsers. This
type of log parsing mainly consists of two kinds of parsing strategies: 1) cluster-based and 2) token-based. Drain [97] is
an exemplary cluster-based strategy that represents logs with a fixed-depth prefix tree, where each branch represents
log lines from the same template. Drain calculates the similarity between each branch and log lines to cluster the log
lines with the same template together. It is needed to mention that log lines are fed to parsers in a streaming manner.
Finally, the static information and dynamic variables are identified based on the clusters. PILAR [14] is an exemplar
token-based strategy. Unlike cluster-based strategies, PILAR calculates the entropy on the position of each token, based
on which PILAR identifies whether the token is static information or dynamic variable.

With the popularity of large language model (LLM), many LLM-based log parsers have been proposed. LILAC [29],
ULog [26], and LogBatcher [80] are the representatives of this kind of log parsers. This kind of log parser leverages the
semantics in logs through fine-tuning LLMs or learning from in-context demonstrations.

In this work, we leverage existing automated log parsers, e.g., Drain and PILAR, with LPB-Gen in generating oracle

templates.

2.2 Log parsing evaluation

Various log parsers have been proposed and evaluated in prior research. We conduct a literature review on prior
proposed log parsers and their corresponding evaluation datasets and metrics. Tables 1, 2, 3 present a summary of our
literature review.

GA (Group Accuracy), PA (Parsing Accuracy), FGA (F1 Group Accuracy), and FPA (F1 Parsing Accuracy) are among
the most widely used direct evaluation metrics for assessing log parsers. These metrics have been adopted in the
Loghub-large benchmark. In contrast, earlier studies generally lacked such direct evaluation measures on parsing
results and instead relied on Downstream (downstream-related metrics) to indirectly assess log parser effectiveness.

Prior research on log parsing has typically relied on limited datasets, most of which were generated by the re-
searchers themselves and lack ground truth for directly evaluating log parsers. As a result, earlier studies often assessed
performance through downstream tasks or case studies. To address this limitation, Drain [24] introduced five datasets
with ground truth, BGL, HPC, HDFS, Zookeeper, and Proxifier, to enable the calculation of group accuracy (GA). These
datasets have since been widely adopted in subsequent research on log parsing.

Loghub-2k [97] is the first log parsing benchmark comprising 16 datasets. The benchmark samples 2,000 logs from
each dataset and manually extracts the templates for these logs. The evaluation of log parsing techniques is conducted
on the 2,000 logs sampled from the dataset. The evaluation of the accuracy in log parsing benchmarks is based on
group accuracy, which measures whether the logs with the same template are clustered together. Logram [13] also
utilizes the 2,000 logs in 16 datasets to evaluate their log parsing technique. Different from group accuracy utilized
in the original benchmark, the authors propose parsing accuracy, which focuses on whether the dynamic variable
and static information are identified correctly. Logram also proposes the necessity to evaluate the efficiency of the
log parsing benchmark. Ma et al. proposed a benchmark to evaluate the ability of LLMs to parse logs [46]. Similar to
Loghub-2k, this benchmark randomly samples 2,000 logs for evaluation. The benchmark evaluates both group accuracy
and parsing accuracy of a log parsing technique.

Though the 2,000 logs are widely used in log parsing technique evaluation, it is impossible to evaluate the actual
performance of log parsing techniques in practical scenarios, as the volume of logs in practice is much larger than 2,000.
Recently, Zhu et al. [96] updated Loghub-2k to Loghub-large (Loghub) by incorporating significantly more labeled data.

However, both Loghub-2k and Loghub-large are labeled based on the same data sources (logs collected in 16 software
Manuscript submitted to ACM
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Table 1. A summary of existing log parsing techniques and their evaluation
Log parser Publication Dataset Metrics

LogMine [21] 2016

LogMine-6-dataset [21], Pylogabstract-5-datasets [64],
Loghub-2k [97], Loghub-large [96]

GA, PA, FPA, FGA

LogCluster [41] 2016

Hadoop [41], Microsoft Service [41], log2timeline [71],
Loghub-2k [97], Loghub-large [96]

Downstream, Clustering perfor-
mance, GA, PA, FPA, FGA

LPV [79] 2020

BGL [97], HPC [97], HDFS [97]

GA, Precision, Recall, F1

LogTree [68] 2010

FileZilla, MySQL, PVFS2, Apache [68]

F1

LogOHC [86] 2019

BGL [97], HPC [97], HDFS [97]

Precision, Recall, F1

METING [12] 2020

Loghub-2k [97]

GA

STE [35] 2014 STE-dataset [35], Dlog-1-dataset [39], FT-Tree-1- GA, PA, Group rand index
dataset [91], Craftsman-1-dataset [90]

LTE [85] 2015 OpenSSH(1746 lines) [85] Template words accuracy, recall

NER [56] 2023 Windows-6-datasets [56] GA, Variable accuracy

UiLog [99] 2016 CentOS [99] Downstream

HLAer [55] 2014 LogMine-6-dataset [21] GA, PA, FPA, FGA

LenMa [62] 2016 LenMa-3-dataset [62], Loghub-2k [97], Loghub- Downstream, GA,PA, FPA,FGA

large [96]

StringMatch [4] 2009

StringMatch-4-datasets [4], FileZilla [69], Thunder-
bird [69], PVFS2 [69], Apache [69], Hadoop [69]

Downstream, F1

SLCT [73] 2003 Linux [73], Solaris [73], HPC [47], Windows [47, Downstream, Case study, GA,
73], Apache [47], OsX [47], OpenBSD [47], LFA-1- PA, FPA, FGA, Precision, Recall,
dataset [51], DB2 [100], Squid [100], CPlant [63], Baler- F1
2-datasets [66], AEL-1-dataset [31], Loghub-2k [97],

Loghub-large [96]

LKE [19] 2009 Hadoop [19], SILK [19], BGL [16, 24], HPC [16, 24], Downstream, GA, PA, FPA,
HDFS [24], Zookeeper [24], Proxifier [24], Loghub- FGA, F1
2k [97], Loghub-large [96]

IPLoM [47] 2011 Public Security Log [1], HPC [2, 16, 24, 47], Win- Case study, avgTokensLost,
dows [47], Apache [47, 69], OsX [47], OpenBSD [47], Clustering performance, GA,
BGL [2, 10, 16, 24], HDFS [2, 10, 24], Zookeeper [2, PA, FPA, FGA, Precision, Recall,
24], Proxifier [24], Thunderbird [69], OpenStack [10], F1
Spark [2], Pylogabstract-5-datasets [64], Huapu [45],
log2timeline [71], Baler-2-datasets [66], Loghub-2k [97],

Loghub-large [96]

LogSig [69] 2011 FileZilla [69], Thunderbird [69], PVFS2 [69], GA, PA, FPA, FGA, F1
Apache [69], Hadoop [69], Pylogabstract-5-
datasets [64], Loghub-2k [97], Loghub-large [96]

SHISO [50] 2013 Public Security Log [1], BGL [2, 24], HPC [2, 24], avgTokensLost, Case study, GA,
HDFS (2, 24], Zookeeper [2, 24], Proxifier [24], Spark [2], PA, FPA, FGA, F1
Presto [2], Loghub-2k [97], Loghub-large [96]

FDiag [9] 2010 Ranger [9], Turing [9], BGL [9] Downstream
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Table 2. A summary of existing log parsing techniques and their evaluation 2

Log parser Publication Dataset

Metrics

LogHound [74] 2004

LogHound-8-datasets [74], DB2 [100], Squid [100],
Baler-2-datasets [66]

Downstream, Case study

LFA [51] 2010

LFA-1-dataset [51], Loghub-2k [97], Loghub-large [96]

Case study, GA, PA, FPA, FGA

ENG [72] 2019

BGL [24], HPC [24], HDFS [24], Zookeeper [24], Proxi-
fier [24]

F1

SignatureTree [57] 2010

SignatureTree-2-datasets [57], FT-Tree-1-dataset [91],
Craftsman-1-dataset [90]

Downstream, Group rand index

Dlog [39] 2018 Dlog-1-dataset [39] PA
FT-tree [91] 2017 FT-Tree-1-dataset [91], Loghub-large [96] Group rand index
Craftsman [90] 2020 Craftsman-1-dataset [90] Group rand index
Prefix-Graph [8] 2021 Loghub-large [96] Group rand index
Capri [100] 2013 DB2 [100], Squid [100] Downstream
Logram [13] 2020 Loghub-2k [97], Loghub-large [96] GA, PA, FPA, FGA
Liu et al. [45] 2020 Huapu [45] GA, Recall, F1
Stearley et al. [63] 2004 CPlant [63] Case study
SwissLog [40] 2020 Loghub-large [96] GA
Delog [2] 2019 BGL [2], HPC [2], Zookeeper [2], HDFS [2], Spark [2], avgTokensLost
Presto [2]
Logan [3] 2019 BGL (2], HPC [2], Zookeeper [2], HDFS [2], Spark [2], avgTokensLost
Presto [2]
LTMatch [76] 2021 Loghub-2k [97] GA
OLMPT [77] 2020 Loghub-large [96] GA
USTEP [75] 2021 Loghub-large [96] GA
AECID-PG [78] 2019 BGL [24], HPC [24], HDFS [24], Zookeeper [24], Proxi- GA
fier [24]
NLP-LP [5] 2018 HDFS [24] GA
Li et al. [38] 2005 logdump2td [38] Downstream
Kobayashi [36] 2014 Kobayashi-3-datasets [36] Word accuracy, Line accuracy,

Template accuracy

FastLogSim [44] 2020

HDFS [24], Zookeeper [24], Proxifier [24], Open-
Stack [96]

GA

NuLog [52] 2020 Loghub-2k [97], Loghub-large [96] GA, PA, FPA, FGA
LogParse [48] 2020 Loghub-2k [97] GA
Thaler et al. [71] 2017 log2timeline [71] Clustering performance
Lopper [33] 2018 BGL [24], HPC [24], HDFS [24], Zookeeper [24], Proxi- GA

fier [24]
CLF [42] 2018 Loghub-2k [97] GA

systems), without the flexibility to extend the benchmark or possess the capability to support log parsing evaluation for
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365 Table 3. A summary of existing log parsing techniques and their evaluation 3

366 Log parser Publication Dataset Metrics

367

268 POP [22] 2018 BGL [24], HPC [24], HDFS [24], Zookeeper [24], Proxi- GA

. fier [24]

369

370 Paddy [27] 2020 Loghub-large [96] GA, PAJFPA, FGA
3 AEL [31] 2008 AFEL-1-dataset [31], Loghub-2k [97], Loghub-large [96] Precision, Recall, GA, PA, FPA,
372 FGA

7 Zhu et al. [98] 2010 LEARNPADS [98] Downstream

374

375 Baler [66] 2011 Baler-2-datasets [66] Case study

376 MOoLFI [49] 2018 BGL [24], HPC [24], HDFS [24], Zookeeper [24], Proxi- GA, PA,FPA, FGA
377 fier [24], Loghub-2k [97], Loghub-large [96]

378 BSG [20] 2018 BGL [24], HDFS [24], Thunderbird [69], Apache [69]  F1

379

250 Zhao et al. [93] 2018 Windows [93] Downstream

381 FLP [95] 2018 Zookeeper [24], Proxifier [24], BGL [24], HDFS [24], F1

382 HPC [24]

383 One-to-one [10] 2020 BGL [10], HDFS [10], OpenStack [10] GA, Recall, F1

o Pylogabstract [64] 2020 Pylogabstract-5-datasets [64] F1

385

156 Spell [16] 2016 BGL [2, 10, 16, 24], HPC [2, 16, 24], HDFS [2, 10], avgTokensLost, GA, PA, FPA,

OpenStack [10], Zookeeper [2], Spark [2], Presto [2], FGA
Pylogabstract-5-datasets [64], Huapu [45], Loghub-
450 2k [97], Loghub-large [96]

390 Drain [24] 2017 BGL [2, 10, 24], HPC [2, 24], HDFS [2, 10, 24], avgTokensLost, GA, PA, FPA,
301 Zookeeper [2, 24], Proxifier [24], OpenStack [10], FGA, F1

Spark [2], Presto [2], Pylogabstract-5-datasets [64],

Huapu [45], Loghub-2k [97], Loghub-large [96]

387
388

392

393

394 Rand et al. [58] 2021 Rand-1-dataset [58] Downstream

395 FlexParser [59] 2022 Loghub-large [96] F1

;Z: LogDTL [54] 2021 LogDTL-2-datasets [54] Word Accuracy, Line Accuracy,
308 Template Accuracy

399 LogStamp [70] 2022 Loghub-2k [97] GA

400

401

:Zj developers’ specific logs. Furthermore, although Loghub-large increased the number of oracle templates to expand the
104 benchmark, not all the logs in the dataset can be covered by the provided oracle templates.

405 We also note that although some log parsers, such as Spell [16] and One-to-one [10], employ their own datasets for

406 direct evaluation, these datasets are still derived from widely used systems such as BGL, HDFS, and OpenStack. As
:Z: a result, the evaluation of log parsers remains constrained to similar environments, thereby limiting the diversity of

109 assessment scenarios.

410 Despite the increasing availability of benchmarks for log parsing, the datasets used for evaluation remain limited in

41 scope. Direct evaluation can only be performed on a small set of benchmarks and systems, highlighting the absence

e of a mature approach for systematically producing such benchmarks. Developing such an approach would be highly

a4 beneficial in practice. In this work, we propose LPB-Gen, a semi-automated process to generate oracle templates that
415 can be used to generate log parsing benchmarks for different datasets.
416
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Existing log parsing studies rely heavily on a small number of publicly available datasets (e.g., LogHub) and
self-constructed benchmarks that lack reproducibility and ground truth. Despite significant progress in parsing
algorithms, there remains no systematic and scalable approach for generating reliable log-parsing benchmarks.
This gap motivates the development of a framework to enable reproducible and human-verified benchmark

generation.

3 LPB-Gen: A systematic approach to building log-parsing benchmarks

In this section, we present our semi-automated process for generating oracle templates for raw log datasets with
extra-large sizes. The main idea of the pipeline is to use log parsers to assist in generating clustering results and
refining the representative logs. The pipeline is composed of six steps: 1) Extracting log content from raw logs, 2)
Generating log samples, 3) Generating initial parsing results with log parsers, 4) Aligning log parsing results, 5) Refining
log templates, and 6) Matching datasets with refined templates. Figure 2 shows the entire pipeline of LPB-Gen’s
semi-automated process. LPB-Gen enables practitioners to produce oracle templates for different datasets based on
their specific requirements. For evaluation, we choose the datasets from Loghub-large to generate the oracle templates

as examples in this paper.

(]

I I Refine log templates

<

Match
datasets
with refined

(=]

templates Refined templates [ ] 1
—> —>
. ° Align log
Preprocess |, ey | S2MPle Log parsing Paring  parging parsing
raw log v —— | generation S tool A result result A results.
> P — » i >
lvee ™ o
| L —)
L — |
) Log contents Sample log Parsing result
Log files N -
combined file
0g parsing Parsing
tool B result B

Fig. 2. A semi-automated process for generating log-parsing benchmarks.

Step 1: Extracting log content from raw logs. As shown in Figure 1, logs from the same dataset usually follow the same
logging format that is defined in the configuration. In this step, we utilize regular expressions to extract the log content
part from log lines. Our semi-automated process generates oracle templates for log contents extracted from log lines. In
the following example, the highlighted text in the box is the log content to be extracted, and it is used as input for log

parsers.

Jul 1 09:01:43 calvisitor-10-105-160-95 kernel[0]: ’PM response took 1990 ms (54, powerd)

Jul 1 09:01:00 |- last message repeated 1 time —‘

Figure 3 shows a running example of the preprocess step with simplified example logs from the Thunderbird dataset.
There exist multiple log formats inside Thunderbird dataset. In the preprocess step, we utilize heuristic rules to find
the corresponding format for log lines. In the running example, the first 3 logs utilize the first log format for preprocess,
and the last 3 logs utilize the second log format for preprocess. Based on the format, the preprocess step will generate a
Manuscript submitted to ACM
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Log

1134598893 src@tbird-sm1 ib_sm.x[24904]: [ib_sm_sweep.c:1455]: No topology change —l
1134600604 src@tbird-sm1 ib_sm.x[24904]: [ib_sm_sweep.c:1831]: *****xxxuxswinsx NEW SWEEP
1134623831 src@tbird-sm1 ib_sm.x[24904]: [ib_sm_discovery.c:470]: Failed to GetNodelnfo() because of NO RESPONSE
1131566461 dn3/dn3 crond(pam_unix)[2907]: session closed for user root

1131566461 dn3/dn3 crond(pam_unix)[2907]: session opened for user root by (uid=(j

1131566461 dn3/dn3 crond[2908]: (root) CMD (run-parts /etc/cron.hourly)

[ Format
‘<Timestamp> <Location> <Component>([<PID>]): [<Source>:<Line>]: <Conten1>‘

Format
<Timestamp> <Location> <Component>([<PID>]): <Content>

Preprocessed Log

le
€

Timestamp Location Component PID Content

1131566461 | dn3/dn3 || crond(pam_unix)
1131566461 | dn3/dn3 || crond(pam_unix)
1131566461 | dn3/dn3 ||crond

session closed for user root
session opened for user root by (uid=0)
(root) CMD (run-parts /etc/cron.hourly)

Preprocessed Log

Timestamp Location  Component PID Source Line Content

1134598893 || src@tbird-sm1 ib_sm.x 24904 || ib_sm_sweep.c
1134600604 | src@tbird-sm1 ib_sm.x 24904 || ib_sm_sweep.c
1134623831 | src@tbird-sm1 ib_sm.x 24904 || ib_sm_discovery.c

No topology change

sk kkrsrkes NEVY SWEEP ****ssssxsxxxxssxnss

Failed to GetNodelnfo() because of NO RESPONSE

Fig. 3. A running example for preprocess step

heuristic regular expression and extract the header information (e.g., Timestamp and Component) and log content with
it. In total, we summarize 4 log formats that can be applied to the Thunderbird datasets.

Prior work, such as LogHub, uses one log format for one dataset to extract header information and log content. This
approach can only work on most existing log datasets, as the logs in these datasets have only one log format exactly.
We also apply one log format for these kinds of datasets. We also conduct a user study to discuss this in Section 4.3.2.

In practice, there exist logs whose content part is omitted. The following logs from Thunderbird are examples that
are without log content. Since logs without content would not provide much useful information, we only use logs with
content to produce benchmarks. If the content of a log line does not exist, we leave out this log line from parsing.

- 1137433662 2006.01.16 dn587 Jan 16 09:47:42 dn587/dn587 ts_fixup:
- 1138295471 2006.01.26 bn446 Jan 26 09:11:11 bn446/bn446 kernel:

Step 2: Generating log samples. As the size of log data increases, the parsing time needed for a parser can increase
significantly [13]. On the other hand, a small number of templates may already cover a large portion of the entire log
data [43]. Therefore, we first sample a decent number of log contents (e.g., 20,000) randomly from the processed datasets
after Step 1. If the number of log contents in a dataset is less than this number, we directly utilize the entire dataset. It is
worth noting that we do not explicitly remove duplicate log lines in our framework, as duplication naturally occurs in
real-world log data and reflects realistic operational workloads. To mitigate the potential impact of overrepresentation
of frequent log templates during sampling, we adopt a stratified sampling strategy. Specifically, the dataset is divided
into n equal segments, and one log line is randomly selected from each segment. This approach ensures that the sampled
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Table 4. Overlapping ratio of log parsers with Drain
AEL Brain IPLoM LenMa PILAR Spell
0.834 0.809 0.825 0.790 0.726  0.758

subset is evenly distributed across the entire dataset, thereby preserving diversity and reducing the likelihood that
localized duplicates dominate the sampled data. As log data exhibits a locally repetitive nature [87], adjacent logs are
likely to have similar contents, and sampling consecutive log lines may lead to fewer diverse templates included in the
log sample. To ensure that the distribution of sampled logs is even among the whole dataset, we first distribute the
entire dataset into n pieces equally (n is the number of log lines in the sample file). Then, we pick one line of logs from

every chunk of log data randomly and align these logs to get a sample of logs.

Step 3: Generating initial parsing results with log parsers. Although automated log parsers cannot produce perfect log
parsing results [97], their results are still valuable and can serve as a starting point to produce the log benchmark data.
Studies show that different log parsers may have different results on different datasets [97]. In order to have more
diverse log parsing results from the automated log parsers as starting points, we select log parsers from both kinds (i.e.,
cluster-based and token-based, as presented in Section 2.1) in our process.

We employ multiple log parsers to assist in the initial generation of parsing results. In this paper, we select Drain [24]
and PILAR [14] for the following reasons.

Representativeness: Drain represents logs using a fixed-depth tree structure and clusters log lines sharing the same
template based on their textual similarities. PILAR, on the other hand, estimates the entropy of each token position
to determine whether a token corresponds to static or dynamic information. Both parsers have demonstrated strong
performance on log parsing tasks, achieving average group accuracies of 0.88 and 0.85 on the Loghub-2k datasets,
respectively [14]. We select these two parsers as representative examples of cluster-based and token-based approaches.

Complementary: We conducted an evaluation of the overlapping ratios among different log parsers to further
validate this selection. Table 4 shows that PILAR exhibits the least overlap with Drain compared to other parser
combinations, with an overlapping ratio of 0.726. This indicates that PILAR and Drain produce the most diverse parsing
results among the parsers we examined, which we believe provides better complementation when reconciling their
outputs to derive oracle templates.

Framework Flexibility: We acknowledge that practitioners may wish to incorporate additional parsers or substitute
different ones based on their specific needs. Our framework is built with extensibility and modular design in mind, and
can be readily adapted to support additional or alternative parser combinations.

Each parser generates two output files following the same format. 1) An event file contains the original logs and
log templates, where each row in the event file consists of a log content and its corresponding log template. 2) A
template file contains all log templates and their occurrences, where each row in the template file consists of a unique
log template and the number of log lines that belong to this template. We leverage the output of the automated log

parsers to assist in generating the oracle templates.

Step 4: Aligning log parsing results. It is impractical to define templates manually for all logs in a dataset, as the size
of log data is usually too large. Therefore, prior research like Loghub-large clusters similar logs together and selects
representative logs from the clusters for defining templates manually [96]. The clustering strategy of Loghub-large
is based on top-k frequent tokens, which may lead to noisy data in the cluster. The noisy data can further produce
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Drain Original log PILAR

Cluster 1 warning for tree A1 wire, suppressing further interrupts of same type | g Gl

<_|— warning for tree C1 wire, suppressing further interrupts of same type
Cluster 2 . . . ) = —>» Cluster2
¢ warning for torus z+ wire, suppressing further interrupts of same type|

—[rts bad message header: softheader=00000002 00000001 00000000 0000000}

—> Cluster3

Cluster 3
_[rts: bad message header: softheader=00000000 7ffffc40 00000000 00000000

. Select intersection clusters
Aligned cluster

Cluster 1
Cluster 1 N Cluster 1 Aligned result
(Drain) (PILAR)
Cluster 2 warning for tree A1 wire, suppressing further interrupts of same type
Cluster 1 N Cluster 2 -
(Drain) (PILAR) warning for tree C1 wire, suppressing further interrupts of same type
Cluster ZCIUFT" 3Cluster 3 —| warning for torus z+ wire, suppressing further interrupts of same type |
(Drain) (ERER) } |__| tts: bad message header: softheader=00000002 00000001 00000000 00000000]
Cluster 4
Cluster 3 N Cluster 3 _| rts: bad message header: softheader=00000000 7ffffc40 00000000 00000000 |
(Drain) (PILAR)

Fig. 4. A running example for our aligned strategy

misleading information for practitioners, which can increase labeling effort and complexity. To overcome this, we
combine parsing results from two log parsers, aligning their results to identify the minimal overlap between clusters.
This alignment allows for a more precise clustering, filtering out noise and improving the overall quality of clustering
logs having the same template.

Our aligned strategy utilizes the clustering result produced by the two log parsers to generate a more precise
clustering result, which will be used to extract representative logs. To avoid a cluster containing logs from different
templates, we select the intersection of clusters from multiple log parsers as a minimum cluster. In other words, we
choose the clusters that are agreed upon by different log parsers. The reason that we choose the intersection of the
clusters is that though one single parser can have mistakes in clustering results, we can mitigate these mistakes by
cross-referencing clustering results with another parser. The logs in the intersect clusters are considered to have the
same log template by all of the log parsers. Though logs with the same template may sometimes be split into different
clusters when using the intersect, the minimum cluster aims to enhance the similarity within each cluster and minimize
noise. This approach enables LPB-Gen to produce clean and more consistent log clusters for practitioners to start
working on, improving the overall accuracy of the labeling step. We would like to note that, due to the choice of using
intersects between log parsers for alignment, this step may generate repetitive templates. These repetitive templates
will be removed in the next step of our process (refining step).

Figure 4 illustrates a running example of our alignment strategy. The running example illustrates how the aligned
file is generated based on the differing clustering results from Drain and PILAR. The clusters on the left represent the
results from Drain, while those on the right correspond to PILAR. For the four log lines shown, the two parsers differ in
how they group the last log line: Drain places the last two logs in the same cluster, whereas PILAR separates them into
two distinct clusters. We take the intersection of clusters produced by multiple log parsers as the minimum cluster. As
Manuscript submitted to ACM
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LPB-Gen: Systematic Large Log-Parsing Benchmarks Generation 13

shown in figure 4, the aligned cluster represents this minimum cluster, which is used for representative log extraction.
A representative log is then randomly selected from each cluster for the manual refinement process.

The aligned file consists of the following information: 1) different log templates generated from different log parsers
(Drain and PILAR in our case of evaluation, while other parsers can be included without changing our process), and 2)
the log lines. Each row in the aligned file includes one line of the log, which is randomly selected from the intersection
clusters and its corresponding templates from the automated parsers (Drain and PILAR). Noted that we sample one log
line per cluster by default to minimize the labeling effort for practitioners. Our pipeline also enables one to choose to

sample multiple log lines per cluster to capture greater variability and further enhance the template refining accuracy.
p p g p p g Yy p g y

Step 5: Refining log templates. LPB-Gen adopts a two-step approach to refining templates, namely: 1) manual refining
and 2) automatic refining. In the first part, we refine the templates for representative logs manually. In the second part,
an automated approach is utilized to remove duplicated templates and re-sort the sequence of log templates.

Manual refining log templates: Based on the aligned file that is generated in the prior step, we perform a manual
refining process to derive oracle templates based on sampled log lines. For each row in the aligned file, we leverage the
parsing results as references to assist in defining the template of the representative log. Specifically, we preserve the
static parts of the log line and replace dynamic parts with a wildcard (i.e., <*>). By labeling directly on a log line, we
ensure that errors caused by human factors (e.g., typos) are minimized. The template extracted from the representative
log is treated as the template for the logs in the cluster.

Although log templates are aligned with corresponding log lines, the parsing result serves as a reference for
practitioners during the manual refining process. A major reason that templates generated by log parsers cannot
be leveraged directly is because of wrong tokenization. Furthermore, log parsers may fail to derive meaningful or
informative templates from broken logs and special logs. We discuss these special cases that we encountered during the
manual refining process as follows.

Wrong tokenization: In practice, developers usually include symbols in logging (e.g., =, &), such as placeholders

like user = $username$, for easier tracking and debugging system activities. However, most log parsers only rely on
white spaces for tokenization, which can result in valuable information being overlooked in parsed templates. In the
former example, the placeholder text is treated as a single token, and the log parser identifies the tokens as a whole
variable (<*>) rather than recognizing the individual static text with a corresponding dynamic variable (user=<*>).
Improper handling of cases like the separation of meaningful variables and overlooking symbols will potentially impair
the accuracy of log parsing and the effectiveness of log analysis. To address this issue, we compare each log template
generated by log parsers with its corresponding raw logs and repair the log templates generated by log parsers.

Broken logs and special logs: In some datasets, there exist some special logs with non-informative or incomplete

information. We observe logs that only contain dynamic information in their content parts, and some logs contain special
cases that do not provide meaningful information for parsing. Meanwhile, some logs contain incomplete information
in their content parts because there exist some bugs when the logs are generated by their logging statements. The
following logs from the Thunderbird dataset are examples of broken logs and logs with only dynamic information.

- 1148652114 2006.05.26 an827 May 26 07:01:54 an827/an827 kernel: <lump iobuf at 00000101331d0780 :
- 1148590109 2006.05.25 bn74 May 25 13:48:29 bn74/bn74 00000101b9ab9e88 46 351a0bcdb5 ffffff000000007a

For this kind of log, we remove them from the datasets and put them into a special log file to ensure that irrelevant

or non-informative logs are excluded from the parsing process.
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Once the manual refining is completed, we conduct a verification process to verify that each template can successfully
match with its original corresponding logs. If any unmatched case is detected, the mismatching templates and corre-
sponding log lines are prompted to practitioners to fix. The manual refining is marked completed until no mismatching
case is observed, ensuring that all templates are valid and error-free.

Automatic refining log templates: After refining the templates manually, many repeated templates may exist
inside the refined file. There may also exist templates that are contained by other templates, this can lead to an overmatch
problem. For example, there are template A (read block: <*> locally) and template B (read block <*>) and we can find
that logs can be matched by template A (Logs_A) can also be matched by template B (Logs_B). If we place template
B ahead of template A when generating log benchmark data, both Logs_A and Logs_B will be matched by template
B, and there will not be any logs of template A. Such a case is known as an overmatch in the log parsing process. In
the automatic refining step, we eliminate the repeated templates and sort the log templates automatically. We put the

position of template B after template A to make sure template A can be used in the dataset matching process.

Step 6: Matching datasets with refined templates. After obtaining the refined templates of the sample logs, we utilize the
refined templates to match all log contents that are unmatched in the prior iteration. It needs to be mentioned that in
the first iteration, the unmatched log contents are the whole dataset since none of the logs were matched before. Then,
we output the log contents that are not matched by templates into a file. The unmatched file is treated as the log file in
step 2, and we repeat the iteration until all logs in the target dataset can be matched with corresponding templates. This
iterative process ensures both comprehensive coverage and efficient log labeling, as log templates generated from small
log samples tend to match most logs within the first few iterations [43]. We aggregate templates from all iterations into
one template file and conduct the automatically refined step to get an oracle template file for the whole dataset. Then

we can utilize this oracle template file to match the whole dataset and produce the log parsing results as benchmarks.

4 Evaluation

In this section, we conduct comprehensive user studies to evaluate the correctness of the log benchmark data that is

produced by LPB-Gen, as well as the efficiency and reproducibility of LPB-Gen.

4.1 User study on the correctness of benchmark data

The oracle templates in existing log parsing benchmarks (e.g., Loghub) are usually treated as ground truth and widely
adopted in prior research in evaluating the performance and accuracy of log parsers. Due to the difficulties in analyzing
source code to gain the ground truth of these datasets (e.g., unknown version of software, external libraries), we
cannot exactly know which benchmark is more accurate for evaluation. The correctness of oracle templates in these
benchmarks also raised doubts among recent research [34]. Moreover, practitioners may have different preferences
regarding what should be considered static or dynamic information. To address these challenges, we introduce human
feedback to verify the reliability of the benchmarks in this study.

High quality log parsing should meet the following two goals: 1) the ability to group logs from the same template
together, and 2) the ability to correctly separate static and dynamic information. Therefore, benchmark data for log
parsing should also serve the same goals. To assess the correctness of the produced log benchmark data by LPB-Gen,
we evaluate the benchmark data correspondingly in two steps, each targeting one goal of the log parsing.

User study setups. We invite 20 participants in this user study. All participants have software engineering back-
grounds and hold either a Master’s or a Ph.D. degree in software engineering or related fields. When crafting questions
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for the user studies, we ensure that each question is answered by at least two participants to enhance the reliability of
the feedback and ensure a more robust evaluation of our results. Furthermore, we conceal the key information (e.g.,

which benchmark this template is from) and randomly shuffle the order of options to prevent any biased preferences.

4.1.1 The ability to group logs from the same template together. In this part, we assess the ability of LPB-Gen to group
logs from the same template together. Intuitively, we do not have the capacity to have participants in our user study to
manually verify all log benchmark data. More importantly, with only log lines and their templates, participants often
do not have enough context to determine whether the results are fully correct. This factor directly affects the reliability
of evaluations based on GA and FGA, which are the two most widely used metrics for assessing log parsers. Therefore,
we design two sub-studies to strategically evaluate our benchmark data.

Different grouping results between LPB-Gen and Loghub. Our first strategy targets the different grouping
results between LPB-Gen and Loghub. There exists a considerable amount of grouping results between the two datasets
that are exactly the same. Although having the same results does not guarantee that the results are correct, we opt to
strategically not leverage human participants on these results. Instead, we focus on the logs that are grouped differently
in the two benchmarks.

In particular, we first put log lines with the same template into the same group based on the template files provided
by LPB-Gen and Loghub separately. Then, we compare the groups generated by our templates and Loghub’s templates.
We do not study logs in groups from the two benchmarks where there exist no overlaps (meaning that the two groups
are indeed different), nor exactly the same (meaning that the clustering results are identical). If the groups from the two
benchmarks have overlaps but are not identical, we take the logs that exist in one group from one benchmark but not
the group in the other benchmark as the log line to study. In order to evaluate whether the log line should be grouped
with either of the groups, we randomly select another log line from the group and simply ask the participant whether
the two log lines belong to the same group.

Figure 5 shows an illustrative example of how we choose logs to be evaluated by the participants. Template A and
Template B are from LPB-Gen where log lines 1 and 3 are grouped together with Template A, while log line 2 is with
Template B. On the other hand, Loghub only has one template, i.e., Template X, with all three log lines grouped together.
Therefore, log line 2 is selected in the user study. Since log lines 1 and 3 are in the same group of Loghub but not in the
same group of LPB-Gen, we randomly select one line, e.g., log line 1, and ask the participant whether log line 1 and log
line 2 belong to the same group. For this particular example, if the participant chooses ‘yes’, it means that the grouping
results on these log lines from Loghub are more accurate, and vice versa. We would like to emphasize that we design
our user study as easily as possible for the participants to avoid the need to learn much contextual information about
the logs. In this particular case, from the participants’ point of view, all they need to determine is whether two log lines
belong to the same group.

In our survey, we provide the two log lines to participants and ask them the following question: In this part of the
user study, we show the log content from two different log lines: log 0 and log 1. You need to decide whether the two
log lines belong to the same group and share the same log template.

Log lines that are more likely to be mis-grouped. Our second strategy targets the log lines that are more likely
to be mis-grouped. In particular, there may exist log lines from different templates, but with similar textual content;
while there may also exist log lines from the same template, but with dissimilar textual content. Therefore, based on
the data from LPB-Gen, we aim to select log lines from different templates that are most similar to each other, as well
as the log lines from the same templates that are the most different from each other. Due to the huge size of data in
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LPB-Gen Loghub

Get block: block_<*> Line 1: Get block: block_1

Template A Line 2: Get block: block ID missing Get block: <*>
s
Get block: block ID missing Line 3: Get block: block 2 Template X
Template B

Fig. 5. Example to set up survey questions based on clustering result different from Loghub

the benchmarks, we cannot compare all the possible pairs of log lines. Instead, for each dataset, we select the top
10 most similar templates based on Levenshtein distance. Levenshtein distance measures the minimum number of
single-character edits required to transform one string into another [37]. It has been widely adopted in previous research
to assess text-based similarity [7, 15]. The reason for selecting similar templates is that logs with these templates tend
to have similar structures. Then, we calculate the similarity based on Levenshtein distance for each log inside the same
group and the similarity of each log from different groups. We select the top five most dissimilar pairs of log lines
from the same group and the top 10 most similar pairs of log lines from different groups. These selected pairs of log
lines exhibit either high inner-group heterogeneity or high inter-group homogeneity, both of which indicate potential

misclassification within the groups.

Line 1: Read user ancdef from link card J Line 4: Read user abcdef from node cardJ
Read user <*> from link card {Line 2: Read user 123456 from link cardJ Read user <*> from node card Line 5: Read user 123456 from node card}
Template A . . Template B .
Line 3: Read user 234567 from link card Line 6: Read user bedefg from node card

Fig. 6. Example to set survey questions based on calculating Levenshtein based similarity

Figure 6 shows an example of how we choose similar and dissimilar logs. Template A and Template B are similar
log templates. For example, line 1 and line 2 are dissimilar logs from template A, and line 2 and line 4 are similar logs
from different templates. We provide dissimilar and similar pairs of logs to user study participants and let them decide
whether the two log lines belong to the same group. We count the number of questions on which the decision given by
the participants is the same as our benchmark data. Similar to the first strategy, the participants only need to answer
‘yes’ or ‘no’ for each question.

In our survey, we provide the two log lines to participants and ask them the following question: In this part of the
user study, we show the log content from two different log lines: log 0 and log 1. You need to decide whether the two

log lines belong to the same group and share the same log template.

4.1.2  The ability to correctly separate static and dynamic information. In this part, we present how we design user
studies to assess the ability of LPB-Gen to correctly separate static and dynamic information. In order to evaluate the
separation of static and dynamic information while minimizing the influence of the grouping of logs, we would like

to conduct this evaluation on the logs that are more likely to be grouped correctly. In other words, if logs are already
Manuscript submitted to ACM
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grouped together correctly, it determines whether the separation of static and dynamic information is correct. This
factor directly affects the reliability of evaluations based on PA and FPA, which are the two most widely used metrics
for assessing log parsers.

In the last part, when we evaluate LPB-Gen’s ability to group logs from the same template together, we identify
groups of logs where LPB-Gen and Loghub have exactly the same log lines (cf. Section 4.1.1). Since these groups of
logs are more likely to be grouped correctly, we leverage this data to evaluate the separation of static and dynamic
information. Intuitively, we compare the templates that are generated by the group of the same logs from LPB-Gen and
Loghub. If the templates are different, the templates and one randomly selected log line will be selected for the user

study.

Template A Log Template B

Resource information: <memory:<*>, vCores:<*>> H Resource information: <memory:1024, vCores: 1> H Resource information: <*>

Fig. 7. Example to set survey questions based on different identification of dynamic information in templates

Figure 7 is an example of the user study in this section. We first randomly select a log from the group and provide
the templates from LPB-Gen and Loghub that are different. The participants decide which of the two templates can
better describe the log and can extract the dynamic information in a more accurate way. We realize that both results
may be wrong. Therefore, we also provide the ‘Both of the templates are wrong’ option for the participants.

In our survey, we provide two log templates and a log to participants and ask them the following questions: The
templates in this part of the user study can match the same logs from the dataset. In this part, we provide original log
content and its corresponding template 0 and template 1. You need to choose a template that can better describe the
original log content. If you think both of the templates are not accurate, you can also choose ‘Both of the templates are

wrong’ option.

4.1.3  Result of the user studies. Figure 8 shows the overview results of the user studies.

Loghub LPB-Gen Disagree Agree Loghub Both not good " LPB-Gen
15 15 15
» \. »
Lo Lio B0
@ 7] @
] [} o
- [~ -
5 5 5
0 0 0
0 5 10 15 20 25 30 35 40 0 10 20 30 40 50 60 70 0 5 10 15 20 25 30 35
Count Count Count

(a) Study based on different grouping re-(b) Study based on logs that are more likely (c) Study for ability to correctly separate
sults to be mis-grouped static and dynamic information

Fig. 8. Results of the user studies

The ability to group logs from the same template together. Figure 8a shows the result of the user study on the

grouping of logs compared with Loghub. There are 39 cases in this part of the user study for each participant to finish.
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For all the participants, LPB-Gen can achieve a higher agreement with the decision given by the participants. The
agreement of LPB-Gen and participants’ decision ranges from 64.1% (25 out of 39) to 92.3% (36 out of 39). LPB-Gen’s
results agree with participants in 80.9% of the cases on average. The results demonstrate that the ground truth generated
by LPB-Gen achieves higher accuracy in grouping logs from the same template than Loghub, thereby enabling more
precise measurement of GA and FGA for log parsers.

Figure 8b shows the result of the user study on the log lines that are more likely to be mis-grouped. There are 39
questions in this part of the user study for each participant to finish. For all the participants, the agreement of LPB-Gen
and participants’ decisions is higher than 85%. The agreement of LPB-Gen and participants’ decision ranges from 88%
(66 out of 75) to 98.7% (74 out of 75). Five participants have the highest agreement (98.7%) with LPB-Gen. The average
agreement of this part of the survey is 95.1% (71.3 out of 75). In total, 18 out of 20 participants can achieve an agreement
higher than 90%. The results demonstrate that the ground truth generated by LPB-Gen achieves an accurate result in
grouping logs that are more likely to be mis-grouped, ensuring a precise measurement of GA and FGA for log parsers.
The ability to correctly separate static and dynamic information. Figure 8c shows the result of the user study on
the ability to correctly separate static and dynamic information. There are 34 questions in this part of the user study for
each participant to finish. All the participants find that the templates from LPB-Gen are better in more than half of
the cases. The worst result appears in the study conducted by user #15. In total, the user considers templates from our
benchmark accurate in 54.3% (19 out of 34) of the cases. In 23.5% (8 out of 34) of the cases, the user considers that both
of the templates from LPB-Gen and Loghub are not a good choice for the corresponding log line. On average, the users
consider that the templates from LPB-Gen are more accurate in 78.7% of the cases. The results show that the ground
truth generated by LPB-Gen achieves higher accuracy in distinguishing static and dynamic information compared to

Loghub. This ensures a more precise evaluation of PA and FPA.

The user study confirms that LPB-Gen produces benchmark templates that closely match human judgment and
outperform existing LogHub data in both grouping accuracy and the separation of static versus dynamic log

content. These results demonstrate that LPB-Gen provides a more reliable and precise ground truth for evaluating

log-parsing performance.

4.2 User study on the process of LPB-Gen

In the previous subsection, we conducted user studies demonstrating that LPB-Gen can generate high-quality oracle
templates, enabling practitioners to construct customized log parsing benchmarks. However, the efficiency of this process
and the amount of effort required to construct a benchmark remain unclear. A process that demands excessive time or
manual intervention could limit its practical applicability. Moreover, since LPB-Gen includes a manual refinement step,
the interpretation of templates may vary across practitioners with different levels of expertise, potentially introducing
inconsistencies into the generated benchmarks and affecting subsequent log parsing and analysis tasks. We also examine
whether varying the sample size influences the outcomes and workflow of our semi-automated process.

Therefore, in this section, we conduct a user study to evaluate the efficiency and consistency of LPB-Gen, investigate
potential inconsistencies in the oracle templates produced by different practitioners, and analyze the effect of varying
sample sizes. Specifically, we perform a replication study to verify that participants with different experience levels
can efficiently use LPB-Gen to generate accurate benchmark data. We further summarize the factors that may lead to
inconsistencies to help practitioners produce more reliable results and conduct an additional sensitivity analysis with a
single participant to provide guidance on selecting appropriate sample sizes.
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User study setups. We invite participants in the software engineering domain to reproduce the oracle template
generation process using LPB-Gen. Since users’ experience on logging and log analysis may impact the ease of adoption
and results of following LPB-Gen, we invite two participants who have different experiences in logging and log analysis.
Specifically, the experienced participant had extensive prior hands-on experience and background knowledge in log
analysis and log parsing before this study, while the inexperienced participant only acquired the necessary background
knowledge during the user study itself. Our semi-automated process is designed to minimize human errors, ensuring
that the benchmark data stem from individual preference in interpreting log structure and deciding how logs should be
parsed, rather than from mistakes. We intentionally selected participants with different experience levels to evaluate
whether LPB-Gen can produce consistent benchmark data regardless of users’ prior expertise. These results prove
that our framework can reduce human subjectivity and support reproducible benchmark generation across varying
practitioner backgrounds.

In addition, since this user study is rather extensive in its workload (essentially, each participant needs to reproduce
log parsing benchmarks), we cannot let the participants reproduce all the log parsing data. Instead, we choose three
representative log datasets (i.e., Apache, BGL, Hadoop) based on their different sizes (i.e., small, medium, and large) to
represent the real-world scenarios of constructing log parsing benchmarks. As LPB-Gen operates as a semi-automated
process, we track the elapsed time for both the manual refining process and the automated steps for all participants.
The evaluation results on the selected logs shall provide references for practitioners to estimate the time and effort
required to construct dedicated benchmarks on their specific dataset by size and complexity.

To examine the inconsistencies observed during the template refining process by different practitioners, we use
the generated benchmark by the authors (as demonstrated in Table 8) as a baseline. Each new participant’s generated
benchmark is then compared against this baseline to identify differences. We follow the same approach as Section 3
to locate logs that are matched by different templates from different benchmarks. We then choose a log line for each
unique pair of templates for further investigation. Next, the authors of this paper employ a manual labeling process
to identify and categorize the differences, with each author independently conducting the labeling process. After the
labeling process, the authors gather to discuss the observed differences, ensuring consistency in categorization and
refining the categories based on their observations and insights. The labeling process is repeated until the results
converge and all authors reach a consensus. This iterative process helps to categorize and summarize the observed
discrepancies into a unified set of inconsistency factors, which is presented in Section 4.2.3.

To examine the impact of varying sample sizes on the results and workflow of our semi-automated process, we
invited one participant with expertise in software engineering to reproduce the oracle template generation process
using LPB-Gen with different sample sizes (5,000, 20,000, and 50,000). We selected three representative log datasets
(Apache, BGL, and Spark) for this sensitivity analysis. During the experiment, we recorded the total time required to
complete the generation process and calculated the group consistency and parsing consistency between the generated

benchmark data and our ground truth.

4.2.1 Efficiency of the replication test. Table 5 shows the total amount of time that participants take to reproduce the
benchmarks. The results demonstrate that both participants are able to independently reproduce log parsing benchmarks
with a manageable effort (2 to 4 iterations), regardless of the size of logs and their experience level. We also observe
that while the experience level does significantly impact the manual refining time on small datasets, the experienced
participant tends to complete the manual refining process more quickly than the less experienced participant when
handling larger datasets. While experience could be an impactful factor, our observation shows that both participants
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Table 5. The efficiency and consistency evaluation of replication user study.

Dataset Experiment Details Efficiency Metrics Consistency Metrics
Logs Size Participant #Iterations Manual refining Automated process  Group consistency Parsing consistency
time (HH:MM:SS) time (HH:MM:SS)
Inexperienced 2 00:08:24 00:00:05 1.00 0.87
Apache 490 MB (small)  Experienced 2 00:08:18 00:00:03 1.00 0.87
Inexperienced 2 01:51:20 00:02:29 0.96 0.77
BGL 70876 MB (medium)  Experienced 3 01:21:49 00:01:01 0.97 0.79
Inexperienced 4 01:20:29 00:10:40 0.91 0.71
Spark 275 GB (large)  Experienced 3 01:08:22 00:04:29 0.89 0.57

of different experience levels can still efficiently complete the benchmarking process within a reasonable time frame
(less than 2 hours). Such results underscore the efficiency and adaptability of LPB-Gen, showing that it can be used by
practitioners with different expertise and across logs of various scales, making it suitable for real-world benchmarking
scenarios.

Specifically, we observe that log size is not a deterministic factor that impacts the total efforts in benchmarking. As
shown Table 5, the medium-sized dataset (i.e., BGL) takes both participants more time and iterations to complete as
compared to a much larger dataset (i.e., Spark). The underlying rationale behind this observation is that although BGL
is smaller than Spark in size, the logs in the BGL dataset are more diverse and complex than the Spark dataset, leading
to a larger amount of unique templates to be examined. Furthermore, the complex and lengthy logs consume extra time
and effort in the manual refining process for both participants. Practitioners may leverage our evaluation results as
references to estimate the time and effort of a benchmarking process according to the size and characteristics of their

specific log dataset.

4.2.2 Consistency of the replication test. To evaluate the consistency of the replication test, based on the group accuracy
and parsing accuracy as introduced in Sections 2.2, we propose two metrics: 1) group consistency and 2) parsing
consistency.

Group consistency measures whether the grouping result generated with LPB-Gen by different practitioners is
consistent. Parsing consistency measures whether the identification of dynamic information and static information
with LPB-Gen by practitioners is exactly the same. We calculate group consistency based on the group accuracy that is
defined in prior research [97] between each participant’s benchmark and the baseline. Similarly, parsing consistency is
calculated based on the portion of different templates between each participant’s benchmark and the baseline.

The consistency evaluation results are shown in Table 5. Specifically, we observe that benchmarks produced by the
two new participants demonstrate a generally high group consistency with the original benchmark that is produced
by the authors, with values ranging from 0.89 to 1.00. The high group consistency demonstrates that LPB-Gen can
effectively produce consistent and reliable grouping results.

On the other hand, we observe variations within the parsing consistency (ranging from 0.57 to 0.87) shown in Table 5.
Such a variation indicates that although LPB-Gen can produce convincing grouping results, practitioners have their
personal perspective in deriving templates from a group of similar logs, which can be subjective. The reason for the
varying parsing consistency is that this type of consistency needs participants to achieve exactly the same common
sense at the character level, while such decisions are often personal preferences. For example, sometimes the only
difference between two templates is merely a white space. It is also needed to mention that the inconsistency part leads
to group inconsistency, which also leads to parsing inconsistency. The inconsistency part leads to parsing inconsistency,

which may not lead to group inconsistency. For example, when we set up the user study for the ability to correctly
Manuscript submitted to ACM
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separate static and dynamic information, all the cases have the same clustering result but have different templates. In

Section 4.2.3, we further discuss the reasons that lead to the inconsistent results of the replication test.

4.2.3  Factors leading to inconsistent log templates. In this part, we summarize the seven main factors leading to the
inconsistency in the replication of the benchmarking. We start by aggregating the log templates curated by various
participants and identifying those with differing content across their annotations. Each participant then independently
reviews these differences and compiles a list of factors contributing to the inconsistencies. Subsequently, all participants
meet to discuss their findings and collaboratively establish a standardized set of inconsistency factors. Following this,
participants revisit the inconsistencies, apply labels based on the agreed-upon standard, and discuss any remaining
discrepancies in their labeling. This iterative process continues until a consensus is achieved among all participants,
ensuring both consistency and comprehensive coverage during the labeling process. We would like to note that we call
these “inconsistencies” since for most of these factors (except for the human-made mistake), there is no clear distinction
of right or wrong on the parsing results, but rather personal preferences. The summarized inconsistency factors serve
as a reference, enabling practitioners to develop their labeling standards based on these factors to ensure consistency
when curating templates tailored to their specific log datasets.

Human-made mistake refers to the inconsistencies between templates caused by human mistakes during manual
refining. This factor is usually inevitable in manual processes. The following example showcases inconsistencies of this
type, with three lines representing the original log content, the template defined by the participant, and the template
from the baseline, respectively. In this example, the log line is accidentally omitted by the participant during the manual

labeling process, rendering dynamic information such as status and exitCode unlabeled.

(1) Original: Final app status: FAILED, exitCode: 1, (reason: User application exited with status 1
(2) Participant: Final app status: FAILED, exitCode: 1, (reason: User application exited with status 1)
(3) Baseline: Final app status: <>, exitCode: <*>, (reason: User application exited with status <*>)

Option refers to one category of information that has a limited number of options. In the following example, the
log content in the first two lines differs in terms of bytes and values, which is likely one of the only few options
for describing the data storage method in this context. Such a difference can be seen as dynamic if viewed as varying
components that change along the text or can be considered static if they represent fixed options of categories in the

template. The distinction is subjective and depends on how individuals interpret logs.

1) Original: Block broadcast_4_piece247 stored as bytes in memory (estimated size 4.0 MB, free 3.0 GB)
2) Original: Block broadcast_4_piece247 stored as values in memory (estimated size 4.0 MB, free 3.0 GB)

(

(

(3) Participant: Block <*> stored as bytes in memory (estimated size <*>, free <*>)
(4) Participant: Block <*> stored as values in memory (estimated size <*>, free <*>)
(

5) Baseline: Block <*> stored as <*> in memory (estimated size <*>, free <x>)

Long variable indicates a long token typically composed of multiple subtokens connected by symbols, often
displaying a distinct pattern. Practitioners may have different perspectives on whether to treat each subtoken individually
or consider the entire long token as a single dynamic variable. As shown in the following example, the inconsistency
arises from whether 13901 should be separated from the long variable core.13901.

(1) Original: ciod: for node 77, incomplete data written to core file core.13901

(2) Participant: ciod: for node <*>, incomplete data written to core file core.<x>
(3) Baseline: ciod: for node <x>, incomplete data written to core file <x>
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Multi-dynamic factor refers to a group of consecutive tokens that can be grouped together to represent one dynamic
information entity. In the following example, for consecutive tokens like 1044.8 MB, practitioners may opt for different
levels of granularity of templates, deciding whether to treat these tokens separately or aggregate them into a single

token.

(1) Original: Finished task 2.0 in stage 3.0 (TID 12). Result is larger than maxResultSize (1044.8 MB > 1024.0 MB), dropping
it.
(2) Participant: Finished task <*> in stage <#> (TID <*>). Result is larger than maxResultSize (<*> MB > <x> MB), dropping
it.
(3) Baseline: Finished task <*> in stage <*> (TID <*>). Result is larger than maxResultSize (<*> > <x>), dropping it.
Parameter refers to scenarios in which practitioners disagree on whether a parameter-like token is a static text or
dynamic variable. The file path (/usr/sbin/suexec) in the following example can be interpreted as a dynamic variable

that is printed at runtime or the static text that developers placed in logging statements for traceability concerns.

(1) Original: SUEXEC mechanism enabled (wrapper: /usr/sbin/suexec)
(2) Participant: SUEXEC mechanism enabled (wrapper: /usr/sbin/suexec)
(3) Baseline: SUEXEC mechanism enabled (wrapper: <*>)

Debug information refers to context that is related to debug information, like exception type and its corresponding
description. In the following example, the participant perceives the exception class information java.io.IOException
as static text to explain the causes of the connection closure failure. In the baseline, however, the exception class

information is treated as dynamic information.

(1) Original: Ignored failure: java.io.IOException: Connection from mesos-master-1/10.10.34.11:34641 closed
(2) Participant: Ignored failure: java.io.IOException: Connection from <*> closed
(3) Baseline: Ignored failure: <*>: Connection from <x> closed

Punctuation inconsistency refers to cases where punctuation in log lines cannot be determined to be part of dynamic
variables or static text. In the following example, whether the single quote character ’ is embedded in the static text or

printed from a dynamic object at runtime raises inconsistencies among participants.

(1) Original: Successfully started service ’org.apache.spark.network.netty.NettyBlockTransferService’ on port 34607.
(2) Participant: Successfully started service ’<*>’ on port <x>.
(3) Baseline: Successfully started service <*> on port <*>.

4.2.4  Proportion of different inconsistency factors. We present the statistics of the inconsistency factors that are
observed during the replication user study, as shown in Figure 9. First, the number of inconsistencies is proportional to
the size of the logs, meaning an increasing number of inconsistencies are likely to occur when refining larger-sized
datasets. Additionally, we observe that the benchmark produced by the experienced participant tends to contain fewer
inconsistencies compared to those generated by the inexperienced participant. Although LPB-Gen is accessible to
practitioners with varying levels of experience, we recommend that experienced practitioners collaborate on the
benchmarking process when handling large and complex logs to minimize inconsistencies in the final benchmarks.
We observe that parameter-related discrepancies account for a significant proportion of the inconsistencies in most
of the studied cases. As developers sometimes embed parameter values inside static text when they write logging
statements, distinguishing between static or dynamic information based solely on logs can be highly subjective and
challenging. Even during an offline discussion after the user study, neither the authors nor the participants can
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Table 6. Impact of efficiency with different sample sizes

Dataset Efficiency Metrics
Logs Sample Size Manual refining Automated process
time (HH:MM:SS) time (HH:MM:SS)

5,000 00:04:44 00:00:03
Apache 20,000 00:04:49 00:00:04
50,000 00:04:44 00:00:01
5,000 01:10:17 00:00:38
BGL 20,000 01:11:22 00:00:53
50,000 01:12:48 00:01:01
5,000 00:45:21 00:06:27

Spark 20,000 00:51:16 00:06:51
50,000 00:56:05 00:08:01

reach a consensus on the proper affiliation of the parameters. Multi-dynamic inconsistent factors are also commonly
observed across the studied cases. Specifically, practitioners may opt for different levels of granularity when refining
logs, particularly when determining whether consecutive parameters should be merged. This flexibility is subject to
practitioners’ preferences and judgments, as it involves a tradeoff between the informativeness of the oracle template
and its overall conciseness.

We also observe types of consistencies that mostly occur in certain datasets. For example, Debug and Option factors
majorly occur when comparing benchmarks that are based on Spark and BGL datasets. The occurrences of such factors
are highly dependent on the nature of the target dataset. The BGL dataset comprises system logs that are collected
from a BlueGene/L supercomputer. Such logs usually include system-specific parameters such as cache levels (e.g., L1,
L3) that can be interpreted by participants as static content, thus leading to the Option typed inconsistency. On the
other hand, the Spark dataset contains application logs produced by the Apache Spark system. Due to the nature of the
specific system, the corresponding dataset comprises more debug information (e.g., system runtime exception) in the

log data, leading to an increasing number of debug information related inconsistencies observed in this user study.

Inconsistency Factor M Punctuation Debug M Parameter Multi-dynamic M Long Variable Option M Human-made mistake
Apache BGL Spark

bl ey 2
Inexperienced gL g 27.0% g q 40.3% 8
. = = =R °
R " .“5'“"" . 2 I"’"”‘ -I I 3"‘4""- # \
32 R
0 2 4 50

6 0

Participant

%L
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Fig. 9. The proportion of inconsistency factors that are observed in the replication user study.

4.25 Impact of varying sample sizes. We present the time required to generate oracle templates with different sample
sizes. Table 6 summarizes the recorded time for completing the oracle template generation process under each sample
size setting.

The results show that varying the sample size has only a limited impact on the efficiency of our semi-automated
process. For the Apache and BGL datasets, the difference in processing time remains minimal (within approximately
two minutes). The largest variation occurs in the Spark dataset, where the difference between sample sizes is around
five minutes.
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Table 7. Group and parsing consistency of benchmark data with different sample sizes

Dataset Sample size Group consistency Parsing consistency

Apache 5,000 10 1.0
50,000 10 10

BGL 5,000 0.991 0.946
50,000 0.966 0.955

Spark 5,000 0.999 0.905
50,000 10 0.926

We also calculate the group consistency and parsing consistency of the generated benchmark data. The benchmark
data with a sample size of 20,000 is used as the baseline, as it serves as the default setting in this paper. We then compute
the group consistency and parsing consistency between this baseline and the benchmark data obtained with sample
sizes of 5,000 and 50,000. Table 7 presents the group consistency and parsing consistency results across the three
datasets.

The results indicate that varying the sample size has only a limited impact on the benchmarking outcomes. Across all
datasets, the group consistency remains high (above 0.95). In three out of six cases, the group consistency reaches 1.0,
indicating that the clustering results are completely identical across benchmarks generated with different sample sizes.
The parsing consistency also remains high (above 0.9) across all datasets, indicating that practitioners’ preferences for
identifying dynamic and static information are consistent under different sample sizes.

The results indicate that varying the sample size has only a limited impact on the benchmark data. Therefore,

practitioners using LPB-Gen can flexibly choose their preferred sample size without significantly affecting the outcomes.

Our replication study demonstrates that the LPB-Gen methodology allows for efficient and consistent benchmark
generation across practitioners of all expertise levels. Both inexperienced and experienced participants completed
the process in under 2 hours, achieving high group consistency (0.89-1.00). Although parsing consistency varied
more (0.57-0.87) due to subjective interpretation, we identified seven main inconsistency factors that can guide
practitioners in establishing their labeling standards. Furthermore, the minimal impact of sample size variation

on efficiency and consistency offers practitioners flexibility in their workflow.

4.3 Quality validation of the log benchmark dataset

In this subsection, we discuss two additional concerns about the quality of the generated benchmark data for log parsing.
In particular, we are concerned 1) whether the log parsing results in the benchmark data can cover the entire raw log

data and 2) whether the log content extraction step provided by the benchmark is correct.

4.3.1 Coverage of the benchmark data. Not all text lines in the raw logs are appropriate to be parsed. As discussed in
Section 3, some log lines have empty content, which is not suitable for parsing. In addition, there are log lines that may
contain only illegal characters or information that is not meaningful to the application. In these cases, the log parsing
benchmarks may not contain corresponding parsing results for these lines. In particular, we find that there exists a
considerable amount of log lines that are not covered by Loghub.

We compare all the log lines that are covered by the benchmark data generated by LPB-Gen and Loghub. Table 8
shows the covered log lines in each log dataset by Loghub and LPB-Gen. We find that LPB-Gen covers a larger amount

of logs than Loghub. In extreme cases like HealthApp and Thunderbird, there exists a considerable amount of log lines
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in the raw logs that are not covered by Loghub, while covered by LPB-Gen. In addition, we find that the covered log

lines in all projects from LPB-Gen are always supersets of those from Loghub.

Table 8. Log matching statistics between Loghub and LPB-Gen

LogName Apache BGL Hadoop HDEFS HealthApp HPC Linux

Total lines (Loghub) 51,977 4,631,261 179,993 11,167,740 212,394 429,987 23,921
Total lines (LPB-Gen) 52,004 4,688,579 180,960 11,175,629 253,395 433,487 25,456
Percentage Increase 0.05% 1.24% 0.54% 0.07% 19.30% 0.81% 6.42%
LogName Mac OpenSSH OpenStack Proxifier Spark Thunderbird Zookeeper

(Sample)

Total lines (Loghub) 100,314 638,946 207,632 21,320 16,075,117 177,644 74,273
Total lines (LPB-Gen) 102,768 655,147 207,632 21,320 27,411,538 355,390 74,380
Percentage Increase 2.45% 2.54% 0.00% 0.00% 70.52% 100.06% 0.14%

4.3.2  Correctness of log content extraction . In the log parsing process, developers usually utilize regular expressions to
extract the header information and log content directly from raw logs. This step, although extremely important, is often
less focused since one may utilize the configuration of the corresponding logging library to generate a regular expression
to extract header information and log content for each log dataset. The availability of such a regular expression makes
the content extraction step a trivial problem. This is also the case for all datasets in Loghub except for Thunderbird. In
Thunderbird, as well as logs analyzed in practice, there exist cases where multi-formatted logs are placed inside one
dataset. Therefore, LPB-Gen utilizes a mixture of regular expressions to extract log content of different formats within
the same dataset. Whether the log contents are extracted correctly can influence the quality of the log benchmark
dataset.

In order to assess the correctness of the content extraction, similar to our user studies presented before, we invited
all 20 participants to choose the correct extraction of log header information and log content for a sampled eight unique
cases of differences between LPB-Gen and Loghub. The participants also have the option of both benchmarks being
wrong. We would like to note that, although there are only eight unique cases since logs follow the same templates,
there exists a large number of log lines that are impacted by these different content extraction results. We present one
example as follows, where the first line is the original log in the Thunderbird dataset. The second and third lines are log
content extracted by Loghub and LPB-Gen. We observe that VFS: is categorized into header information by Loghub,
while it is recognized as part of log content by LPB-Gen.

(1) Raw Log: - 1131682200 2005.11.10 tbird-adminl Nov 10 20:10:00 local@tbird-admin1 VFS: file-max limit 65536 reached
(2) Content by Loghub: file-max limit 65536 reached
(3) Content by LPB-Gen: VFS: file-max limit 65536 reached

We find that for 123 out of 160 (77%) questions, participants think LPB-Gen extracts more accurate log content than
Loghub, while content extracted by Loghub is preferred in 31 (19%) questions. Notably, two participants consistently
choose LPB-Gen as the better option across all eight questions. On average, LPB-Gen’s content is chosen as the better
option in 6.2 out of 8 questions, demonstrating a consistent preference among participants. In summary, LPB-Gen is
perceived to provide notable advancements in content extraction, providing a strong basis for further log parsing and
analytics tasks.
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4.3.3 Comparison with source code extracted benchmark data. Although we conduct a survey to evaluate the accuracy
of the benchmark data generated by LPB-Gen, a direct evaluation using a more objective ground truth is still needed to
ensure the reliability of the generated benchmarks. To perform this evaluation, we require benchmark data extracted
directly from the source code. However, the datasets provided by Loghub [96] lack version information about the
systems used to generate the log data. Therefore, we deployed a Hadoop 3.2.1 environment consisting of one server and
three worker nodes to generate logs for comparison.

We executed several example tasks provided by Hadoop, including pi, terasort, distbbp, and wordcount. For the
wordcount task, we ran it on the log data from Loghub [96]. We then collected the logs through Hadoop’s log aggregation
mechanism and used them as the dataset for this part of our evaluation. As some logs are generated by external libraries
such as Jetty, we remove these entries and obtain the final dataset containing 82,304 log lines.

To extract the benchmark data from the source code, we leverage the package information contained in the log
header to locate the source file where each log line is generated. We then extract the logging statements from the
corresponding file and match their text content to the log lines. Finally, we verify the matched log lines and their
corresponding logging statements to extract the log templates. The log templates can be used to generate more objective
benchmark data from the source code of Hadoop 3.2.1.

Similar to the procedure described in Section 3, we invited two participants with different levels of experience to use
LPB-Gen to generate benchmark data for this dataset. We then calculated the group consistency between the benchmark
data generated by LPB-Gen and those extracted from the source code to evaluate whether participants with different

levels of expertise could produce accurate benchmark data using LPB-Gen.

Table 9. Group consistency of benchmark data from participants with the source code

Dataset Inexperienced Experienced

Hadoop 0.974 0.905

Table 9 presents the group consistency results. As shown, the benchmark data generated by both the inexperienced
and experienced participants achieve a high level of consistency with that extracted from the source code. This finding
indicates that LPB-Gen can produce benchmark data with high accuracy, thereby ensuring the reliability of evaluations
conducted on benchmarks generated by LPB-Gen.

As extracting benchmark data directly from source code can be challenging due to issues such as unavailable source
code, unknown system versions, and system evolution, LPB-Gen provides a more general and practical strategy for

generating reliable benchmark data for log parsing evaluation.

LPB-Gen demonstrates high quality across multiple dimensions. It achieves significantly greater log line coverage
than LogHub (up to 100% increase for Thunderbird), and its content extraction was preferred by participants in
77% of cases. Furthermore, validation against source code-derived benchmarks from Hadoop 3.2.1 shows high
group consistency (>0.9), confirming that LPB-Gen produces reliable benchmark data comparable to an objective

ground truth while remaining practical for scenarios where source code analysis is infeasible.

5 Threats to Validity

External Validity. The evaluation of our approach is conducted on a limited number of datasets. While it is impossible
to encompass every log parsing scenario, the evaluation results indicate that our approach is applicable and generalizable
Manuscript submitted to ACM
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to various types of log data, enabling practitioners to adapt our approach to conduct the benchmarking process efficiently
on their specific datasets. Furthermore, although the evaluation of LPB-Gen is conducted only on logs collected from
Loghub [96], the results demonstrate that our framework can be seamlessly integrated into existing log collection and
processing pipelines. This study thus highlights a promising direction toward developing an end-to-end solution that
bridges log collection and benchmark creation.

Internal Validity. In this paper, we choose two popular, lightweight yet effective log parsers to validate the effectiveness
of our approach. Practitioners may use a different selection of log parsers with our framework according to their specific
requirements. The manual refining process relies on the user’s subjective judgment, which can cause variances in
templates when generating benchmarks. It is based on the person’s expertise and perception of the system and how
the parsing results will be used for further analysis. During the replication user study, the participants conduct the
benchmarking independently on their own devices, which may cause differences in automated process execution time.
However, as discussed in Section 4.1, both participants are capable of reproducing the benchmarking process within a
reasonable time frame, where the automated process takes less than 5 minutes to complete, even for large-sized log
datasets. Therefore, the variances in hardware devices shall not impact the overall efficiency of the benchmarking
process. Our process primarily supports system logs with relatively stable formats, which allows us to cover a broad
range of widely used system datasets. However, we acknowledge that it does not yet support terminal logs or multi-line
logs, which present additional challenges (e.g., lack of consistent structure, interleaving of user inputs/outputs).
Construct Validity. In this study, we use two metrics (e.g., group consistency and parsing consistency) to assess
whether the benchmark data produced by different participants are consistent. However, these metrics may not fully
capture all aspects of consistency in log parsing results. In addition, we strategically select a limited number of cases for
the user study to ensure participants are not overwhelmed. These selected cases may not fully represent all the data in
the benchmarks. A few studies, like SemParser [28], have begun to explore the semantics of variable annotation. Our
framework can support human annotations of semantic information with relatively low effort. However, scaling such
annotations across diverse systems would require significant domain expertise for each system to correctly identify and

label variables that could be further leveraged for log analysis tasks.

6 Conclusion

In this paper, we propose a semi-automated process, LPB-Gen, to generate oracle templates for system log datasets.
LPB-Gen leverages state-of-the-art log parsers to generate an aligned parsing result file, and practitioners can utilize
this file to refine oracle templates. To evaluate LPB-Gen, we design and conduct user studies to assess the correctness
of the generated benchmarks, as well as the efficiency and reproducibility of the process of benchmarking with LPB-
Gen. Furthermore, we summarize factors that may cause inconsistencies in log parsing results. Our analysis of the
inconsistency factors indicates that the definition of an effective log template may vary between individuals, as it
depends on practitioners’ interpretations and the specific downstream tasks where these templates are utilized. Future
log parsing techniques should adopt approaches tailored to individual needs and downstream task requirements. Finally,
we release our generated log benchmark datasets for future research and potential extension of this work.

Given the heterogeneity of log data and the domain expertise required for log interpretation, manual labeling is
essential to ensure the accuracy and meaningfulness of the produced log templates; thus, it is challenging to eliminate
the manual process when curating oracle log templates. In future research, we will leverage the reasoning and inference
capabilities of Large Language Models (LLMs) to alleviate the human effort required in template identification and to

enhance the efficiency of the log parsing benchmark construction process.
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7 Data Availability

The source code and dataset generated and evaluated in this study are available and shared with the public in a

supplementary material package .
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